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pb`lab=^_=
pÉÅçÇÉ=ÜÉäéë=Åçãé~åáÉë=~åÇ=çêÖ~åáò~íáçåë=Ö~áå= áåëáÖÜíI=ÅçãéÉíÉåÅÉ=~åÇ=íÜÉêÉÄó=Åçåíêçä=
çîÉê= íÜÉáê= çéÉê~íáçåë= Ñêçã= ~= ÅçãéäÉíÉ= fq= ëÉÅìêáíó= éÉêëéÉÅíáîÉK=tÉ= ÇÉäáîÉê= éêç~ÅíáîÉ= ~åÇ=
éÉêéÉíì~ä= îáÖáä~åÅÉ= ïáíÜáå= íïç= ~êÉ~ëW= OQLT= j~å~ÖÉÇ= pÉÅìêáíó= pÉêîáÅÉë= ~åÇ= pÉÅìêáíó=
`çåëìäíáåÖK=
=
qÜÉ=`çãé~åó=ï~ë=çêáÖáå~ääó=ÑçìåÇÉÇ=áå=NVUS=~ë=póëíÉã=páââÉêÜÉí=^LpI=áå=^êÉåÇ~äI=kçêï~óK=
få= OMMMI= pÉÅçÇÉ= ^_= ï~ë= ÑçìåÇÉÇ= áå= pïÉÇÉå= ~åÇ= ëí~êíÉÇ= áíë= OQLT= j~å~ÖÉÇ= pÉÅìêáíó=
pÉêîáÅÉë= ~åÇ= pÉÅìêáíó= `çåëìäíáåÖK= qÜÉ= íïç= Åçãé~åáÉë=ãÉêÖÉÇ= áå= g~åì~êó= OMMQI= íÜÉêÉÄó=
ÑçêÖáåÖ= íÜÉ= äÉ~ÇáåÖ= aáÖáí~ä= pÉÅìêáíó= `çãé~åó= áå= íÜÉ= kçêÇáÅ= êÉÖáçåK= få= j~êÅÜ= OMMS= íÜÉ=
cáååáëÜ= fqJëÉÅìêáíó=Åçãé~åó=kÉíëçä=lv= EÑçìåÇÉÇ= áå=NVVSF=ï~ë=ãÉêÖÉÇ= áåíç=pÉÅçÇÉK=cêçã=
íÜÉ= Ñáêëí= çÑ= g~åì~êó=OMMT=pÉÅçÇÉ=Ü~ë=Éëí~ÄäáëÜÉÇ=ë~äÉëJçÑÑáÅÉë= áå=ÄçíÜ=aÉåã~êâ=~åÇ=qÜÉ=
kÉíÜÉêä~åÇë= ~åÇ= ÇÉäáîÉêë= fqJëÉÅìêáíó= ëÉêîáÅÉë= íç= ÅìëíçãÉêë= áå= íÜÉëÉ= ÅçìåíêáÉë= ~ë= ïÉääK=
pÉÅçÇÉ=ÜÉäéë=ã~åó=ÅìëíçãÉêë=áå=éêáî~íÉ=~åÇ=éìÄäáÅ=ëÉÅíçêëI=Ñêçã=ëÉîÉå=ÇáÑÑÉêÉåí=äçÅ~íáçåëI=
ìëáåÖ=ÅäçëÉ=íç=UR=ëÉÅìêáíó=ëéÉÅá~äáëíëK=qÜÉëÉ=ëéÉÅá~äáëíë=Ü~îÉ=äçåÖ=ÉñéÉêáÉåÅÉ=Ñêçã=ÄìáäÇáåÖ=
ä~êÖÉ=ÅçãéìíÉê=åÉíïçêâë=~åÇLçê=ìéJíçJÇ~íÉ=fq=ëÉÅìêáíó=ÅçãéÉíÉåÅÉK=pÉÅçÇÉ=^_=íçÇ~ó=Ü~ë=
ãçêÉ=íÜ~å=NMM=ÉãéäçóÉÉëK=
=
^ää= íÜáë= íçÖÉíÜÉê=ã~âÉë=pÉÅçÇÉ= íÜÉ= äÉ~ÇáåÖ=kçêíÜÉêå=bìêçéÉ~å=aáÖáí~ä= pÉÅìêáíó=`çãé~åó=
ïáíÜáå=j~å~ÖÉÇ=pÉÅìêáíó=pÉêîáÅÉë=ÅçãÄáåÉÇ=ïáíÜ=fqJpÉÅìêáíó=`çåëìäí~åÅó=pÉêîáÅÉëK=

prjj^ov=
cçÅìë=çÑ=íÜÉ=jçåíÜ=íêÉ~í=íÜÉ=íÉêã=`äçìÇ=`çãéìíáåÖK=
=
qÜÉ=~äÉêí=ëí~íáëíáÅ=ëÜçïë=íÜ~í=íÜÉ=ã~àçêáíó=çÑ=~äÉêíë=çÅÅìê=áå=íÜÉ=fåíÉêåÉí=òçåÉI=ïÜáäÉ=ëÉîÉêÉ=
~äÉêíë=ãçëíäó=çÅÅìê=áå=êÉëíêáÅíÉÇ=òçåÉK==
=
qÜÉ=åìãÄÉê=çÑ=êÉÅçåå~áëë~åÅÉ=~íí~Åâë=Ñêçã=íÜÉ=fåíÉêåÉí=êÉã~áåë=~í=~=ëí~ÄäÉ=äÉîÉäK=qÜÉ=ãçëí=
ëÉ~êÅÜÉÇ=ëÉêîáÅÉ=áë=sk`K=mçä~åÇI=íÜÉ=rp=~åÇ=`Üáå~=~êÉ=íÜÉ=íÜêÉÉ=ãçëí=~íí~ÅâáåÖ=ÅçìåíêáÉëK==
=
pé~ã=~åÇ=fåíÉêåÉí=~Åíáîáíó=êÉã~áå=~í=~=ëí~ÄäÉ=äÉîÉäK===
=
== =
=
=
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fkqolar`qflk=

qÜáë=êÉéçêí=áë=Äìáäí=çå=Ñçìê=ã~áå=é~êíëW=kÉïë=çÑ=íÜÉ=jçåíÜI=cçÅìë=çÑ=íÜÉ=jçåíÜI=qÜêÉ~í=äÉîÉäI=
~åÇ=^äÉêí=pí~íáëíáÅK==
=
kÉïë=çÑ=íÜÉ=jçåíÜ=áë=~=ÅÜ~éíÉê=ïÜáÅÜ=éêÉëÉåíë=íÜÉ=ÄáÖÖÉëí=fq=ëÉÅìêáíó=áåÅáÇÉåíë=êÉÖáëíÉêÉÇ=
Äó= çíÜÉê=ãÉÇá~K= qÜáë=ã~ó= ÄÉ= ÇÉÉé= ~å~äóëáëI= åÉï= îáêìëÉëI= åÉï= îìäåÉê~ÄáäáíáÉëI= çê= çíÜÉê= fq=
ëÉÅìêáíó=åÉïëK=
=
cçÅìë=çÑ= íÜÉ=jçåíÜ= áë=~å=~êíáÅäÉ=~Äçìí= êÉäÉî~åí= íçéáÅë=ïáíÜáå= fq=pÉÅìêáíóK=qÜÉëÉ=ãáÖÜí=ÄÉ=
íçéáÅë=ÇáëÅìëëÉÇ= áå=ãÉÇá~I= áåÅáÇÉåíë= íÜ~í=Å~å= áåÑäìÉåÅÉ= íÜÉ=íÜêÉ~í= äÉîÉäI=çê=ÅÜ~åÖÉë= áå= íÜÉ=
~íí~Åâ=é~ííÉêå=Ñêçã=íÜÉ=fåíÉêåÉíK==
=
^äÉêí=pí~íáëíáÅ=áë=Ä~ëÉÇ=çå=ëìãã~êáÉë=Ñêçã=pÉÅçÇÉÛë=j~å~ÖÉÇ=pÉÅìêáíó=pÉêîáÅÉë=EjppFK=^å=
~äÉêí= ~ééÉ~êë= ïÜÉå= ~å= fap= çê= fmp= ëÉåëçê= êÉÅçÖåáòÉë= åÉíïçêâ= íê~ÑÑáÅ= íÜ~í= ã~íÅÜÉë= íÜÉ=
áãéäÉãÉåíÉÇ=ëáÖå~íìêÉëLÑáäíÉêëI=~åÇ= áå=íÜÉëÉ=Å~ëÉë=~äÉêíë=ïáää=ÄÉ=íê~åëÑÉêêÉÇ=íç=íÜÉ=pÉÅçÇÉ=
pl`=EpÉÅìêáíó=léÉê~íáçå=`ÉåíÉêFK==
=
qÜêÉ~í= äÉîÉä= áë= ~= éêÉëÉåí~íáçå= çÑ=ïÜ~í= íÜêÉ~íë= çêÖ~åáò~íáçåë= ~êÉ= ÉñéçëÉÇ= íç= íÜêçìÖÜ= íÜÉáê=
fåíÉêåÉí= ÅçååÉÅíáçåK= få= íÜáë= íÜêÉ~í= Éî~äì~íáçåI= êÉÅçåå~áëë~åÅÉ= ~íí~Åâë= Ñêçã= íÜÉ= fåíÉêåÉí=
~Ö~áåëí=ÅìëíçãÉêë=çÑ=pÉÅçÇÉ=~êÉ=~å~äóòÉÇ=~åÇ=éêÉëÉåíÉÇK=
=
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kbtp=lc=qeb=jlkqe=

During a month, several vulnerabilities will be published, and there will have been many 
security related news. This chapter presents the most important vulnerabilities and the most 
interesting news. Most cases, if not all, have been presented in Secode Norway’s newsletter 
during this month. 

mr_ifpeba=srikbo^_fifqfbp=

^tpí~íë=qçí~äë=`çÇÉ=bñÉÅìíáçå=~åÇ=`êçëë=píÉ=pÅêáéíáåÖ=sìäåÉê~ÄáäáíáÉë=
http://userwww.service.emory.edu/~ekenda2/EMORY-2008-01.txt 
 
rÄìåíì=áëëìÉë=ëÉÅìêáíó=é~íÅÜ=Ñçê=âÉêåÉä=Ñä~ï=
http://www.ubuntu.com/usn/usn-637-1 
 
f_j=tÉÄpéÜÉêÉ=mçêí~ä=oÉãçíÉ=^ìíÜÉåíáÅ~íáçå=_óé~ëë=sìäåÉê~Äáäáíó=
http://www-1.ibm.com/support/docview.wss?uid=swg1PK67104 
 
pìå=êÇÉëâíçé=`çÇÉ=bñÉÅìíáçå=~åÇ=aÉåá~ä=çÑ=pÉêîáÅÉ=sìäåÉê~ÄáäáíáÉë=
http://sunsolve.sun.com/search/document.do?assetkey=1-66-240708-1 
 
si`=jÉÇá~=mä~óÉê=qq^=a~í~=mêçÅÉëëáåÖ=fåíÉÖÉê=lîÉêÑäçï=sìäåÉê~Äáäáíó=
http://www.orange-bat.com/adv/2008/adv.08.16.txt 
 
sìäåÉê~Äáäáíó=áå=`áëÅç=tÉÄbñ=jÉÉíáåÖ=j~å~ÖÉê=^ÅíáîÉu=`çåíêçä=
http://www.cisco.com/warp/public/707/cisco-sa-20080814-webex.shtml 
 
sjï~êÉ=bpuá=léÉåppi=sìäåÉê~ÄáäáíáÉë=
http://secunia.com/advisories/31489/ 
 
pìå=g~î~=póëíÉã=tÉÄ=mêçñó=pÉêîÉê=aÉåá~ä=çÑ=pÉêîáÅÉ=sìäåÉê~Äáäáíó=
http://www.frsirt.com/english/advisories/2008/2366 
 
^ìÖìëí=OMMU=_ä~Åâ=qìÉëÇ~ó=lîÉêîáÉï=
http://isc.sans.org/diary.html?storyid=4876  
 
jáÅêçëçÑí=pÉÅìêáíó=_ìääÉíáå=jpMUJMRN=Ó=`êáíáÅ~ä=
http://www.microsoft.com/technet/security/Bulletin/MS08-051.mspx   
 
jáÅêçëçÑí=pÉÅìêáíó=_ìääÉíáå=jpMUJMQN=Ó=`êáíáÅ~ä=
http://www.microsoft.com/technet/security/bulletin/MS08-041.mspx  
 
rÄìåíì=pÉÅìêáíó=réÇ~íÉ=cáñÉë=ñáåÉJäáÄ=`çÇÉ=bñÉÅìíáçå=sìäåÉê~ÄáäáíáÉë=
http://www.frsirt.com/english/advisories/2008/2333   
 
qêÉåÇ=jáÅêç=mêçÇìÅíë=lÄàoÉãçîÉ`íêä=`ä~ëë=_ìÑÑÉê=lîÉêÑäçïë=
http://secunia.com/advisories/31440/  
 
emJru=råëéÉÅáÑáÉÇ=äáÄÅ=cä~ï=iÉíë=oÉãçíÉ=rëÉêë=aÉåó=pÉêîáÅÉ=
http://securitytracker.com/alerts/2008/Aug/1020637.html 
 
dÉåíçç=pÉÅìêáíó=réÇ~íÉ=cáñÉë=táêÉëÜ~êâ=aÉåá~ä=çÑ=pÉêîáÅÉ=sìäåÉê~ÄáäáíáÉë=
http://www.frsirt.com/english/advisories/2008/2303 
 
pìå=pçä~êáë=^ÇçÄÉ=oÉ~ÇÉê=`çÇÉ=bñÉÅìíáçå=~åÇ=pÉÅìêáíó=_óé~ëë=fëëìÉë=
http://www.frsirt.com/english/advisories/2008/2289 
 
^é~ÅÜÉ=qçãÅ~í=S=`êçëëJpáíÉ=pÅêáéíáåÖ=~åÇ=pÉÅìêáíó=_óé~ëë=
http://secunia.com/advisories/31381/ 
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=
pìå=g~î~=réÇ~íÉ=`çãéçåÉåí=i~Åâ=çÑ=aáÖáí~ä=páÖå~íìêÉë=
http://securitytracker.com/alerts/2008/Jul/1020584.html  
 
léÉålÑÑáÅÉ=réÇ~íÉ=`çãéçåÉåí=i~Åâ=çÑ=aáÖáí~ä=páÖå~íìêÉë=
http://securitytracker.com/alerts/2008/Jul/1020583.html   
 
^ééäÉ=j~Å=lp=u=`çÇÉ=bñÉÅìíáçå=~åÇ=pÉÅìêáíó=_óé~ëë=sìäåÉê~ÄáäáíáÉë=
http://www.frsirt.com/english/advisories/2008/2268 
 

fk=qeb=kbtp=

oÉîÉ~äÉÇW=qÜÉ=fåíÉêåÉíDë=_áÖÖÉëí=pÉÅìêáíó=eçäÉ=
ÜííéWLLÄäçÖKïáêÉÇKÅçãLOTÄëíêçâÉSLOMMULMULêÉîÉ~äÉÇJíÜÉJáåKÜíãä=
=
i~éíçé=Äççí=é~ëëïçêÇë=îìäåÉê~ÄäÉ=íç=~íí~Åâ=
ÜííéWLLïïïKÜÉáëÉJçåäáåÉKÅçKìâLëÉÅìêáíóLi~éíçéJÄççíJé~ëëïçêÇëJîìäåÉê~ÄäÉJíçJ~íí~ÅâJJ
LåÉïëLNNNQMP=
=
c~êÉå=çîÉê=ÉííÉê=îáêìëJëéêÉÇåáåÖ=é™=jpkKåç=
ÜííéWLLïïïKÇáÖáKåçLéÜéL~êíKéÜé\áÇZTUQMVV=
=
tÜáíÉe~í=oÉéçêí=cáåÇë=tÉÄ=páíÉ=pÉÅìêáíó=sìäåÉê~ÄáäáíáÉë=mÉêëáëí=
ÜííéWLLïïïKÉïÉÉâKÅçãLÅL~LpÉÅìêáíóLtÜáíÉe~íJoÉéçêíJcáåÇëJtÉÄJpáíÉJpÉÅìêáíóJ
sìäåÉê~ÄáäáíáÉëJmÉêëáëíL=
=
jçëí=çêÖ~åáò~íáçåë=Ñ~áä=íç=ëíçé=áåíÉêáçê=åÉíïçêâ=íÜêÉ~íë=
ÜííéWLLïïïKåÉíJëÉÅìêáíóKçêÖLëÉÅïçêäÇKéÜé\áÇZSQRQ=
=
ppe=hÉóJÄ~ëÉÇ=^íí~Åâë=
ÜííéWLLïïïKìëJÅÉêíKÖçîLÅìêêÉåíLáåÇÉñKÜíãä@ëëÜ|âÉó|Ä~ëÉÇ|~íí~Åâë=
=
mÜáëÜÉêë=_áíÉ=_~Åâ=ïáíÜ=j~äï~êÉ=bñéäçáíë=iáåâÉÇ=íç=hÉóïçêÇë=
ÜííéWLLïïïKÉïÉÉâKÅçãLÅL~LpÉÅìêáíóLmÜáëÜÉêëJ_áíÉJ_~ÅâJtáíÜJj~äï~êÉJbñéäçáíëL=
=
c~ÅÉÄççâ=e~Åâë=eÉêÉ=íÜÉó=ÅçãÉK=fí=ï~ë=ÄçìåÇ=íç=Ü~ééÉåK==
ÜííéWLLïïïKëíÉéÜÉåÄ~áäÉóKÅçãLÄìëáåÉëëLMUOMMUJÑ~ÅÉÄççâJÜ~ÅâëL=
=
^=pÉÅìêáíó=^ëëÉëëãÉåí=çÑ=íÜÉ=fåíÉêåÉí=mêçíçÅçä===
ÜííéWLLïïïKëÅÜåÉáÉêKÅçãLÄäçÖL~êÅÜáîÉëLOMMULMUL~|ëÉÅìêáíó|~ëëÉKÜíãä=
=
uJcçêÅÉ=OMMU=jáÇJvÉ~ê=qêÉåÇ=pí~íáëíáÅë=
ÜííéWLLïïïJVPRKáÄãKÅçãLëÉêîáÅÉëLìëLáëëLñÑçêÅÉLãáÇóÉ~êêÉéçêíL=
==
ppismk=sìäåÉê~ÄáäáíáÉë=J=`äáÉåí=`ÉêíáÑáÅ~íÉë=çÑÑÉê=~=ëìéÉêáçê=ÇÉÑÉåëÉ=çîÉê=lqm=ÇÉîáÅÉë=
ÜííéWLLïïïKåÉíïçêâïçêäÇKÅçãLÅçããìåáíóLåçÇÉLPNNOQ=
=
qÜçìÖÜíë=çå=íÜÉ=oìëëá~=îë=dÉçêÖá~=`óÄÉê=t~ê=
ÜííéWLLáëÅKë~åëKçêÖLÇá~êóKÜíãä\ëíçêóáÇZQVMP=
=
tÜ~í=áë=ïçêëÉ=íÜ~å=êÉìëáåÖ=é~ëëïçêÇë\=
ÜííéWLLïïïKáíïçêäÇKÅçãLíÉÅÜJëçÅáÉíóLRQNVPLÄÉï~êÉJãÉí~Jé~ëëïçêÇJêÉìëÉ=
=
akp=ÅêÉ~íçêW=fíDë=íáãÉ=íç=~ÇÇ=ëÉÅìêáíó==
ÜííéWLLåÉïëKòÇåÉíKÅçKìâLëÉÅìêáíóLMINMMMMMMNUVIPVQRVVPRIMMKÜíã==
=
jóëíÉêó=ïÉÄ=~íí~Åâ=Üáà~Åâë=óçìê=ÅäáéÄç~êÇ=
ÜííéWLLïïïKíÜÉêÉÖáëíÉêKÅçKìâLOMMULMULNRLïÉÄÄ~ëÉÇ|ÅäáéÄç~êÇ|Üáà~ÅâáåÖL=
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cl`rp=lc=qeb=jlkqe=Ó=`ilra=`ljmrqfkd=
`äçìÇ=ÅçãéìíáåÖ=áë=~=íÉêã=ìëÉÇ=ïáíÜáå=íÜÉ=fåíÉêåÉí=ïçêäÇ=íç=ÇÉëÅêáÄÉ=íÜÉ=ÅìêêÉåí=Éîçäìíáçå=
çÑ= Üçï= íÜÉ=ïÉÄ= áë= ìëÉÇ=Äó= éÉçéäÉ= ~åÇ= çêÖ~åáò~íáçåëI= ~åÇ=ïÜ~í= ÇáêÉÅíáçå= íÜÉ= fq= áåÇìëíêó=
ëÉÉãë=íç=í~âÉK=_ìí=ïÜ~í=áë=íÜáë=êÉ~ääó\=
=
`äçìÇ=ÅçãéìíáåÖ=~ë=~=íÉêã=êÉÑÉêë=íç=íÜÉ=ãÉí~éÜçê=çÑ= fåíÉêåÉí=ÄÉáåÖ=~=“ÅäçìÇÒK= =qÜÉêÉ=~êÉ=
ëçãÉ= ÇáÑÑÉêÉåÅÉë= áå= Üçï= íç= ÇÉÑáåÉ= áíI= Äìí= ÖÉåÉê~ääó= `äçìÇ= ÅçãéìíáåÖ= ~êÉ= ìëÉÇ= ~ë= ~=
ÇÉëÅêáéíáçå=çÑ=~å= fåíÉêåÉí=Ä~ëÉÇ=éä~íÑçêãI=ïáíÜ=íÜÉ=ÄÉäçåÖáåÖ=ÇáëíêáÄìíáçå=ìíáäáíáÉëK=qÜêçìÖÜ=
`äçìÇ=ÅçãéìíáåÖI=fq=êÉä~íÉÇ=êÉëçìêÅÉë=EëÉêîáÅÉëI=ëÉêîÉêëI=Å~é~ÅáíóF=~êÉ=çÑÑÉêÉÇ=~ë=~=ëÉêîáÅÉ=
íÜêçìÖÜ=fåíÉêåÉíK==
=
`äçìÇ= ÅçãéìíáåÖ= ~êÉ= ~äëç= ãáñÉÇ= íçÖÉíÜÉê= ïáíÜ= tÉÄ= OKMK= tÉÄ= OKM= áë= åÉáíÜÉê= ~= ÅçåÅêÉíÉ=
éêçÇìÅí=çê=íÉÅÜåçäçÖóI=Äìí=~êÉ=ìëÉÇ=~ë=~=ÇÉëÅêáéíáçå=çÑ=“íÜÉ=åÉï=ïÉÄÒI=ÉêÖç=íÜÉ=ÅÜ~åÖÉÇ=
ï~ó=çÑ=Üçï=fåíÉêåÉí=~êÉ=ìëÉÇ=Ñçê=ëÜ~êÉ=çÑ=áåÑçêã~íáçåI=ÜçëíÉÇ=ëÉêîáÅÉë=~åÇ=ëçÅá~ä=åÉíïçêâëK=
bñ~ãéäÉë=çÑ=tÉÄ=OKM=ëÉêîáÅÉë=~êÉ=c~ÅÉÄççâI=vçìqìÄÉ=~åÇ=dççÖäÉ=^ééëK==
=
eÉ~ÇáåÖ=Ñçê=íÜÉ=`äçìÇë===
`äçìÇ=ÅçãéìíáåÖ=áë=ã~âáåÖ=áíë=ï~ó=ÄçíÜ=áåíç=éêáî~íÉ=ÜçãÉë=~åÇ=áåíç=íÜÉ=ÄìëáåÉëë=ïçêäÇK=
qÜÉ=íÉÅÜåçäçÖáÅ~ä=éêçÖêÉëë=Ü~ë=äÉ~Ç=íç=ãçêÉ=ÇáëíêáÄìíÉÇ=ÉåîáêçåãÉåíI=ãçêÉ=ÜáÖÜJëéÉÉÇ=
äáåÉëI=äçïÉê=ëíçê~ÖÉ=ÅçëíëI=ïáêÉäÉëë=ÜáÖÜJëéÉÉÇ=åÉíïçêâë=~åÇ=~=ÖêçïíÜ=áå=Ü~åÇÜÉäÇ=ìåáíë=
ïáíÜ=fåíÉêåÉí=~ÅÅÉëëK==^ää=íÜÉëÉ=Ñ~Åíçêë=~êÉ=é~êí=çÑ=ã~âáåÖ=áí=É~ëó=Ñçê=ìëÉêë=íç=~ÅÅÉëë=Ç~í~=
~åÇ=ìëÉ=~ééäáÅ~íáçåë=éä~ÅÉÇ=~í=êÉãçíÉ=ëÉêîÉêëK===
=
`äçìÇ=ÅçãéìíáåÖ=áë=~äëç=êÉÅâçåÉÇ=íç=ÄÉ=ìëÉÑìä=Ñçê=ä~êÖÉ=çêÖ~åáë~íáçåë=íÜ~í=Ü~îÉ=ã~åó=ìëÉêë=
çå=ÇáÑÑÉêÉåí=äçÅ~íáçåëI=~åÇ=íÜ~í=Ñçê=Éñ~ãéäÉ=ìëÉ=ëéÉÅá~äáòÉÇ=ëçÑíï~êÉ=íç=éÉêÑçêã=Ç~í~J=~åÇ=
êÉëçìêÅÉ=áåíÉåëáîÉ=í~ëâëK==
=
^=êÉëÉ~êÅÜ=ã~ÇÉ=çÑ=mÉï=oÉëÉ~êÅÜ=`ÉåíÉê=ëÜçïë=íÜ~í=SV=éÉêÅÉåí=çÑ=íÜÉ=fåíÉêåÉí=ìëÉêë=ìëÉ=
çåÉ=çê=~åçíÜÉê=Ñçêã=çÑ=`äçìÇ=ÅçãéìíáåÖK=RS=éÉêÅÉåí=ë~ó=íÜÉó=ìëÉ=~=ïÉÄ=ã~áä=ëÉêîáÅÉ=EÑKÉñK=
eçíã~áäFK=QM=éÉêÅÉåí=ë~ó=íÜÉó=ìëÉ=`äçìÇ=ÅçãéìíáåÖ=Ñçê=~í=äÉ~ëí=O=~ÅíáîáíáÉëK=qÜÉ=í~ÄäÉ=ÄÉäçï=
ëÜçïë=ïÜ~í=ëÉêîáÅÉë=ìëÉêë=ìëÉ=íÜêçìÖÜ=`äçìÇ=`çãéìíáåÖW=
=

=
=
qÜÉ=ã~àçêáíó=çÑ=ìëÉêë=ëí~íÉ=ëáãéäáÅáíó=~åÇ=íÜÉ=éçëëáÄáäáíó=íç=~ÅÅÉëë=íÜÉáê=Ç~í~=Ñêçã=~åó=
áåíÉêåÉí=ÅçååÉÅíÉÇ=áíÉã=~ë=íÜÉ=ã~áå=êÉ~ëçå=Ñçê=ïÜó=íÜÉó=ìëÉë=`äçìÇ=`çãéìíáåÖK=^å=çíÜÉê=
áãéçêí~åí=êÉ~ëçå=áë=íÜÉ=éçëëáÄáäáíó=íç=ëÜ~êÉ=áåÑçêã~íáçåK==
=
aÉëéáíÉ=íÜÉ=éçéìä~êáíó=çÑ=`äçìÇ=ÅçãéìíáåÖI=VM=éÉêÅÉåí=çÑ=íÜÉ=ìëÉêë=ë~ó=íÜ~í=íÜÉó=ïçìäÇ=ÄÉ=
ÅçåÅÉêåÉÇ=áÑ=íÜÉ=îÉåÇçê=ï~ë=ëçäÇ=íç=~åçíÜÉê=é~êíóK=SU=éÉêÅÉåí=ë~ó=íÜÉó=ïçìäÇ=ÄÉ=ÅçåÅÉêåÉÇ=
áÑ=íÜÉáê=Ç~í~=ï~ë=ìëÉÇ=Ñçê=í~êÖÉíÉÇ=~ÇîÉêíáëÉãÉåíI=~åÇ=QV=éÉêÅÉåí=ë~ó=íÜÉó=ïçìäÇ=ÄÉ=
ÅçåÅÉêåÉÇ=çÑ=íÜÉáê=Ç~í~=ï~ë=ëçäÇ=íç=çíÜÉêë=çê=ÖáîÉå=íç=ä~ïJÉåÑçêÅÉãÉåí=ÄçÇáÉëK=
=
=
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qÜÉ=ÜáÖÜ=ìëÉ=çÑ=ÅäçìÇ=~ééäáÅ~íáçåë=ÅçãÄáåÉÇ=ïáíÜ=éÉçéäÉDë=ÅçåÅÉêåë=ëÜçïë=?éÉçéäÉ=ìëÉ=áí=
ãçêÉ=íÜ~å=íÜÉó=ìåÇÉêëí~åÇ=áí?I=ë~áÇ=gçÜå=eçêêáÖ~åI=mÉïDë=~ëëçÅá~íÉ=ÇáêÉÅíçê=Ñçê=êÉëÉ~êÅÜK=
=
`äçìÇ=`çãéìíáåÖ=Ó=ëÉÅìêáíó=êáëâë=
cçê=çêÖ~åáò~íáçåë=íÜÉêÉ=~êÉ=ëÉîÉê~ä=ëÉÅìêáíó=êáëâë=Äó=éä~ÅáåÖ=é~êíë=çÑ=íÜÉáê=çéÉê~íáçåë=~í=íÜÉ=
ïÉÄK=fí=áë=ÉëéÉÅá~ääó=áãéçêí~åí=íç=ëÉÅìêÉ=íÜÉ=áåÑçêã~íáçåI=ëáåÅÉ=ëíçê~ÖÉ=~åÇ=éêçÅÉëëáåÖ=çÑ=
Ç~í~=ïáää=ÄÉ=ÉñÅäìÇÉÇ=Ñêçã=éÜóëáÅ~ä=~åÇ=äçÖáÅ=ëÉÅìêáíó=ïáíÜáå=çïå=äçÅ~íáçåëK=^åÇ=íÜÉ=çïåÉê=
çÑ=íÜÉ=Ç~í~=áë=áå=íÜÉ=ÉåÇ=êÉëéçåëáÄäÉ=Ñçê=íÜÉ=ëÉÅìêáíó=~åÇ=áåíÉÖêáíó=çÑ=íÜÉáê=çïå=Ç~í~K==
=
qÜÉ=å~íìêÉ=çÑ=`äçìÇ=ÅçãéìíáåÖ=ã~âÉë=áí=áãéçêí~åí=íç=éÉêÑçêã=êáëâ=ãÉ~ëìêÉãÉåíë=ïáíÜáå=íÜÉ=
~êÉ~ë=çÑ=Ç~í~=áåíÉÖêáíóI=Ç~í~=êÉÅçîÉêó=~åÇ=éêáî~ÅóI=ëáåÅÉ=íÜÉëÉ=~ëéÉÅíë=ÅçåëíáíìíÉ=éçíÉåíá~ä=
ëÉÅìêáíó=êáëâëK==
=
kÉÅÉëë~êó=ëÉÅìêáíó=áëëìÉë=íÜ~í=ëÜçìäÇ=ÄÉ=ê~áëÉÇ=ÄÉÑçêÉ=ëÉäÉÅíáåÖ=~=ÅäçìÇ=îÉåÇçêW=

• oáëâ=ãÉ~ëìêÉãÉåíë=Ñêçã=~=PêÇ=é~êíó=
• ^îçáÇ=îÉåÇçêë=íÜ~í=ÇçåÛí=ÖáîÉ=çìí=ÇÉí~áäÉÇ=áåÑçêã~íáçå=~Äçìí=íÜÉ=ëÉÅìêáíóK=^ëâ=Ñçê=

ÇçÅìãÉåí~íáçå=çå=Üçï=íÜÉ=îÉåÇçê=Ü~îÉ=ëÉÅìêÉÇ=íÜÉáê=ëÉêîÉêë=~åÇ=åÉíïçêâë=
• aÉëÅêáéíáçå=çÑ==Üçï=Çáë~ëíÉê=êÉÅçîÉêó=áë=Ü~åÇäÉÇ=
• aÉã~åÇ=íÜ~í=íÜÉ=`äçìÇ=îÉåÇçê=ãìëí=Ü~îÉ=~=êÉÖìä~íçê=Åçãéäá~åÅÉ=ïáíÜ=ÉñíÉêå~ä=

~ìÇáí=~åÇ=ÅÉêíáÑáÅ~íáçåë=~í=íÜÉ=ë~ãÉ=äÉîÉä=~ë=~=íê~Çáíáçå~ä=îÉåÇçê=
• mêçîáÇÉ=Ñçê=äçåÖJíÉêã=îá~Äáäáíó=çÑ=íÜÉ=Ç~í~K=fÑ=íÜÉ=îÉåÇçê=Öç=ÄêçâÉ=çê=áë=ÄçìÖÜí=Äó=

~åçíÜÉê=Åçãé~åóI=íÜÉ=Ç~í~=ãìëí=ëíáää=ÄÉ=~î~áä~ÄäÉ=
=

tÉÄ=~íí~Åâë=
^ë=íÜÉ=ìëÉ=çÑ=íÜÉ=fåíÉêåÉí=Ü~ë=ÅÜ~åÖÉÇI=ëç=Ü~ë=íÜÉ=fåíÉêåÉí=íêÉ~íÜëW=

• qÜÉ=~íí~Åâ=ÑçÅìë=Ü~îÉ=ÅÜ~åÖÉÇ=Ñêçã=çéÉê~íáîÉ=ëóëíÉã=íçï~êÇë=ÄêçïëÉêë=~åÇ=
ãìäíáãÉÇá~=~ééäáÅ~íáçåë=

• qÜÉ=åìãÄÉê=çÑ=îìäåÉê~ÄáäáíáÉë=êÉä~íÉÇ=íç=ïÉÄ=ëÉêîÉê=~ééäáÅ~íáçåë=áë=áåÅêÉ~ëáåÖI=~åÇ=
ëç=~êÉ=íÜÉ=åìãÄÉêë=çÑ=~íí~Åâë=~Ö~áåëí=íÜÉëÉ=

=
=

qÜÉ=Ñ~Åí=íÜ~í=Ç~í~=íÜ~í=åçêã~ääó=ï~ë=ëíçêÉÇ=çå=~=ìëÉêë=m`=åçï=áë=ãçîÉÇ=çìí=áåíç=ïÉÄ=
~ééäáÅ~íáçåëI=Ü~ë=çéÉåÉÇ=Ñçê=~=åÉï=íêÉåÇ=çÑ=~íí~ÅâK=qÜáë=íêÉåÇ=áë=~=êÉëìäí=çÑ=ïÉÄJÄ~ëÉÇ=
~ééäáÅ~íáçåë=ÄÉáåÖ=êìå=áå=íÜÉ=ÄêçïëÉêI=~åÇ=íÜÉ=ÄêçïëÉê=áíëÉäÑ=áë=ÜáÖÜäó=ÉñéçëÉÇ=íç=
îìäåÉê~ÄáäáíáÉë=~åÇ=ÉñéäçáíëK=aìêáåÖ=íÜÉ=Ñáêëí=Ü~äÑJóÉ~ê=çÑ=OMMUI=áí=ï~ë=áå=SQ=éÉêÅÉåí=çÑ=íÜÉ=
Å~ëÉë=éìÄäáëÜÉÇ=Éñéäçáí=ÅçÇÉ=íÜÉ=ë~ãÉ=Ç~ó=~ë=ÄêçïëÉê=êÉä~íÉÇ=îìäåÉê~ÄáäáíáÉë=ï~ë=êÉäÉ~ëÉÇK=
mäìÖJáåë=Ñçê=ÄêçïëÉêë=~êÉ=é~êíáÅìä~ê=ÉñéçëÉÇI=~åÇ=ëí~åÇë=Ñçê=TU=éÉêÅÉåí=çÑ=íÜÉ=éìÄäáëÜÉÇ=
ÄêçïëÉêJêÉä~íÉÇ=ÉñéäçáíëK===
===
pçìêÅÉë=
ÜííéWLLïïïJVPRKáÄãKÅçãLëÉêîáÅÉëLìëLáëëLñÑçêÅÉLãáÇóÉ~êêÉéçêíL==
ÜííéWLLÉåKïáâáéÉÇá~KçêÖLïáâáL`äçìÇ|ÅçãéìíáåÖ==
ÜííéWLLïïïKåÉíïçêâïçêäÇKÅçãLåÉïëLOMMULMTMOMUJÅäçìÇKÜíãä====
ÜííéWLLéÉïêÉëÉ~êÅÜKçêÖLéìÄëLVQULÅäçìÇJÅçãéìíáåÖJÖ~áåëJáåJÅìêêÉåÅó==
=
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^iboq=pq̂ qfpqf`=

qÜáë=ÅÜ~éíÉê=ÖáîÉë=~=ëìãã~êó=çÑ=~äÉêíë=Ñêçã=fapLfmp=ëÉåëçêëK=qÜÉëÉ=~äÉêíë=~êÉ=~ää=~å~äóòÉÇ=
Äó=pÉÅçÇÉ=pl`K= qÜÉ= ëí~íáëíáÅë= ëÜçïë= íÜÉ= ÇáëíêáÄìíáçå= çÑ= ~äÉêíë= éÉê= åÉí= ëÉÖãÉåí= íÜ~í= ~êÉ=
ìåÇÉê=ëìêîÉáää~åÅÉK==

e^kaiba=^iboqp=

qÜÉ= ëí~íáëíáÅë= ÄÉäçï= ëÜçïë= Ü~åÇäÉÇ= ~äÉêíë= ÇáëíêáÄìíÉÇ= ~í= íÜÉ= ÇáÑÑÉêÉåí= åÉíïçêâ= ëÉÖãÉåíë=
ïÜÉêÉ=pÉÅçÇÉÛë=ãÉ~ëìêáåÖ=éçáåíë=~êÉ=áåëí~ääÉÇK=
=
qÜÉ=åÉíïçêâ=ëÉÖãÉåíë=~êÉ=ÇáîáÇÉÇ=áåíç=íÜÉ=ÑçääçïáåÖW=
 fåíÉêåÉíW=íÜÉ=ãÉ~ëìêáåÖ=éçáåí=áë=äçÅ~íÉÇ=çìíëáÇÉ=íÜÉ=ÑáêÉï~ää=çå=~=åÉíïçêâ=ÉñéçëÉÇ=íç=íÜÉ=

fåíÉêåÉí=
 ajwW= íÜÉ=ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áåëáÇÉ= íÜÉ= åÉíïçêâ= ~åÇ=ãçåáíçêë= íê~ÑÑáÅ= ~Ö~áåëí=

ëÉêîáÅÉë=íÜ~í=~êÉ=ÉñéçëÉÇ=íç=fåíÉêåÉí=çê=çíÜÉê=ìåë~ÑÉI=ÉñíÉêå~ä=åÉíïçêâë=
 fåíê~= i^kW= íÜÉ= ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áåëáÇÉ= íÜÉ= åÉíïçêâ= ~åÇ= ãçåáíçêë= íê~ÑÑáÅ=

ÄÉíïÉÉå=ÅäáÉåíëI=ëÉêîÉêë=~åÇ=çíÜÉê=åÉíïçêâ=ÉèìáéãÉåí=
 m~êíåÉê= i^kW= íÜÉ= ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áå= ~å= ÉåîáêçåãÉåí= íÜ~í= áë= ìëÉÇ= Ñçê=

ÅçããìåáÅ~íáçå=íçï~êÇë=ÉñíÉêå~ä=é~êíåÉêëK=qÜÉ=é~êíåÉê=i^k=áë=ïáíÜçìí=fåíÉêåÉí=~ÅÅÉëë=
 oÉëíêáÅíÉÇ=i^kW=íÜÉ=ãÉ~ëìêáåÖ=éçáåí=áë=äçÅ~íÉÇ=áå=~=äáãáíÉÇ=ÉåîáêçåãÉåí=ïáíÜ=~=îÉêó=ïÉää=

ÇÉÑáåÉÇ=íê~ÑÑáÅ=é~ííÉêå=~åÇ=ïáíÜçìí=fåíÉêåÉí=~ÅÅÉëë=

=

All alerts - false excluded

74 %

1 %1 %
24 %

DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
qÜÉ=Çá~Öê~ã=~ÄçîÉ=ëÜçïë=íÜÉ=ÇáëíêáÄìíáçå=Ñçê=~ää=ÖÉåìáåÉ=~äÉêíëK==
=

=

=

Alerts with malicious intent
0 %

77 %

23 % 0 %0 %
DMZ

Internet

Intra LAN

Partner LAN

Restricted
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qÜÉ=Çá~Öê~ã=~ÄçîÉ= ëÜçïë= íÜÉ=ÇáëíêáÄìíáçå= Ñçê= ~ää= ~äÉêíë= Å~ìëÉÇ=Äó= ~Åíáîáíó=ïáíÜ=ã~äáÅáçìë=
áåíÉåíI=ïáíÜçìí=íÜÉ=ÅìëíçãÉê=åÉÅÉëë~êó=ÄÉáåÖ=îìäåÉê~ÄäÉK==
=
=

Alerts - severe

15 %

14 %

69 %

DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
qÜÉ= Çá~Öê~ã= ~ÄçîÉ= ëÜçïë= íÜÉ= ÇáëíêáÄìíáçå= çÑ= ~ää= ~äÉêíë= Å~ìëÉÇ= Äó= ~Åíáîáíó= ïáíÜ=ã~äáÅáçìë=
áåíÉåíI=~åÇ=ïÜÉêÉ=íÜÉ=ÅìëíçãÉê=ãáÖÜí=ÄÉ=îìäåÉê~ÄäÉ=çê=ÅçãéêçãáëÉÇK=
=
jçëí=çÑ= íÜÉ=~äÉêíë=çÅÅìê= áå= íÜÉ= fåíÉêåÉí=ëÉÖãÉåíI=Äìí= íÜÉëÉ=~êÉ=ê~êÉäó=çÑ=ëÉîÉêÉ=ÅÜ~ê~ÅíÉêK=
qÜÉ=~äÉêíë= Ñêçã= íÜÉ= fåíÉêåÉí= ëÉÖãÉåí= ~êÉ=ã~áåäó=ïÉÄ=~íí~ÅâëI= ëçãÉ=çÑ= íÜÉã=~êÉ= í~êÖÉíÉÇ=
ïÜáäÉ=ëçãÉ=çÑ=íÜÉã=~êÉ=ê~åÇçã=fåíÉêåÉí=“áåíÉêÑÉêÉåÅÉÒK=kçåÉ=çÑ=pÉÅçÇÉÛë=ÅìëíçãÉêë=Ü~îÉ=
ÄÉÉå=îìäåÉê~ÄäÉ=íç=~åó=çÑ=íÜÉ=êÉÅçêÇÉÇ=ïÉÄ=~íí~ÅâëK==
=
qÜÉ=ã~àçêáíó=çÑ=íÜÉ=ëÉîÉêÉ=~äÉêíë=~êÉ=ÇÉíÉÅíÉÇ=ïáíÜáå=êÉëíêáÅíÉÇ=òçåÉK=qóéáÅ~ä=Ñçê=íÜáë=òçåÉI=áë=
íÜ~í= íÜÉ= íê~ÑÑáÅ=é~ííÉêå= áë=ëíêáÅíäó=ÇÉÑáåÉÇI=~åÇ=ÉîÉêóíÜáåÖ= íÜ~í=ÇáÑÑÉê= Ñêçã=íÜáë= íêáÖÖÉê=çÑÑ=~å=
~äÉêíK==
=

obmloqba=fk`fabkqp=

qÜÉ=ëí~íáëíáÅ=ÄÉäçï=ëÜçïë=ÇáëíêáÄìíáçå=çÑ=áåÅáÇÉåíë=êÉéçêíÉÇ=íç=ÅìëíçãÉêë=çÑ=pÉÅçÇÉ=íÜÉ=ä~ëí=
S=ãçåíÜëK==
=

Reported incidents last 6 month

82 %

14 %

3 %
1 %

0 %
DMZ

Internett

Intra LAN

Partner LAN

Restricted

=
qÜÉ= ã~áå= éÉêÅÉåí~ÖÉ= çÑ= êÉéçêíÉÇ= áåÅáÇÉåíë= Ñêçã= íÜÉ= fåíÉêåÉí= áë= ã~áåäó= ÇáêÉÅíÉÇ= ~íí~Åâë=
íçï~êÇë=Ñáå~åÅá~ä=áåëíáíìíáçåëK=
=
qÜÉ=áåÅáÇÉåíë=áå=íÜÉ=êÉëíêáÅíÉÇ=òçåÉ=~êÉ=ã~áåäó=áÖåçê~åí=ìëÉêë=ÄêÉ~ÅÜáåÖ=~=Åçãé~åó=éçäáÅóK=
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qeob q̂=ibsbi==

aìÉ= íç= ÜáÖÜ= ~Åíáîáíó= äÉîÉäI= fåíÉêåÉí= ïçêãë= ~åÇ= ëé~ããáåÖ= ~êÉ= Ü~åÇäÉÇ= áå= ~= ëÉé~ê~íÉ=
ëìÄÅÜ~éíÉêX= “fåíÉêåÉí=ïçêãë= ~åÇ= pé~ãÒI= ~åÇ= ~êÉ= ÉñÅäìÇÉÇ= Ñêçã= íÜÉ= çíÜÉê= ÅÜ~êíë= áå= íÜáë=
ÅÜ~éíÉêK=

ob`lkk^fpp^k`b=^qq^`hp=griv=OMMU=

qÜÉ= ëí~íáëíáÅë= áå= íÜáë= ëìÄÅÜ~éíÉê= ÖáîÉë= ~å= çîÉêîáÉï= çÑ= íÜÉ= ~îÉê~ÖÉ= åìãÄÉê= çÑ=
êÉÅçåå~áëë~åÅÉ= ~íí~Åâë= éÉê= åÉíïçêâ= ìåÇÉê= ëìêîÉáää~åÅÉK= qçé= NM= ~îÉê~ÖÉ= êÉÅçåå~áëë~åÅÉ=
~íí~Åâë=Åçåí~áå=~=ëìãã~êó=çÑ=íÜÉ=ãçëí=Åçããçå=êÉÅçåå~áëë~åÅÉ=~íí~ÅâëX=ÉáíÜÉê=íÜÉ=ëÅ~å=áë=
Ñçê= çåÉ= ëáåÖäÉ= ëÉêîáÅÉ= çê= ~= ÅçãÄáå~íáçå= çÑ= ëÉîÉê~ä= ëÉêîáÅÉëK= qÜÉ=ã~äáÅáçìë= ~Åíáîáíó= áå= íÜÉ=
ëí~íáëíáÅë= ÄÉäçï= áë=ã~áåäó= ~ìíçã~íÉÇ= ~íí~ÅâëI= ïÜáÅÜ= ÅçãÉ= Ñêçã= áåÑÉÅíÉÇ= ÅçãéìíÉêë= EÉKÖK=
fåíÉêåÉí=ïçêãë=çê=îáêìëÉëFK=qÜáë=ãÉ~åë=íÜ~í=ãçëí=çÑ=íÜÉ=~íí~Åâë=~êÉ=åçí=ÇáêÉÅíäó=~áãÉÇK==
=
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Average top 10 incidents per C-Net
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Top 10 - Attacks per country per C-Net
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fí=áë=çåäó=çÄëÉêîÉÇ=ãáåçê=ÅÜ~åÖÉë=ïáíÜáå=íÜÉ=êÉÅçåå~áëë~åÅÉ=~íí~Åâë=íÜáë=ãçåíÜK=qÜÉ=sk`=áë=
ëíáää= íÜÉ=ãçëí= ~íí~ÅâÉÇ= ëÉêîáÅÉ= EíÅé= éçêí= RMMM= ~åÇ= RMMNFI= ~åÇ= íê~ÑÑáÅ= íçï~êÇë= íÜáë= ëÉêîáÅÉ=
çÅÅìê=~ää=Üçìêë=çÑ=íÜÉ=Ç~óK=mçä~åÇ=áë=íÜÉ=ãçëí=ÑêÉèìÉåí=ëçìêÅÉ=çÑ=~íí~ÅâëI=ÑçääçïÇ=Äó=íÜÉ=rp=
~åÇ=`Üáå~K===
=
=
^ää= çÑ= íÜÉ= ëÉêîáÅÉë= ~ÄçîÉ= ~êÉ= âåçïå= íç= Ü~îÉ= ëÉîÉêÉ= îìäåÉê~ÄáäáíáÉë= êÉ~äíÉÇ= íç= íÜÉãK=
^ÅÅçêÇáåÖ=íç=ëÉÅìêáíó=êÉëÉ~êÅÜÉê=cóçÇìê=J=íÜÉ=ÅêÉ~íçê=çÑ=íÜÉ=ëÅ~ååáåÖ=íççä=kã~é=Ó=áí=áë=íÜÉ=
ëÉêîáÅÉë=eqqm=Eéçêí=UMFI=qÉäåÉí=Eéçêí=OPFI=ppe=Eéçêí=OOF=çÖ=eqqmp=Eéçêí=QQPF=ïÜáÅÜ=~êÉ=ãçëí=
ÑêÉèìÉåíäó= äÉÑí= çéÉå= íçï~êÇë= íÜÉ= fåíÉêåÉíK= eÉ= Åä~áãÉÇ= íÜáë= ÇìêáåÖ= íÜÉ= abc`lk= Ü~ÅâáåÖ=
ÅçåÑÉêÉåÅÉI=~ÑíÉê=Üáë=ä~ëí=ëÅ~ååáåÖ=çÑ=ãáääáçåë=çÑ=fåíÉêåÉí=ÅçååÉÅíÉÇ=ÅçãéìíÉêëK===
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fkqbokbq=tlojp=^ka=pm^j==

_ÉÅ~ìëÉ= çÑ= ~= ÜáÖÜ= äÉîÉä= çÑ= ~Åíáîáíó= ~Ö~áåëí= ÅÉêí~áå= ëÉêîáÅÉëI= íÜáë= íê~ÑÑáÅ= áë= éêÉëÉåíÉÇ= áå=
ëÉé~ê~íÉ=ëí~íáëíáÅëK=qÜáë=~ééäáÉë=Ñçê=ëÉêîáÅÉë=ãçëí=ÑêÉèìÉåíäó=í~êÖÉíÉÇ=Äó=fåíÉêåÉí=ïçêãë=~åÇ=
ëé~ããáåÖ=~ííÉãéíëK=
=

Activity pr port/service pr C-Net

0

5000

10000

15000

20000

25000

30000

se
p.

07

ok
t.0

7

no
v.

07

de
s.

07

ja
n.

08

fe
b.

08

m
ar

.0
8

ap
r.0

8

m
ai

.0
8

ju
n.

08

ju
l.0

8

au
g.

08

5000 (Bobax)

445 (Nachi/Sasser)

3127 (MyDoom)

1434 (SQL Slammer)

137 (opaSoft/BugBEar)

135 (Blaster/Nachi)

1029 ICQ/Msg SPAM

1028 ICQ/Msg SPAM

1027 ICQ/Msg SPAM

1026 ICQ/Msg SPAM

1025 ICQ/Msg SPAM

0 (Nachi.b)

=

qÜÉ=~Åíáîáíó=í~êÖÉíáåÖ=íÜÉ=ÇáÑÑÉêÉåí=ëÉêîáÅÉë= áå=íÜÉ=ëí~íáëíáÅ=~ÄçîÉ=êÉã~áåë=~í=~=ëí~ÄäÉ= äÉîÉäK=
_ÉëáÇÉë=éáåÖáåÖI=íÜÉ=ãçëí=Üáí=ëÉêîáÅÉë=~êÉ=ãÉëëÉåÖÉê=ëÉêîáÅÉë=Eëé~ãF=~åÇ=jp=pni=ëÉêîÉê=
Eëä~ããÉê=ïçêãFK==
=
^ÅÅçêÇáåÖ= íç= íÜÉ= ãáÇJóÉ~ê= êÉéçêí= Ñêçã= uJÑçêÅÉI= “ÅçãéäÉñÒ= ëé~ã= Eëé~ã= ìëáåÖ= éáÅíìêÉëI=
éÇÑÛëI= ÜíãäF= áë= åçï= çå= ÇÉÅäáåÉI= ïÜáäÉ= ëáãéäÉê= roi= ëé~ã= áë= í~âáåÖ= çîÉêK= qÜáë= áë= éêçÄ~Ääó=
Å~ìëÉÇ=Äó=íÜÉ=Ñ~Åí=íÜ~í=roi=ëé~ã=áë=Ü~êÇÉê=íç=ÇÉíÉÅí=Äó=ëé~ã=ÑáäíÉêëK= 
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