
 

=
=
=
=
=

pb`rofqv=
qeob^qp=^ka=qobkap=

=
l`ql_bo=OMMU=

=

DENMARK • FINLAND • NORWAY • SWEDEN • THE NETHERLANDS 

www.secode.com  info@secode.com  Secode Råsundavägen 12 SE-169 67 Solna Sweden  Tel +46 8 564 875 00 



 

pb`lab=^_=
pÉÅçÇÉ=ÜÉäéë=Åçãé~åáÉë=~åÇ=çêÖ~åáò~íáçåë=Ö~áå= áåëáÖÜíI=ÅçãéÉíÉåÅÉ=~åÇ=íÜÉêÉÄó=Åçåíêçä=
çîÉê= íÜÉáê= çéÉê~íáçåë= Ñêçã= ~= ÅçãéäÉíÉ= fq= ëÉÅìêáíó= éÉêëéÉÅíáîÉK=tÉ= ÇÉäáîÉê= éêç~ÅíáîÉ= ~åÇ=
éÉêéÉíì~ä= îáÖáä~åÅÉ= ïáíÜáå= íïç= ~êÉ~ëW= OQLT= j~å~ÖÉÇ= pÉÅìêáíó= pÉêîáÅÉë= ~åÇ= pÉÅìêáíó=
`çåëìäíáåÖK=
=
qÜÉ=`çãé~åó=ï~ë=çêáÖáå~ääó=ÑçìåÇÉÇ=áå=NVUS=~ë=póëíÉã=páââÉêÜÉí=^LpI=áå=^êÉåÇ~äI=kçêï~óK=
få= OMMMI= pÉÅçÇÉ= ^_= ï~ë= ÑçìåÇÉÇ= áå= pïÉÇÉå= ~åÇ= ëí~êíÉÇ= áíë= OQLT= j~å~ÖÉÇ= pÉÅìêáíó=
pÉêîáÅÉë= ~åÇ= pÉÅìêáíó= `çåëìäíáåÖK= qÜÉ= íïç= Åçãé~åáÉë=ãÉêÖÉÇ= áå= g~åì~êó= OMMQI= íÜÉêÉÄó=
ÑçêÖáåÖ= íÜÉ= äÉ~ÇáåÖ= aáÖáí~ä= pÉÅìêáíó= `çãé~åó= áå= íÜÉ= kçêÇáÅ= êÉÖáçåK= få= j~êÅÜ= OMMS= íÜÉ=
cáååáëÜ= fqJëÉÅìêáíó=Åçãé~åó=kÉíëçä=lv= EÑçìåÇÉÇ= áå=NVVSF=ï~ë=ãÉêÖÉÇ= áåíç=pÉÅçÇÉK=cêçã=
íÜÉ= Ñáêëí= çÑ= g~åì~êó=OMMT=pÉÅçÇÉ=Ü~ë=Éëí~ÄäáëÜÉÇ=ë~äÉëJçÑÑáÅÉë= áå=ÄçíÜ=aÉåã~êâ=~åÇ=qÜÉ=
kÉíÜÉêä~åÇë= ~åÇ= ÇÉäáîÉêë= fqJëÉÅìêáíó= ëÉêîáÅÉë= íç= ÅìëíçãÉêë= áå= íÜÉëÉ= ÅçìåíêáÉë= ~ë= ïÉääK=
pÉÅçÇÉ=ÜÉäéë=ã~åó=ÅìëíçãÉêë=áå=éêáî~íÉ=~åÇ=éìÄäáÅ=ëÉÅíçêëI=Ñêçã=ëÉîÉå=ÇáÑÑÉêÉåí=äçÅ~íáçåëI=
ìëáåÖ=ÅäçëÉ=íç=UR=ëÉÅìêáíó=ëéÉÅá~äáëíëK=qÜÉëÉ=ëéÉÅá~äáëíë=Ü~îÉ=äçåÖ=ÉñéÉêáÉåÅÉ=Ñêçã=ÄìáäÇáåÖ=
ä~êÖÉ=ÅçãéìíÉê=åÉíïçêâë=~åÇLçê=ìéJíçJÇ~íÉ=fq=ëÉÅìêáíó=ÅçãéÉíÉåÅÉK=pÉÅçÇÉ=^_=íçÇ~ó=Ü~ë=
ãçêÉ=íÜ~å=NMM=ÉãéäçóÉÉëK=
=
^ää= íÜáë= íçÖÉíÜÉê=ã~âÉë=pÉÅçÇÉ= íÜÉ= äÉ~ÇáåÖ=kçêíÜÉêå=bìêçéÉ~å=aáÖáí~ä= pÉÅìêáíó=`çãé~åó=
ïáíÜáå=j~å~ÖÉÇ=pÉÅìêáíó=pÉêîáÅÉë=ÅçãÄáåÉÇ=ïáíÜ=fqJpÉÅìêáíó=`çåëìäí~åÅó=pÉêîáÅÉëK=

prjj^ov=
få=cçÅìë=çÑ=íÜÉ=jçåíÜ=ïÉ=äççâ=~í=tÉÄ=OKM=ëÉÅìêáíóK=
=
qÜÉ=~äÉêí=ëí~íáëíáÅ=ëÜçïë=íÜ~í=íÜÉ=ã~àçêáíó=çÑ=~äÉêíë=çÅÅìê=áå=íÜÉ=fåíÉêåÉí=òçåÉI=ïÜáäÉ=ëÉîÉêÉ=
~äÉêíë=ãçëíäó=çÅÅìê=áå=êÉëíêáÅíÉÇ=òçåÉI=~ë=Ñçê=éêÉîáçìë=éÉêáçÇëK=
=
qÜÉ=åìãÄÉê=çÑ=êÉÅçåå~áëë~åÅÉ=~íí~Åâë=Ñêçã=íÜÉ=fåíÉêåÉí=Ü~ë=ÇÉÅêÉ~ëÉÇ=ëäáÖÜíäó=íÜáë=ãçåíÜK=
qÜÉ=ãçëí= ëÉ~êÅÜÉÇ= ëÉêîáÅÉ= áë= sk`I=ïáíÜ= ~= éÉÉâ= Ñêçã= íÜÉ= UíÜ= íç= NOíÜK= qÜÉ=rpI= `Üáå~= ~åÇ=
mçä~åÇ=~êÉ=íÜÉ=íÜêÉÉ=ãçëí=~íí~ÅâáåÖ=ÅçìåíêáÉëK==
=
cçê=ëé~ã=~Åíáîáíó=ïÉ=ëÉÉ=~=ÇÉÅêÉ~ëÉ=áå=íÜÉ=äÉîÉä=çÑ=ãÉëëÉåÖÉê=ëé~ãK=qÜÉ=çíÜÉê=Å~íÉÖçêáÉë=
áå=ëé~ã=~åÇ=ïçêã=íê~ÑÑáÅ=êÉã~áå=ëí~ÄäÉK=
=
== =
=
=
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fkqolar`qflk=

qÜáë=êÉéçêí=áë=Äìáäí=çå=Ñçìê=ã~áå=é~êíëW=kÉïë=çÑ=íÜÉ=jçåíÜI=cçÅìë=çÑ=íÜÉ=jçåíÜI=qÜêÉ~í=äÉîÉäI=
~åÇ=^äÉêí=pí~íáëíáÅK==
=
kÉïë=çÑ=íÜÉ=jçåíÜ=áë=~=ÅÜ~éíÉê=ïÜáÅÜ=éêÉëÉåíë=íÜÉ=ÄáÖÖÉëí=fq=ëÉÅìêáíó=áåÅáÇÉåíë=êÉÖáëíÉêÉÇ=
Äó= çíÜÉê=ãÉÇá~K= qÜáë=ã~ó= ÄÉ= ÇÉÉé= ~å~äóëáëI= åÉï= îáêìëÉëI= åÉï= îìäåÉê~ÄáäáíáÉëI= çê= çíÜÉê= fq=
ëÉÅìêáíó=åÉïëK=
=
cçÅìë=çÑ= íÜÉ=jçåíÜ= áë=~å=~êíáÅäÉ=~Äçìí= êÉäÉî~åí= íçéáÅë=ïáíÜáå= fq=pÉÅìêáíóK=qÜÉëÉ=ãáÖÜí=ÄÉ=
íçéáÅë=ÇáëÅìëëÉÇ= áå=ãÉÇá~I= áåÅáÇÉåíë= íÜ~í=Å~å= áåÑäìÉåÅÉ= íÜÉ=íÜêÉ~í= äÉîÉäI=çê=ÅÜ~åÖÉë= áå= íÜÉ=
~íí~Åâ=é~ííÉêå=Ñêçã=íÜÉ=fåíÉêåÉíK==
=
^äÉêí=pí~íáëíáÅ=áë=Ä~ëÉÇ=çå=ëìãã~êáÉë=Ñêçã=pÉÅçÇÉÛë=j~å~ÖÉÇ=pÉÅìêáíó=pÉêîáÅÉë=EjppFK=^å=
~äÉêí= ~ééÉ~êë= ïÜÉå= ~å= fap= çê= fmp= ëÉåëçê= êÉÅçÖåáòÉë= åÉíïçêâ= íê~ÑÑáÅ= íÜ~í= ã~íÅÜÉë= íÜÉ=
áãéäÉãÉåíÉÇ=ëáÖå~íìêÉëLÑáäíÉêëI=~åÇ= áå=íÜÉëÉ=Å~ëÉë=~äÉêíë=ïáää=ÄÉ=íê~åëÑÉêêÉÇ=íç=íÜÉ=pÉÅçÇÉ=
pl`=EpÉÅìêáíó=léÉê~íáçå=`ÉåíÉêFK==
=
qÜêÉ~í= äÉîÉä= áë= ~= éêÉëÉåí~íáçå= çÑ=ïÜ~í= íÜêÉ~íë= çêÖ~åáò~íáçåë= ~êÉ= ÉñéçëÉÇ= íç= íÜêçìÖÜ= íÜÉáê=
fåíÉêåÉí= ÅçååÉÅíáçåK= få= íÜáë= íÜêÉ~í= Éî~äì~íáçåI= êÉÅçåå~áëë~åÅÉ= ~íí~Åâë= Ñêçã= íÜÉ= fåíÉêåÉí=
~Ö~áåëí=ÅìëíçãÉêë=çÑ=pÉÅçÇÉ=~êÉ=~å~äóòÉÇ=~åÇ=éêÉëÉåíÉÇK=
=
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kbtp=lc=qeb=jlkqe=

aìêáåÖ=~=ãçåíÜI=ëÉîÉê~ä=îìäåÉê~ÄáäáíáÉë=ïáää=ÄÉ=éìÄäáëÜÉÇI=~åÇ=íÜÉêÉ=ïáää=Ü~îÉ=ÄÉÉå=ã~åó=
ëÉÅìêáíó=êÉä~íÉÇ=åÉïëK=qÜáë=ÅÜ~éíÉê=éêÉëÉåíë=íÜÉ=ãçëí=áãéçêí~åí=îìäåÉê~ÄáäáíáÉë=~åÇ=íÜÉ=ãçëí=
áåíÉêÉëíáåÖ=åÉïëK=jçëí=Å~ëÉëI=áÑ=åçí=~ääI=Ü~îÉ=ÄÉÉå=éêÉëÉåíÉÇ=áå=pÉÅçÇÉ=kçêï~óÛë=
åÉïëäÉííÉê=ÇìêáåÖ=íÜáë=ãçåíÜK=

mr_ifpeba=srikbo^_fifqfbp=

sjï~êÉ=bpu=pÉêîÉê=jìäíáéäÉ=sìäåÉê~ÄáäáíáÉë=
http://secunia.com/advisories/31712/ 
 
`~êéÉíJÄçãÄáåÖ=sìäåÉê~Äáäáíó=få=dççÖäÉ=`ÜêçãÉ=kÉï=_êçïëÉê=
http://cyberinsecure.com/carpet-bombing-vulnerability-in-google-chrome-new-browser/ 
 
Cisco PIX and ASA Information Disclosure and DoS Vulnerabilities 
http://www.cisco.com/warp/public/707/cisco-sa-20080903-asa.shtml 
 
dÉåíçç=pÉÅìêáíó=réÇ~íÉ=cáñÉë=oÉ~ämä~óÉê=`çÇÉ=bñÉÅìíáçå=sìäåÉê~Äáäáíó=
http://www.frsirt.com/english/advisories/2008/2496 
 
`áëÅç=ï~êåë=çÑ=åÉï=ëÉÅìêáíó=êáëâë=
http://www.vnunet.com/vnunet/news/2225515/cisco-warns-security-risks 
 
dççÖäÉ=áëëìÉë=Ñáêëí=é~íÅÜÉë=Ñçê=`ÜêçãÉ=
http://computerworld.com/action/article.do?command=viewArticleBasic&taxonomyName=sec
urity&articleId=9114287&taxonomyId=17&intsrc=kc_top 
 
^ééäÉ=nìáÅâqáãÉ=jìäíáéäÉ=oÉãçíÉ=`çÇÉ=bñÉÅìíáçå=sìäåÉê~ÄáäáíáÉë=
http://www.apple.com/support/downloads/quicktime755forwindows.html 
 
jópni=bãéíó=_áíJpíêáåÖ=iáíÉê~ä=aÉåá~ä=çÑ=pÉêîáÅÉ=
http://bugs.mysql.com/bug.php?id=35658 
 
cçìê=îìäåÉê~ÄáäáíáÉë=áå=gççãä~=Éäáãáå~íÉÇ==
http://developer.joomla.org/security.html 
 
pÉêáçìë=îìäåÉê~Äáäáíó=áå=éÜéjó^Çãáå=xréÇ~íÉz==
http://www.heise-online.co.uk/security/Serious-vulnerability-in-phpMyAdmin-Update--
/news/111546 
 
v~ÜççI=eçíã~áäI=dã~áä=~ää=îìäåÉê~ÄäÉ=íç=m~äáåJëíóäÉ=é~ëëïçêÇJêÉëÉí=Ü~Åâ=
http://www.computerworld.com/action/article.do?command=viewArticleBasic&taxonomyNam
e=security&articleId=9115187&taxonomyId=17&intsrc=kc_top 
 

fk=qeb=kbtp=

`çããçå=ìëÉêå~ãÉë=ÖÉí=ãçêÉ=ëé~ã=
http://www.theregister.co.uk/2008/08/29/spam_prevalance_research/  
=
`êçëëJëáíÉ=Ü~Åâë=~åÇ=íÜÉ=~êí=çÑ=ëÉäÑ=ÇÉÑÉåÅÉ=
http://www.theregister.co.uk/2008/08/29/hijacked_browser/ 
 
dççÖäÉ=Dëí~êíáåÖ=Ñêçã=ëÅê~íÅÜD=ïáíÜ=çïå=ÄêçïëÉêI=`ÜêçãÉ=
http://news.cnet.com/8301-17939_109-10029914-2.html?tag=mncol 
 
oÉéçêíW=kK=hçêÉ~=rëÉÇ=péóï~êÉI=pÉñ=áå=q~êÖÉíÉÇ=^íí~Åâ=çå=pK=hçêÉ~å=jáäáí~êó=
http://www.darkreading.com/document.asp?doc_id=162898&WT.svl=news1_1 
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wçãÄáÉ=åÉíïçêâ=Éñéäçëáçå=
http://www.theregister.co.uk/2008/09/02/zombie_surge/  
 
pÉÅìêÉ=`çãéìíáåÖ=íç=^ÅèìáêÉ=pÉÅìêáÑó=íç=aêáîÉ=kÉñíJdÉåÉê~íáçå=cáêÉï~ääë=
http://www.eweek.com/c/a/Security/Secure-Computing-to-Acquire-Securify-to-Drive-Next-
Generation-Firewalls/ 
 
léÉå=ëçìêÅÉ=êÉäÉ~ëÉ=í~âÉë=iáåìñ=êççíâáíë=ã~áåëíêÉ~ã=
http://www.theregister.co.uk/2008/09/04/linux_rootkit_released/ 
 
tÜ~í=vçì=oÉ~ääó=kÉÉÇ=íç=håçï=^Äçìí=a~í~=iÉ~â=mêÉîÉåíáçå=
http://www.darkreading.com/document.asp?doc_id=163021&WT.svl=news1_4 
 
qêÉåÇ=îáêìë=ìéÇ~íÉ=ÑêÉÉòÉë=ëçãÉ=m`ë=
http://www.theregister.co.uk/2008/09/08/trend_security_false_alarm/ 
 
pìêîÉó=ë~óë=óçì=Å~å=íêìëí=fq=~ë=Ñ~ê=~ë=óçì=Å~å=íÜêçï=áí=
http://blogs.techrepublic.com.com/career/?p=396 
 
qÜêÉ~í=íç=ÅçãéìíÉêë=Ñçê=áåÇìëíêá~ä=ëóëíÉãë=åçï=ëÉêáçìë=
http://www.infoworld.com/article/08/09/10/Threat_to_computers_for_industrial_systems_now
_serious_1.html 
 
fåíÉêåÉí=^íí~Åâ=cÉ~êë=hÉÉé=fq=pÉÅìêáíó=péÉåÇáåÖ=çå=íÜÉ=jÉåì=
http://www.eweek.com/c/a/Security/Internet-Security-Fears-Keep-IT-Security-Spending-on-
Menu/ 
 
e~ÅâÉêë=~íí~Åâ=i~êÖÉ=e~Çêçå=`çääáÇÉê=
http://www.telegraph.co.uk/earth/main.jhtml?xml=/earth/2008/09/12/scicern212.xml 
 
kÉï=íççä=ÅêÉ~íÉë=Ñ~âÉ=vçìqìÄÉ=é~ÖÉë=Ñçê=ëéêÉ~ÇáåÖ=ã~äï~êÉ=
http://news.cnet.com/8301-1009_3-10039974-83.html 
 
låÉ=dççÖäÉ=Ç~í~=ÅÉåíÉê=áÇÉ~=íÜ~í=êÉ~ääó=Ñäç~íë==
http://www.networkworld.com/news/2008/091608-google-data-center.html?hpg1=bn 
 
pÉÅìêáåÖ=vçìê=kÉíïçêâ=mêÉãáëÉë=táíÜ=båÇá~å==
http://www.linux.com/feature/147054 
=
e~ÅâÉêë=éêÉîÉåí=êÉëÉ~êÅÜ=çå=ã~äáÅáçìë=ÅçÇÉ=
http://www.securecomputing.net.au/News/123066,hackers-prevent-research-on-malicious-
code.aspx 
 
fÇÉåíáíó=íÜÉÑí=Äáää=ëÉí=Ñçê=~ééêçî~ä=
http://www.vnunet.com/vnunet/news/2226560/identity-theft-bill-set  
 
URB=çÑ=ã~äï~êÉ=áë=åçï=ÇáëíêáÄìíÉÇ=íÜêçìÖÜ=íÜÉ=tÉÄ=
http://www.net-security.org/secworld.php?id=6550 
 
qïçJíÜáêÇë=çÑ=Ñáêãë=Üáí=Äó=ÅóÄÉêÅêáãÉ=
http://www.securityfocus.com/brief/825 
 
`äáÅâà~ÅâáåÖW=oÉëÉ~êÅÜÉêë=ê~áëÉ=~äÉêí=Ñçê=ëÅ~êó=åÉï=ÅêçëëJÄêçïëÉê=Éñéäçáí=
http://blogs.zdnet.com/security/?p=1972 
 
d~êíåÉêW=pÉÅìêáíó=êáëâë=êáëÉ=~ë=ëã~êí=éÜçåÉë=ÖÉí=ëã~êíÉê=
http://www.computerworld.com/action/article.do?command=viewArticleBasic&taxonomyNam
e=security&articleId=9115782&taxonomyId=17&intsrc=kc_top 

 

DENMARK • FINLAND • NORWAY • SWEDEN • THE NETHERLANDS 

www.secode.com  info@secode.com  Secode Råsundavägen 12 SE-169 67 Solna Sweden  Tel +46 8 564 875 00 



 

 

DENMARK • FINLAND • NORWAY • SWEDEN • THE NETHERLANDS 

www.secode.com  info@secode.com  Secode Råsundavägen 12 SE-169 67 Solna Sweden  Tel +46 8 564 875 00 



 

cl`rp=lc=qeb=jlkqe=Ó=tb_=OKM=pb`rofqv=
få= ~å= ~êíáÅäÉ= êÉäÉ~ëÉÇ= pÉéíÉãÄÉê= OQíÜ= ~í= aáÖáKåçI= eÉáÇá= ^êåÉëÉå= ^ìëíäáÇ= ëí~íÉÇ= íÜ~í=
Åçãé~åáÉë=Ü~îÉ=íç=êÉäÉ~êå=ïÉÄJìëÉ=Ñêçã=óçìåÖ=éÉçéäÉK=qÜÉ=óçìíÜ=Ü~îÉ=Öêçïå=ìé=ïáíÜ=íÜÉ=
tÉÄ= OKM= ëóëíÉãë= ~í= íÜÉáê= ëáÇÉK= qÜÉó= ~êÉ= ìëÉÇ= íç= ëÜ~êáåÖ= íÜÉáê= éêáî~íÉ= áåÑçêã~íáçå= çå= íÜÉ=
ïÉÄI= äÉ~îáåÖ= äáííäÉ= áåÑçêã~íáçå= ëÉÅêÉíK= qÜÉ= áÇÉ~= çÑ= ã~âáåÖ= ãçêÉ= Åçãé~åó= áåÑçêã~íáçå=
~î~áä~ÄäÉ=íÜêçìÖÜ=íÜÉ=fåíÉêåÉí=áë=ÖççÇ=~åÇ=éêçãáëáåÖI=Äìí=ïÜ~í=~Äçìí=ëÉÅìêáíó\=

tb_=OKM=

tÉÄ=OKM=áë=~=íÉêã=ìëÉÇ=íç=ÇÉëÅêáÄÉ=íÜÉ=ÅÜ~åÖÉë=áå=ìëÉ=çÑ=íÜÉ=tçêäÇ=táÇÉ=tÉÄK=fí=ÇçÉë=åçí=
êÉÑÉê= íç= ~åó= íÉÅÜåáÅ~ä= ìéÇ~íÉI= Äìí= Üçï= íÜÉ= ÉåÇJìëÉêë= ~åÇ=ëçÑíï~êÉ=ÇÉîÉäçéÉêë= ìíáäáòÉ= íÜÉ=
ïÉÄK= bñ~ãéäÉë= çÑ= ëçJÅ~ääÉÇ= tÉÄ= OKM= “éêçÇìÅíëÒ= ~êÉ= ÄäçÖëI= ïáâáëI= éçÇÅ~ëíëI= ~åÇ= ëçÅá~ä=
ëçÑíï~êÉ=~åÇ=ëç=çåK= É_~óI=táâáéÉÇá~I= c~ÅÉÄççâI=vçìqìÄÉ=~åÇ=jópé~ÅÉ=~êÉ=~ää=tÉÄ=OKM=
ëáíÉëK==
=
tÉÄ=OKM=ëáíÉë=~êÉ=ÅÜ~ê~ÅíÉêáòÉÇ=Äó=íÜÉ=Ñ~Åí=íÜ~í=ìëÉêë=áåíÉê~Åí=ïáíÜ=íÜÉ=ëáíÉ=ê~íÜÉê=íÜ~å=àìëí=
êÉíêáÉîÉ=áåÑçêã~íáçåK=páíÉë=ÉîÉå=ÉåÅçìê~ÖÉ=ìëÉêë=íç=~ÇÇ=î~äìÉ=íç=íÜÉ=~ééäáÅ~íáçå=~ë=íÜÉó=ìëÉ=
áíK= vçì=Å~å= ë~ó= íÜ~í=tÉÄ=OKM= ÅÜ~ê~ÅíÉêáëíáÅë=~êÉX= êáÅÜ= ìëÉê= ÉñéÉêáÉåÅÉI= ìëÉê= é~êíáÅáé~íáçåI=
Çóå~ãáÅ=ÅçåíÉåí=~åÇ=ëÅ~ä~ÄáäáíóK==qÜÉ=ëáíÉë=ÉåÜ~åÅÉ=ÅêÉ~íáîáíó=ÄçíÜ=Ñêçã=íÜÉ=ìëÉêë=~åÇ=Ñêçã=
íÜÉ=ëÉêîáÅÉ=éêçîáÇÉêK==
=

 
Figure 1 Tag cloud [1]=

tb_=OKM=pb`rofqv=

^ë= íÜÉ= fåíÉêåÉí= ÇÉîÉäçéÉÇ= íçï~êÇë= áåÅäìÇáåÖ= íÜÉ= tçêäÇ= táÇÉ= tÉÄ= íÜÉêÉ= ïÉêÉ= ã~åó=
èìÉëíáçåë=~Äçìí=Üçï= íç=âÉÉé= áí= ëÉÅìêÉK=qÜÉ=ÇÉîÉäçéãÉåí=ï~ë=Å~êêáÉÇ=çìí= Ñ~ëíÉê= íÜ~å= íÜÉ=
ëÉÅìêáíó=ãÉ~ëìêÉë=ïÉêÉ=~ÄäÉ=íçK=qÜáë= áå=íìêå=ã~ÇÉ=ëáíÉë=ãçêÉ=ÅçãéäÉñ=íç=ëÉÅìêÉK=tÉ=ëÉÉ=
íÜÉ=ë~ãÉ=ÇÉîÉäçéãÉåí=åçïK=^ë=åÉï=ÑÉ~íìêÉëI=~ééäáÅ~íáçåë=~åÇ=éçëëáÄáäáíáÉë=ëìêÑ~ÅÉ=~í=íÜÉ=
ïÉÄI=íÜÉ=ëÉÅìêáíó=áëëìÉë=~êÉ=ëÉí=~ëáÇÉ=íç=âÉÉé=çå=ÇÉîÉäçéáåÖ=~í=~=ÖêÉ~í=äÉîÉäK==qç=âÉÉé=ìé=
ïáíÜ= íÜÉ= ÅçãéÉíáíáçå= çå= íÜÉ= ïÉÄ= íÜÉ= ëÉêîáÅÉ= éêçîáÇÉêë= åÉÉÇ= íç= ëéÉÉÇáäó= ÇÉîÉäçé= åÉï=
ÑÉ~íìêÉëI=~åÇ=áå=íÉêãë=íÜÉó=ÇçïåÖê~ÇÉ=íÜÉ=ëÉÅìêáíó=~ëéÉÅí=çÑ=íÜÉ=ÇÉîÉäçéãÉåíK==
=
få=íÜÉ= ä~ëí=ÅçìéäÉ=çÑ=ãçåíÜëI=ëÉîÉê~ä=~êíáÅäÉë=Ü~îÉ=ÄÉÉå=éìÄäáëÜÉÇ=íÜêçìÖÜ=ÇáÑÑÉêÉåí=ãÉÇá~=
~Äçìí=íÜÉ=áåëÉÅìêáíó=ïÉ=~êÉ=Ñ~ÅáåÖ=áå=íÜÉ=~ééäáÅ~íáçåëK=vçìqìÄÉ=Ü~ë=ã~äï~êÉ=áå=íÜÉ=îáÇÉçëI=
c~ÅÉÄççâ=áë=Ñ~ÅáåÖ=ã~äï~êÉ=áå=“éäìÖJáåÒ=~ééäáÅ~íáçåë=~åÇ=ëç=çåK=få=~ÇÇáíáçåI=äáåâë=íÜ~í=ïÉêÉ=
éêÉîáçìëäó=ëÜ~êÉÇ=Äó=ã~áä=~êÉ=åçï=éçëíÉÇ=áå=ÖìÉëíÄççâë=~åÇ=íÜÉ=äáâÉK=j~åó=çÑ=íÜÉëÉ=äáåâë=
~êÉ= ÇáêÉÅíáåÖ= ìëÉêë= íç= áåëÉÅìêÉ= ïÉÄëáíÉëK= = qÜÉêÉ= ~êÉ= ~äëç= ëçãÉ= ÖÉåÉê~ä= ~êíáÅäÉë= ~Äçìí=
ëÉÅìêáíó=áå=tÉÄ=OKMI=~åÇ=íÜ~í=áåÇáÅ~íÉë=íÜ~í=ëÉÅìêáíó=åçï=Ü~ë=ÄÉÅçãÉ=~å=áëëìÉK=
=
qÜÉ=ëÉÅìêáíó=éêçÄäÉãë=~êÉ=ã~åóK=qÜÉ=ÇáêÉÅí=ã~åáéìä~íáçå=çÑ=ÅçÇÉ=ã~ÇÉ=Äó=çíÜÉêë= áë=çåÉ=
éêçÄäÉãI= íÜáë= ëáåÅÉ= íÜÉ= ÅçÇÉ= ä~åÖì~ÖÉ= áå=ãçëí= Å~ëÉë= áë= âåçï= ~åÇ= êÉä~íáîÉäó= É~ëóK=líÜÉê=
éêçÄäÉãë= áåÅäìÇÉ=íÜÉ= Ñ~Åí= íÜ~í=“ÉîÉêóÄçÇóÒ= áë=~ÄäÉ= íç=ÅçåíêáÄìíÉ= íç=tÉÄ=OKM=ëáíÉëK=^ÇÇáåÖ=
îáÇÉçë= ïáíÜ= ã~äáÅáçìë= ÅçÇÉ= áë= çåÉ= Éñ~ãéäÉ= çÑ= ëìÅÜ= ~= éêçÄäÉãK= qÜÉêÉ= áë= åç= ëíêáÅí=
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~ìíÜÉåíáÅ~íáçå=Ñçê=ã~âáåÖ=ÅçåíêáÄìíÉ=íç=íÜÉ=ëáíÉX=íÜáë=ãÉ~åë=íÜ~í=éÉçéäÉ=ïáíÜ=ã~äáÅáçìë=áåíÉåí=
~êÉ=äÉí=áå=íÜÉ=ë~ãÉ=~ë=~åóÄçÇó=ÉäëÉK=^åçíÜÉê=éêçÄäÉã=áë=íÜ~í=íÜÉëÉ=ëáíÉë=~êÉ=ã~áåäó=êÉîáÉïÉÇ=
~ë= íêìëíÉÇ=Äó=ÇáÑÑÉêÉåí=~åíáJã~äï~êÉ=ëóëíÉãëK= få=çíÜÉê=ïçêÇëI=ã~äï~êÉ= ÑáäíÉêë=ïáää=éêçÄ~Ääó=
åçí= êÉ~Åí=çå= íÜÉ=ã~äáÅáçìë=ÅçåíÉåí= ëáåÅÉ= íÜÉ=ëáíÉ= áë= íêìëíÉÇK= fãéäÉãÉåí~íáçå=çÑ= ëÉÅìêáíó= áë=
~äëç=éêÉííó=ÇáÑÑáÅìäíI=ëáåÅÉ=íÜÉ=ëáíÉë=~êÉ=ëìééçëÉÇ=íç=ÄÉ=Çóå~ãáÅK=qÜÉ=ä~ëí=éêçÄäÉã=áë=éêáî~Åó=
áíëÉäÑK= _ÉÅ~ìëÉ= éÉçéäÉ= ~êÉ= ÖáîáåÖ= ~ï~ó= áåÑçêã~íáçå= “ÜÉêÉ= ~åÇ= íÜÉêÉÒ= Ü~ÅâÉêë= ~êÉ= ~ÄäÉ= íç=
Ö~íÜÉê= ãìÅÜI= áÑ= åçí= ~ääI= çÑ= íÜÉ= áåÑçêã~íáçå= åÉÉÇÉÇ= íç= Å~êêó= çìí= ä~êÖÉ= ~íí~ÅâëK= pçÅá~ä=
ÉåÖáåÉÉêáåÖ=~íí~Åâë=Ü~îÉ=ÄÉÅçãÉ=É~ëáÉê=~ÑíÉê=áåÑçêã~íáçå=ëí~êíÉÇ=íç=ÄÉÅçãÉ=ãçêÉ=~î~áä~ÄäÉ=
Ñçê= áåëí~åÅÉK= låÉ= ÖççÇ= Éñ~ãéäÉ= çÑ= íÜáë= áë= Üçï= ìëÉêë= Ü~îÉ= ëí~êíÉÇ= ÖáîáåÖ= ~ï~ó= ïçêâ=
áåÑçêã~íáçå=çå=c~ÅÉÄççâK=fí=áë=åç=éêçÄäÉã=ÑáåÇáåÖ=íÜÉ=å~ãÉ=çÑ=~å=ÉãéäçóÉÉ=~í=~=Åçãé~åó=
~åÇ=áåÑçêã~íáçå=~Äçìí=íÜ~í=éÉêëçå=íÜ~í=“çåäó=ÑêáÉåÇëÒ=ïçìäÇ=âåçïK=
=
`Éêí~áå=íÉÅÜåáÅ~ä=ëÉÅìêáíó=ÑÉ~íìêÉë=~êÉ=áãéäÉãÉåíÉÇ=áå=ëçãÉ=çÑ=íÜÉ=ëáíÉë=ÜçïÉîÉêK=c~ÅÉÄççâ=
Ü~ë=áãéäÉãÉåíÉÇ=~=îÉêáÑáÅ~íáçå=íççä=Ñçê=~ééäáÅ~íáçåëK=jópé~ÅÉ=~åÇ=c~ÅÉÄççâ=~êÉ=ã~âáåÖ=áí=
É~ëáÉê=íç=âÉÉé=óçìê=Ç~í~=çåäó=~î~áä~ÄäÉ=Ñçê=éÉçéäÉ=óçì=âåçïK=líÜÉê=íÜ~å=íÜáëI=ãçëí=tÉÄ=OKM=
ëáíÉë=êÉäó=çå=íÜÉáê=ìëÉêë=íç=ÇáëÅçîÉêI=êÉéçêí=~åÇ=áå=ëçãÉ=Å~ëÉë=ÉîÉå=êÉãÉÇó=ëÉÅìêáíó=áëëìÉëK=
qÜÉó=ÜçéÉ= íÜ~í= áå=ã~âáåÖ= áí= ~= ÅÜ~ääÉåÖÉI= áãéêçîáåÖ= íÜÉ=ëáíÉ= EáåÅäìÇáåÖ= áíë= ëÉÅìêáíóF=ïáää= ÄÉ=
~ééÉ~äáåÖ=ïçêâ=Ñçê=íÜÉ=ìëÉêë=íç=ÇÉãçåëíê~íÉ=íÜÉáê=ëâáääë=~åÇ=~ÄáäáíáÉëK=

tb_=OKM=pb`rofqv=bke^k`bjbkqp=

jçêÉ= tÉÄ= OKM= ~ééäáÅ~íáçåë= ïáää= ÄÉ= ~î~áä~ÄäÉ= áå= íÜÉ= ÑìíìêÉI= ~åÇ= ëÉÅìêáíó= ïáää= ÄÉ= ~= ÄáÖÖÉê=
éêçÄäÉãK=^í=íÜáë=íáãÉ=ïÉ=ëÉÉ=íÜ~í=áí=áë=áãéçêí~åí=íç=~í=äÉ~ëí=íêó=~åÇ=ã~âÉ=ëÉÅìêáíó=~å=áëëìÉ=áå=
~ééäáÅ~íáçåë= áå= íÜÉ= ÑìíìêÉK= sÉêáÑáÅ~íáçå= çÑ= ~ééäáÅ~íáçåë= çå= ~ää= ëìÅÜ= ëáíÉë= áë= çåÉ= éçëëáÄáäáíóK=
^åçíÜÉê=çåÉ=áë=íç=ã~âÉ=“ëÉÅìêáíó=íáéëÒ=ãçêÉ=~î~áä~ÄäÉ=~í=íÜÉ=ëáíÉëK=jçëí=ëáíÉë=Ü~îÉ=~=ëÉÅìêáíó=
ëáíÉ=ï~êåáåÖ=~Äçìí=ã~âáåÖ=íçç=ãìÅÜ=áåÑçêã~íáçå=~î~áä~ÄäÉI=Äìí=íÜÉó=~êÉ=çÑíÉå=“ÜáÇÇÉåÒ=áå=~=
ëìÄãÉåìK=tÜ~í=~Äçìí=åÉï=ëáíÉë\=
=
fí= áë= äáâÉäó= íÜ~í= íÜÉêÉ=ïáää= ÄÉ= ëí~åÇ~êÇáò~íáçåë= áå= íÜÉ= ÑìíìêÉI=ã~âáåÖ= áí= É~ëáÉê= íç= áãéäÉãÉåí=
ëÉÅìêáíó= ÑÉ~íìêÉë= ~í= íÜÉ= ëáíÉëK= ^ë= ãçêÉ= ëáíÉë= ìíáäáòÉ= Åçããçå= ëí~åÇ~êÇëI= ÇÉîÉäçéÉêë= Å~å=
ÅêÉ~íÉ=“ëí~åÇ~êÇÒ=ëÉÅìêáíó= ÑÉ~íìêÉë=~ë=ïÉääK=tÉÄ=`çåíÉåí= ÑáäíÉêáåÖ=ëóëíÉãë=~êÉ=éçëëáÄäÉ= íç=
ÑáäíÉê=çìí=é~êíë=çÑ=~=ëáíÉ= E~ÇëI=éçéJìéë=~åÇ=ëç=çåFK=rëÉ=çÑ= fapI=~åíáJã~äï~êÉI= äçÖJëóëíÉãë=
~åÇ=ëç=çå=Å~å=ÜÉäé=ïáíÜ=ëçãÉ=çÑ=íÜÉ=íÜêÉ~íëI=~åÇ=Äó=äÉííáåÖ=ëÉÅìêáíó=ÉñéÉêíë=äççâ=~í=íÜÉ=äçÖë=
Ñêçã=íÜÉëÉ=ëóëíÉãëI=éêçÄäÉãë=ã~ó=ÄÉ=ÇáëÅçîÉêÉÇ=ãçêÉ=ê~éáÇäóK==
=
qÜÉ=ãçëí= áãéçêí~åí= íÜáåÖ=ÜçïÉîÉê= áë= íÜ~í=ÄçíÜ=ìëÉêë=~åÇ=Åçãé~åáÉë=~êÉ=ÉÇìÅ~íÉÇ=~Äçìí=
Üçï=íÜÉ=ìëÉ=çÑ=íÜÉëÉ=ëóëíÉãë=ã~ó=~ÑÑÉÅí=íÜÉáê=ëÉÅìêáíóK=

plro`bp=

xNz== táâáéÉÇá~=Ó=tÉÄ=OKM=
ÜííéWLLÉåKïáâáéÉÇá~KçêÖLïáâáLtÉÄ|OKM=

xOz= aáÖáKåç=Ó=_ÉÇêáÑíÉê=ã™=ä‹êÉ=åÉííÄêìâ=~î=ìåÖÇçã=EkçêïÉÖá~åF=
ÜííéWLLÇáÖáKåçLéÜéL~êíKéÜé\áÇZTUTRUN==

xPz= c~ÅÉÄççâ=Ó=^ééäáÅ~íáçå=sÉêáÑáÅ~íáçå=mêçÖê~ã=
ÜííéWLLÇÉîÉäçéÉêëKÑ~ÅÉÄççâKÅçãLîÉêáÑáÅ~íáçåKéÜé==

xQz= jópé~ÅÉ=Ó=p~ÑÉíóqáéë=
ÜííéWLLïïïKãóëé~ÅÉKÅçãLáåÇÉñKÅÑã\ÑìëÉ~ÅíáçåZÅãëKîáÉïé~ÖÉCéä~ÅÉãÉåíZë~ÑÉíóíáéë===

=
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^iboq=pq̂ qfpqf`=

qÜáë=ÅÜ~éíÉê=ÖáîÉë=~=ëìãã~êó=çÑ=~äÉêíë=Ñêçã=fapLfmp=ëÉåëçêëK=qÜÉëÉ=~äÉêíë=~êÉ=~ää=~å~äóòÉÇ=
Äó=pÉÅçÇÉ=pl`K= qÜÉ= ëí~íáëíáÅë= ëÜçïë= íÜÉ= ÇáëíêáÄìíáçå= çÑ= ~äÉêíë= éÉê= åÉí= ëÉÖãÉåí= íÜ~í= ~êÉ=
ìåÇÉê=ëìêîÉáää~åÅÉK==

e^kaiba=^iboqp=

qÜÉ= ëí~íáëíáÅë= ÄÉäçï= ëÜçïë= Ü~åÇäÉÇ= ~äÉêíë= ÇáëíêáÄìíÉÇ= ~í= íÜÉ= ÇáÑÑÉêÉåí= åÉíïçêâ= ëÉÖãÉåíë=
ïÜÉêÉ=pÉÅçÇÉÛë=ãÉ~ëìêáåÖ=éçáåíë=~êÉ=áåëí~ääÉÇK=
=
qÜÉ=åÉíïçêâ=ëÉÖãÉåíë=~êÉ=ÇáîáÇÉÇ=áåíç=íÜÉ=ÑçääçïáåÖW=
 fåíÉêåÉíW=íÜÉ=ãÉ~ëìêáåÖ=éçáåí=áë=äçÅ~íÉÇ=çìíëáÇÉ=íÜÉ=ÑáêÉï~ää=çå=~=åÉíïçêâ=ÉñéçëÉÇ=íç=íÜÉ=

fåíÉêåÉí=
 ajwW= íÜÉ=ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áåëáÇÉ= íÜÉ= åÉíïçêâ= ~åÇ=ãçåáíçêë= íê~ÑÑáÅ= ~Ö~áåëí=

ëÉêîáÅÉë=íÜ~í=~êÉ=ÉñéçëÉÇ=íç=fåíÉêåÉí=çê=çíÜÉê=ìåë~ÑÉI=ÉñíÉêå~ä=åÉíïçêâë=
 fåíê~= i^kW= íÜÉ= ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áåëáÇÉ= íÜÉ= åÉíïçêâ= ~åÇ= ãçåáíçêë= íê~ÑÑáÅ=

ÄÉíïÉÉå=ÅäáÉåíëI=ëÉêîÉêë=~åÇ=çíÜÉê=åÉíïçêâ=ÉèìáéãÉåí=
 m~êíåÉê= i^kW= íÜÉ= ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áå= ~å= ÉåîáêçåãÉåí= íÜ~í= áë= ìëÉÇ= Ñçê=

ÅçããìåáÅ~íáçå=íçï~êÇë=ÉñíÉêå~ä=é~êíåÉêëK=qÜÉ=é~êíåÉê=i^k=áë=ïáíÜçìí=fåíÉêåÉí=~ÅÅÉëë=
 oÉëíêáÅíÉÇ=i^kW=íÜÉ=ãÉ~ëìêáåÖ=éçáåí=áë=äçÅ~íÉÇ=áå=~=äáãáíÉÇ=ÉåîáêçåãÉåí=ïáíÜ=~=îÉêó=ïÉää=

ÇÉÑáåÉÇ=íê~ÑÑáÅ=é~ííÉêå=~åÇ=ïáíÜçìí=fåíÉêåÉí=~ÅÅÉëë=

=

All alerts - false excluded

91 %

1 %5 % 1 % 2 %
DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
qÜÉ=Çá~Öê~ã=~ÄçîÉ=ëÜçïë=íÜÉ=ÇáëíêáÄìíáçå=Ñçê=~ää=ÖÉåìáåÉ=~äÉêíëK==
=

=

=

Alerts with malicious intent
0 %

98 %

1 %1 %
DMZ

Internet

Intra LAN

Partner LAN

Restricted
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qÜÉ=Çá~Öê~ã=~ÄçîÉ= ëÜçïë= íÜÉ=ÇáëíêáÄìíáçå= Ñçê= ~ää= ~äÉêíë= Å~ìëÉÇ=Äó= ~Åíáîáíó=ïáíÜ=ã~äáÅáçìë=
áåíÉåíI=ïáíÜçìí=íÜÉ=ÅìëíçãÉê=åÉÅÉëë~êó=ÄÉáåÖ=îìäåÉê~ÄäÉK==
=
=

Alerts - severe

25 %

0 %

0 %

75 %

0 %
DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
qÜÉ= Çá~Öê~ã= ~ÄçîÉ= ëÜçïë= íÜÉ= ÇáëíêáÄìíáçå= çÑ= ~ää= ~äÉêíë= Å~ìëÉÇ= Äó= ~Åíáîáíó= ïáíÜ=ã~äáÅáçìë=
áåíÉåíI=~åÇ=ïÜÉêÉ=íÜÉ=ÅìëíçãÉê=ãáÖÜí=ÄÉ=îìäåÉê~ÄäÉ=çê=ÅçãéêçãáëÉÇK=
=
jçëí=çÑ= íÜÉ=~äÉêíë=çÅÅìê= áå= íÜÉ= fåíÉêåÉí=ëÉÖãÉåíI=Äìí= íÜÉëÉ=~êÉ=ê~êÉäó=çÑ=ëÉîÉêÉ=ÅÜ~ê~ÅíÉêK=
qÜáë= éÉêáçÇ=ïÉ= Ü~îÉ= ëÉÉå= ~å= áåÅêÉ~ëÉ= áå= íÜÉ= äÉîÉä= çÑ=_êìíÉ= cçêÅÉ= ~íí~ÅâëK= qÜÉëÉ= ~íí~Åâë=
çêáÖáå~íÉ=Ñêçã=~ää=çîÉê=íÜÉ=ïçêäÇI=~åÇ=~êÉ=åçí=í~êÖÉíÉÇ=~Ö~áåëí=çåÉ=é~êíáÅìä~ê=ÅìëíçãÉê=çê=~=
Öêçìé=çÑ=ÅìëíçãÉêëK=qÜÉ=~íí~Åâë=~êÉ=~ìíçã~íÉÇ=~åÇ=ÇáêÉÅíÉÇ=íçï~êÇë=é~êíáÅìä~ê=ëÉÖãÉåíë=
çÑ=íÜÉ=fmJ~ÇÇêÉëë=ê~åÖÉK=kçåÉ=çÑ=pÉÅçÇÉÛë=ÅìëíçãÉêë=Ü~îÉ=ÄÉÉå=îìäåÉê~ÄäÉ=íç=~åó=çÑ=íÜÉ=
êÉÅçêÇÉÇ=ïÉÄ=~íí~ÅâëK==
=
qÜÉ=ã~àçêáíó= çÑ= íÜÉ= ëÉîÉêÉ= ~äÉêíë= ~êÉ= ÇÉíÉÅíÉÇ=ïáíÜáå= íÜÉ= êÉëíêáÅíÉÇ= òçåÉK= qóéáÅ~ä= Ñçê= íÜáë=
òçåÉI= áë=íÜ~í=íÜÉ=íê~ÑÑáÅ=é~ííÉêå= áë=ëíêáÅíäó=ÇÉÑáåÉÇI=~åÇ=ÉîÉêóíÜáåÖ=íÜ~í=ÇáÑÑÉêáåÖ=íÜáë=íêáÖÖÉêë=
çÑÑ=~å=~äÉêíK==
=

obmloqba=fk`fabkqp=

qÜÉ=ëí~íáëíáÅ=ÄÉäçï=ëÜçïë=ÇáëíêáÄìíáçå=çÑ=áåÅáÇÉåíë=êÉéçêíÉÇ=íç=ÅìëíçãÉêë=çÑ=pÉÅçÇÉ=íÜÉ=ä~ëí=
S=ãçåíÜëK==
=

Reported incidents last 6 month

81 %

14 %

4 %
1 %

0 %
DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
qÜÉ=áåÅáÇÉåíë=áå=íÜÉ=êÉëíêáÅíÉÇ=òçåÉ=~êÉ=ã~áåäó=áÖåçê~åí=ìëÉêë=ÄêÉ~ÅÜáåÖ=~=Åçãé~åó=éçäáÅóK=
qÜÉ= áåÅáÇÉåíë= êÉÖáëíÉêÉÇ= Ñêçã= íÜÉ= fåíÉêåÉí= ~êÉ= ã~áåäó= ÇáêÉÅíÉÇ= ~íí~Åâë= íçï~êÇë= Ñáå~åÅá~ä=
áåëíáíìíáçåëK=
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qeob q̂=ibsbi==

aìÉ= íç= ÜáÖÜ= ~Åíáîáíó= äÉîÉäI= fåíÉêåÉí= ïçêãë= ~åÇ= ëé~ããáåÖ= ~êÉ= Ü~åÇäÉÇ= áå= ~= ëÉé~ê~íÉ=
ëìÄÅÜ~éíÉêX= “fåíÉêåÉí=ïçêãë= ~åÇ= pé~ãÒI= ~åÇ= ~êÉ= ÉñÅäìÇÉÇ= Ñêçã= íÜÉ= çíÜÉê= ÅÜ~êíë= áå= íÜáë=
ÅÜ~éíÉêK=

ob`lkk^fpp^k`b=^qq^`hp=pbmqbj_bo=OMMU=

qÜÉ= ëí~íáëíáÅë= áå= íÜáë= ëìÄÅÜ~éíÉê= ÖáîÉë= ~å= çîÉêîáÉï= çÑ= íÜÉ= ~îÉê~ÖÉ= åìãÄÉê= çÑ=
êÉÅçåå~áëë~åÅÉ= ~íí~Åâë= éÉê= åÉíïçêâ= ìåÇÉê= ëìêîÉáää~åÅÉK= qçé= NM= ~îÉê~ÖÉ= êÉÅçåå~áëë~åÅÉ=
~íí~Åâë=Åçåí~áå=~=ëìãã~êó=çÑ=íÜÉ=ãçëí=Åçããçå=êÉÅçåå~áëë~åÅÉ=~íí~ÅâëX=ÉáíÜÉê=íÜÉ=ëÅ~å=áë=
Ñçê= çåÉ= ëáåÖäÉ= ëÉêîáÅÉ= çê= ~= ÅçãÄáå~íáçå= çÑ= ëÉîÉê~ä= ëÉêîáÅÉëK= qÜÉ=ã~äáÅáçìë= ~Åíáîáíó= áå= íÜÉ=
ëí~íáëíáÅë= ÄÉäçï= áë=ã~áåäó= ~ìíçã~íÉÇ= ~íí~ÅâëI= ïÜáÅÜ= ÅçãÉ= Ñêçã= áåÑÉÅíÉÇ= ÅçãéìíÉêë= EÉKÖK=
fåíÉêåÉí=ïçêãë=çê=îáêìëÉëFK=qÜáë=ãÉ~åë=íÜ~í=ãçëí=çÑ=íÜÉ=~íí~Åâë=~êÉ=åçí=ÇáêÉÅíäó=~áãÉÇK==
=

Reconnaissance attacks per monitored C-Net
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Average top 10 incidents per C-Net
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Top 10 - Attacks per country per C-Net
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=

låäó= ãáåçê= ÅÜ~åÖÉë= ïáíÜáå= íÜÉ= êÉÅçåå~áëë~åÅÉ= ~íí~Åâë= Ü~îÉ= ÄÉÉå= çÄëÉêîÉÇ= íÜáë= ãçåíÜK=
sk`=áë=ëíáää=íÜÉ=ãçëí=~íí~ÅâÉÇ=ëÉêîáÅÉ=EíÅé=éçêí=RVMMFI=~åÇ=íê~ÑÑáÅ=íçï~êÇë=íÜáë=ëÉêîáÅÉ=çÅÅìê=
~ää=Üçìêë=çÑ=íÜÉ=Ç~óK=qÜÉêÉ=Ü~ë=ÄÉÉå=~=éÉ~â=áå=íÜÉëÉ=~íí~Åâë=Ñêçã=íÜÉ=UíÜ=íÜáë=ãçåíÜ=ìåíáä=íÜÉ=
NOíÜK=qÜÉ=êÉëí=çÑ=íÜÉ=ãçåíÜ=ïÉ=Ü~îÉ=ëÉÉå=~=ëí~ÄäÉ=äÉîÉä=çÑ=ãçëí=âáåÇë=çÑ=~íí~ÅâëK=qÜÉ=rp=áë=
íÜÉ=ãçëí=~ÅíáîÉ=ëçìêÅÉ=çÑ=ã~äáÅáçìë=~ÅíáîáíáÉë=íÜáë=éÉêáçÇI=ÑçääçïÉÇ=Äó=`Üáå~=~åÇ=ä~ëí=ãçåíÜë=
ãçëí=~ÅíáîÉ=ëçìêÅÉI=mçä~åÇK==
=
^ää=çÑ=íÜÉ=ëÉêîáÅÉë=áå=íÜÉ=ëí~íáëíáÅë=~ÄçîÉ=~êÉ=ïÉääJâåçï=ëÉêîáÅÉë=ïáíÜ=âåçïå=îìäåÉê~ÄáäáíáÉëK=
få=çíÜÉê=ïçêÇëI=áí=áë=åç=ëìêéêáëÉ=íÜ~í=íÜÉëÉ=ëÉêîáÅÉë=~êÉ=í~êÖÉíÉÇK==
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fkqbokbq=tlojp=^ka=pm^j==

_ÉÅ~ìëÉ= çÑ= ~= ÜáÖÜ= äÉîÉä= çÑ= ~Åíáîáíó= ~Ö~áåëí= ÅÉêí~áå= ëÉêîáÅÉëI= íÜáë= íê~ÑÑáÅ= áë= éêÉëÉåíÉÇ= áå=
ëÉé~ê~íÉ=ëí~íáëíáÅëK=qÜáë=~ééäáÉë=Ñçê=ëÉêîáÅÉë=ãçëí=ÑêÉèìÉåíäó=í~êÖÉíÉÇ=Äó=fåíÉêåÉí=ïçêãë=~åÇ=
ëé~ããáåÖ=~ííÉãéíëK=
=

Activity pr port/service pr C-Net
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5000 (Bobax)

445 (Nachi/Sasser)

3127 (MyDoom)

1434 (SQL Slammer)

137 (opaSoft/BugBEar)

135 (Blaster/Nachi)

1029 ICQ/Msg SPAM

1028 ICQ/Msg SPAM

1027 ICQ/Msg SPAM

1026 ICQ/Msg SPAM

1025 ICQ/Msg SPAM

0 (Nachi.b)

=

^ÑíÉê= ëÉîÉê~ä=ãçåíÜë=ïáíÜ=~= äçí= çÑ=ãÉëëÉåÖÉê= ëé~ã=ïÉ=åçï=ëÉÉ= ~=Çê~ëíáÅ= ÅÜ~åÖÉ= áå= íÜáë=
Å~íÉÖçêóK= qÜÉêÉ= áë= ~äãçëí= åç= ëìÅÜ= ëé~ã= êÉÖáëíÉêÉÇ= íÜáë= ãçåíÜK=tÉ= Ü~îÉ= åçí= ÑçìåÇ= ~åó=
áåÇáÅ~íáçå=ïÜó=íÜáë=ÅÜ~åÖÉ=Ü~ë=Ü~ééÉåÉÇ=~í=íÜáë=éçáåí=çÑ=íáãÉK=
=
cçê=íÜÉ=çíÜÉê=Å~íÉÖçêáÉëI=íÜÉ=íê~ÑÑáÅ=äÉîÉä=êÉã~áåë=ëí~ÄäÉK==
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