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ãáåìíÉëJJLåÉïëLNNNVMS==
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cl`rp=lc=qeb=jlkqe=Ó=j^kJfkJqebJ_oltpbo=
j~åJáåJíÜÉJ_êçïëÉê=áë=~=íÉêã=ìëÉÇ=çå=ã~äï~êÉ=íÜ~í=áë=~ÄäÉ=íç=ÅÜ~åÖÉ=ïÜ~í=íÜÉ=ìëÉê=ëÉÉë=
~åÇ=ÇçÉë=áå=íÜÉáê=ÄêçïëÉêëK=jáí_=áë=åçí=~=åÉï=éÜÉåçãÉåçåI=Äìí=íÜÉëÉ=~íí~Åâë=Ü~îÉ=íÜÉ=ä~ëí=
óÉ~ê=ÉîçäîÉÇ=íç=ÄÉÅçãÉ=ãçêÉ=ëçéÜáëíáÅ~íÉÇK=jáí_=~íí~Åâë=~êÉ=~äëç=ëí~êíáåÖ=íç=ÖÉí=ãçêÉ=
áåíÉêå~íáçå~ä=~ííÉåíáçå=ÇìÉ=íç=íÜÉáê=Å~é~Äáäáíó=íç=Äóé~ëë=Éñíê~=ëÉÅìêáíó=ä~óÉêë=ëìÅÜ=~ë=íïçJ
Ñ~Åíçê=~ìíÜÉåíáÅ~íáçå=EáåÅäìÇÉÇ=éÜóëáÅ~ä=íçâÉåëFK==
=
jáí_=áë=Ä~ëÉÇ=çå=íêçà~åë=íÜ~í=áë=áåëí~ääÉÇ=~í=íÜÉ=îáÅíáãÛë=ÅçãéìíÉêëK=pìÅÜ=qêçà~åë=ìëÉë=íÜÉ=
ÄêçïëÉê=~ë=~íí~Åâ=ÅÜ~ååÉäI=~åÇ=áë=~ÄäÉ=íç=ãçÇáÑó=çåäáåÉ=íê~åë~Åíáçåë=çåJíÜÉJÑäó=~åÇ=óÉí=
ëÜçï=íÜÉ=ìëÉê=ÜáëLÜÉêë=áåíÉåÇÉÇ=íê~åë~ÅíáçåK=qÜÉ=qêçà~å=áë=íê~åëé~êÉåí=íç=íÜÉ=ìëÉê=~åÇ=ÇçÉë=
åÉáíÜÉê=áåíÉêÑÉêÉê=ïáíÜ=íÜÉ=åçêã~ä=ìëÉ=çÑ=íÜÉ=ÄêçïëÉêK=kçí=ìåíáä=íÜÉ=ìëÉê=áë=îáëáíáåÖ=ÇÉÑáåÉÇ=
ïÉÄëáíÉë=Eìëì~ääó=É_~åâáåÖ=ëáíÉëFI=ÇçÉë=íÜÉ=qêçà~å=ÉñÉÅìíÉ=áíë=Åçãã~åÇëK==
=
jáí_=áë=ëíêìÅíìêÉÇ=áå=íÜÉ=ë~ãÉ=ã~ååÉê=~ë=~=ã~åJáåJíÜÉJãáÇÇäÉ=~íí~ÅâI=Äìí=áåëíÉ~Ç=çÑ=
Üáà~ÅâáåÖ=~=ëÉëëáçåI=jáí_=~íí~Åâë=ÖÉíë=ÄÉíïÉÉå=íÜÉ=ìëÉê=~åÇ=íÜÉ=ëÉÅìêáíó=áå=íÜÉ=ÄêçïëÉêI=
~åÇ=ã~åáéìä~íÉ=íÜÉ=áåíÉê~Åíáçå=ÄÉíïÉÉå=íÜÉ=ìëÉêë=~åÇ=íÜÉ=ëÉêîÉêK=qÜáë=~äëç=ÇáÑÑÉêë=Ñêçã=
éêÉîáçìë=éÜáëÜáåÖ=~íí~Åâë=Ä~ëÉÇ=çå=ÄçÖìë=ïÉÄëáíÉëI=~ë=jáí_=~íí~Åâë=ìëÉ=ÖÉåìáåÉ=ëÉêîáÅÉë=
~åÇ=ëáíÉëI=íÜÉ=ìëÉê=áë=äçÖÖÉÇ=áå=~ë=åçêã~ä=~åÇ=íÜÉêÉ=áë=åçíÜáåÖ=ìåìëì~ä=íç=åçíáÅÉK=qÜÉ=Ç~í~=
áåéìí=Ñêçã=íÜÉ=ìëÉê=ÖÉíë=ãçÇáÑáÉÇ=ÄÉÑçêÉ=áí=áë=ÉåÅêóéíÉÇ=~åÇ=ëÉåí=íç=íÜÉ=ëÉêîÉêK=få=íÜÉ=ë~ãÉ=
ã~ååÉê=áë=íÜÉ=~åëïÉê=Ñêçã=íÜÉ=ëÉêîÉê=ãçÇáÑáÉÇ=Ä~Åâ=íç=ïÜ~í=íÜÉ=ìëÉêë=ÉñéÉÅí=áí=íç=ÄÉ=ÄÉÑçêÉ=
éêÉëÉåíáåÖ=áí=áå=íÜÉ=ÄêçïëÉêK==
=
jáí_=~íí~Åâë=~êÉ=ÄçíÜ=ÉñéÉåëáîÉ=~åÇ=ÜáÖÜäó=íÉÅÜåáÅ~ä=~Çî~åÅÉÇI=~åÇ=ÄÉÅ~ìëÉ=çÑ=íÜÉ=ÜáÖÜ=
ìëÉ=çÑ=êÉëçìêÅÉëI=íÜáë=íÉÅÜåáèìÉ=áë=Ñáêëí=çÑ=~ää=ìëÉÇ=áå=~íí~Åâë=ïÜáÅÜ=ÄêáåÖ=Ñáå~åÅá~ä=Ö~áåI=
ÉêÖçX=~íí~Åâë=~Ö~áåëí=Ñáå~åÅá~ä=çêÖ~åáò~íáçåëK===
=
pìÅÅÉëëÑìä=jáí_=~íí~Åâ=áë=ÇÉíÉÅíÉÇ=~Ö~áåëí=ÇáÑÑÉêÉåí=ÄêçïëÉêëI=áåÅäìÇáåÖ=cáêÉÑçñI=fåíÉêåÉí=
bñéäçêÉê=~åÇ=léÉê~K==
=

_^khbo=qolg^k=

qÜÉ=_~åâÉê=qêçà~å=áë=çåÉ=Éñ~ãéäÉ=çÑ=~=qêçà~å=íÜ~í=áë=Ä~ëÉÇ=çå=j~åJáåJíÜÉJÄêçïëÉê=~íí~ÅâëK=
qÜÉêÉ=~êÉ=ëÉîÉê~ä=î~êá~åíë=áå=íÜáë=qêçà~å=Ñ~ãáäóI=~åÇ=áí=áë=~äëç=âåçïå=ìåÇÉê=ÇáÑÑÉêÉåí=å~ãÉë=
EpáäÉåí_~åâÉê=~åÇ=m~íÅÜÉê=áë=íïç=Éñ~ãéäÉëFK==
=
qÜÉ=_~åâÉê=qêçà~å=ã~åáéìä~íÉë=çåäáåÉ=íê~åë~Åíáçåë=~åÇ=ÅÜ~åÖÉë=íÜÉ=êÉÅáéáÉåíëÛÛ=~ÅÅçìåí=
åìãÄÉê=áå=é~óãÉåíë=ÇçåÉ=íÜêçìÖÜ=íÜÉ=É_~åâáåÖ=ëçäìíáçåK=qÜÉ=ã~åáéìä~íáçå=ÇçÉë=åçí=~ÑÑÉÅí=
íÜÉ=ppi=ÅÉêíáÑáÅ~íÉI=ëçãÉíÜáåÖ=íÜ~í=ã~ó=ÖáîÉ=íÜÉ=ìëÉêë=~=Ñ~äëÉ=ëÉåëÉ=çÑ=ëÉÅìêáíó=íÜ~í=íÜÉ=
íê~åë~Åíáçå=áë=ë~ÑÉK=qÜÉ=qêçà~å=Ü~ë=~äëç=âÉóäçÖÖÉê=ÑìåÅíáçå~äáíó=~åÇ=ëíÉ~äë=äçÖáåJ=~åÇ=
~ÅÅçìåí=áåÑçêã~íáçå=~åÇ=ëÉåÇë=íÜáë=íç=~å=ÉñíÉêå=ëÉêîÉêK==
=
qÜÉ=_~åâÉê=qêçà~å=áë=åçí=~=åÉï=íÜêÉ~íI=Äìí=íÜÉ=åÉïÉëí=î~êá~åíë=Ü~ë=åçï=ÄÉÅçãÉ=ãçêÉ=
ëíÉ~äíÜáÉê=Äó=íÜÉ=Ñ~Åí=íÜ~í=áí=áë=~ÇÇÉÇ=êççíâáí=ÑìåÅíáçå~äáíó=ïÜáÅÜ=äÉíë=íÜÉ=qêçà~åë=ÄÉ=äç~ÇÉÇ=
áåíç=íÜÉ=ëóëíÉã=ÄÉÑçêÉ=~åíáîáêìë=ëçÑíï~êÉK=qêçà~åë=ÅçãÄáåÉÇ=ïáíÜ=êççíâáíë=áë=ÉñíêÉãÉäó=
Ç~åÖÉêçìë=~åÇ=Ü~êÇ=íç=ÇÉíÉÅí=~åÇ=êÉãçîÉK==
=
^=êççíâáí=áë=malware=ïÜáÅÜ=Åçåëáëíë=çÑ=~=program=ÇÉëáÖåÉÇ=íç=í~âÉ=ÑìåÇ~ãÉåí~ä=çÑ=~=
ÅçãéìíÉê=ëóëíÉãI=ïáíÜçìí=~ìíÜçêáò~íáçå=Äó=íÜÉ=ëóëíÉãDë=çïåÉêë=~åÇ=äÉÖáíáã~íÉ=ã~å~ÖÉêëK=
qóéáÅ~ääóI=êççíâáíë=~Åí=íç=çÄëÅìêÉ=íÜÉáê=éêÉëÉåÅÉ=çå=íÜÉ=ëóëíÉã=íÜêçìÖÜ=ëìÄîÉêëáçå=çê=
Éî~ëáçå=çÑ=ëí~åÇ~êÇ=çéÉê~íáåÖ=ëóëíÉã=security=ãÉÅÜ~åáëãë=
Ehttp://en.wikipedia.org/wiki/Rootkit=F=
=
=

^=kloaf`=s^of^kq=
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pÉÅçÇÉ=Ü~ë=êÉÅÉáîÉÇ=êÉéçêíë=çÑ=~=åÉï=î~êá~åí=çÑ=íÜÉ=_~åâÉê=qêçà~åë=íÜ~í=~íí~Åâë=~=ÑÉï=
É_~åâë=áå=íÜÉ=kçêíÜK=qÜáë=î~êá~åí=áë=Ä~ëÉÇ=çå=jáí_=~åÇ=áë=~=ÅçãÄáå~íáçå=çÑ=qêçà~åë=~åÇ=
êççíâáíëI=ëçãÉíÜáåÖ=ïÜáÅÜ=ã~âÉë=áí=îÉêó=Ü~êÇ=íç=ÇÉíÉÅíK=_Éäçï=áë=~å=Éñ~ãéäÉ=çÑ=Üçï=íÜáë=
_~åâÉê=qêçà~å=ïçêâW==

=
 qÜÉ=qêçà~åLêççíâáí=ÅçéáÉë=áíëÉäÑ=íç=íÜÉ=ëóëíÉã=
 qÜÉ= qêçà~åLêççíâáí= ~ÇÇë= áíëÉäÑ= íÜÉ= íÜÉ= oÉäç~Åíáçå= q~ÄäÉ=

EÜííéWLLÉåKïáâáéÉÇá~KçêÖLïáâáLoÉäçÅ~íáçå|í~ÄäÉF=
 qÜÉ=qêçà~åëLêççíâáí=ï~áíë=Ñçê=íÜÉ=ìëÉê=íç=êÉëí~êí=íÜÉ=ëóëíÉã=ëç=áí=ÖÉíë=~Åíáî~íÉÇ=
 qÜÉ=ÅçÇÉ=áë=ÇÉéÉåÇÉåí=çå=ëÉîÉê~ä=ëóëíÉã=ÄÉÜ~îáçê=íç=ëí~êí=ìé==
 qÜÉ= qêçà~å= ãçÇáÑáÉë= ëóëíÉã= ÑáäÉë= ~åÇ= ~ÇÇë= ~= _el= Ó= _êçïëÉê= ÜÉäéÉê= lÄàÉÅí=

EÜííéWLLÉåKïáâáéÉÇá~KçêÖLïáâáL_êçïëÉê|eÉäéÉê|lÄàÉÅíF=
 tÜÉå=íÜÉ=ìëÉê= äçÖ= áå= íç=íÜÉ=É_~åâáåÖ=ëáíÉI= íÜÉ=^ÅÅçìåí=s~äìÉëI=i~ëí=içÖáå=~åÇ=c~áäÉÇ=

íê~åëÑÉêë=áë=ÅÜ~åÖÉÇ=
 qÜÉ=qêçà~åë=Çáë~ÄäÉë=íÜÉ=éçëëáÄáäáíó=íç=ìëÉ=g~î~I=cáêÉÑçñ=~åÇ=léÉê~=íç=ÑçêÅÉ=íÜÉ=ìëÉêë=íç=

ìëÉ=fåíÉêåÉí=bñéäçêÉê=
 qÜÉ=qêçà~åë=Ü~ë=~=`C`=ëÉêîÉê= íç=ïÜáÅÜ= áí= íê~åëÑÉê= íÜÉ=ìëÉêë=~ÅÅçìåí= áåÑçêã~íáçåK=qÜÉ=

Ççã~áå=Ñçê=íÜÉ=`C`=ëÉêîÉê=áë=ÖÉåÉêáÅ=

=

buqbok^i=plro`bp=

xNz== cJëÉÅìêÉ=
ÜííéWLLïïïKÑJëÉÅìêÉKÅçãLîJÇÉëÅëLíêçà~åJëéó|ïPO|~ÖÉåí|ÄåéKëÜíãä=

xOz= ^ìíÜÉåíáìãKÄäçÖëéçíKÅçã=
ÜííéWLL~ìíÜÉåíáìãKÄäçÖëéçíKÅçãLOMMULMSLã~åJáåJÄêçïëÉêJ~íí~ÅâëJïçêëÉJíÜ~åKÜíãä==
=

=
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^iboq=pq̂ qfpqf`=

qÜáë=ÅÜ~éíÉê=ÖáîÉë=~=ëìãã~êó=çÑ=~äÉêíë=Ñêçã=fapLfmp=ëÉåëçêëK=qÜÉëÉ=~äÉêíë=~êÉ=~ää=~å~äóòÉÇ=
Äó=pÉÅçÇÉ=pl`K= qÜÉ= ëí~íáëíáÅë= ëÜçïë= íÜÉ= ÇáëíêáÄìíáçå= çÑ= ~äÉêíë= éÉê= åÉí= ëÉÖãÉåí= íÜ~í= ~êÉ=
ìåÇÉê=ëìêîÉáää~åÅÉK==

e^kaiba=^iboqp=

qÜÉ= ëí~íáëíáÅë= ÄÉäçï= ëÜçïë= Ü~åÇäÉÇ= ~äÉêíë= ÇáëíêáÄìíÉÇ= ~í= íÜÉ= ÇáÑÑÉêÉåí= åÉíïçêâ= ëÉÖãÉåíë=
ïÜÉêÉ=pÉÅçÇÉÛë=ãÉ~ëìêáåÖ=éçáåíë=~êÉ=áåëí~ääÉÇK=
=
qÜÉ=åÉíïçêâ=ëÉÖãÉåíë=~êÉ=ÇáîáÇÉÇ=áåíç=íÜÉ=ÑçääçïáåÖW=
 fåíÉêåÉíW=íÜÉ=ãÉ~ëìêáåÖ=éçáåí=áë=äçÅ~íÉÇ=çìíëáÇÉ=íÜÉ=ÑáêÉï~ää=çå=~=åÉíïçêâ=ÉñéçëÉÇ=íç=íÜÉ=

fåíÉêåÉí=
 ajwW= íÜÉ=ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áåëáÇÉ= íÜÉ= åÉíïçêâ= ~åÇ=ãçåáíçêë= íê~ÑÑáÅ= ~Ö~áåëí=

ëÉêîáÅÉë=íÜ~í=~êÉ=ÉñéçëÉÇ=íç=fåíÉêåÉí=çê=çíÜÉê=ìåë~ÑÉI=ÉñíÉêå~ä=åÉíïçêâë=
 fåíê~= i^kW= íÜÉ= ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áåëáÇÉ= íÜÉ= åÉíïçêâ= ~åÇ= ãçåáíçêë= íê~ÑÑáÅ=

ÄÉíïÉÉå=ÅäáÉåíëI=ëÉêîÉêë=~åÇ=çíÜÉê=åÉíïçêâ=ÉèìáéãÉåí=
 m~êíåÉê= i^kW= íÜÉ= ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áå= ~å= ÉåîáêçåãÉåí= íÜ~í= áë= ìëÉÇ= Ñçê=

ÅçããìåáÅ~íáçå=íçï~êÇë=ÉñíÉêå~ä=é~êíåÉêëK=qÜÉ=é~êíåÉê=i^k=áë=ïáíÜçìí=fåíÉêåÉí=~ÅÅÉëë=
 oÉëíêáÅíÉÇ=i^kW=íÜÉ=ãÉ~ëìêáåÖ=éçáåí=áë=äçÅ~íÉÇ=áå=~=äáãáíÉÇ=ÉåîáêçåãÉåí=ïáíÜ=~=îÉêó=ïÉää=

ÇÉÑáåÉÇ=íê~ÑÑáÅ=é~ííÉêå=~åÇ=ïáíÜçìí=fåíÉêåÉí=~ÅÅÉëë=

=

All alerts - false excluded

28 %

34 %

15 %12 %

11 %
DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
qÜÉ=Çá~Öê~ã=~ÄçîÉ=ëÜçïë=íÜÉ=ÇáëíêáÄìíáçå=Ñçê=~ää=ÖÉåìáåÉ=~äÉêíëK==
=

=

=

Alerts with malicious intent

24 %

52 %

24 %

0 %
DMZ

Internet

Intra LAN

Partner LAN

Restricted
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qÜÉ=Çá~Öê~ã=~ÄçîÉ= ëÜçïë= íÜÉ=ÇáëíêáÄìíáçå= Ñçê= ~ää= ~äÉêíë= Å~ìëÉÇ=Äó= ~Åíáîáíó=ïáíÜ=ã~äáÅáçìë=
áåíÉåíI=ïáíÜçìí=íÜÉ=ÅìëíçãÉê=åÉÅÉëë~êó=ÄÉáåÖ=îìäåÉê~ÄäÉK==
=
=

Alerts - severe

26 %

71 %

3 %
0 %

DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
qÜÉ= Çá~Öê~ã= ~ÄçîÉ= ëÜçïë= íÜÉ= ÇáëíêáÄìíáçå= çÑ= ~ää= ~äÉêíë= Å~ìëÉÇ= Äó= ~Åíáîáíó= ïáíÜ=ã~äáÅáçìë=
áåíÉåíI=~åÇ=ïÜÉêÉ=íÜÉ=ÅìëíçãÉê=ãáÖÜí=ÄÉ=îìäåÉê~ÄäÉ=çê=ÅçãéêçãáëÉÇK=
=
jçëí=çÑ=íÜÉ=~äÉêíë=ïáíÜ=ã~äáÅáçìë=ÅçåíÉåí=çÅÅìê=áå=íÜÉ=fåíÉêåÉí=ëÉÖãÉåíI=Äìí=íÜÉó=~êÉ=ê~êÉäó=
çÑ=ëÉîÉêÉ=ÅÜ~ê~ÅíÉêK=qÜÉ=ãçëí=ëÉîÉêÉ=~äÉêíë=íÜáë=ãçåíÜ=Ü~îÉ=çÅÅìêêÉÇ=áå=áåíÉêå~ä=òçåÉëI=~åÇ=
áë=Å~ìëÉÇ=Äó=ìåï~åíÉÇ=ÑáäÉ=Ççïåäç~Çë=éÉêÑçêãÉÇ=Äó=ìëÉêë=~í=pÉÅçÇÉÛë=ÅìëíçãÉêëK==
=
jçëí=çÑ=íÜÉ=~íí~Åâë=Ñêçã=íÜÉ=fåíÉêåÉí=áë=ã~áåäó=Å~ìëÉÇ=Äó=ïÉÄ=~íí~Åâë=~Ö~áåëí=ïÉÄ=ëÉêîÉêëK==

=

obmloqba=fk`fabkqp=

qÜÉ=ëí~íáëíáÅ=ÄÉäçï=ëÜçïë=ÇáëíêáÄìíáçå=çÑ=áåÅáÇÉåíë=êÉéçêíÉÇ=íç=ÅìëíçãÉêë=çÑ=pÉÅçÇÉ=íÜÉ=ä~ëí=
S=ãçåíÜëK==
=

Reported incidents last 6 month

76 %

18 %

4 %
1 %

1 %
DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
fåÅáÇÉåíë= áå= êÉëíêáÅíÉÇ= òçåÉ= ~êÉ=ã~áåäó= Å~ìëÉÇ=Äó= ìëÉêë=ïÜáÅÜ= îáçä~íÉë= íÜÉ= çêÖ~åáò~íáçåÛë=
áåíÉêå~ä= ëÉÅìêáíó= éçäáÅóK= qÜÉ= áåÅáÇÉåíë= Ñêçã= íÜÉ= fåíÉêåÉí= ëÉÖãÉåíë= ~êÉ= ã~áåäó= ÇáêÉÅíäó=
í~êÖÉíáåÖ=~íí~Åâë=~Ö~áåëí=íÜÉ=Ñáå~åÅÉ=ëÉÅíçêI=ìëáåÖ=eqqmLeqqmpK==
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qeob q̂=ibsbi==

aìÉ= íç= ÜáÖÜ= ~Åíáîáíó= äÉîÉäI= fåíÉêåÉí= ïçêãë= ~åÇ= ëé~ããáåÖ= ~êÉ= Ü~åÇäÉÇ= áå= ~= ëÉé~ê~íÉ=
ëìÄÅÜ~éíÉêX= “fåíÉêåÉí=ïçêãë= ~åÇ= pé~ãÒI= ~åÇ= ~êÉ= ÉñÅäìÇÉÇ= Ñêçã= íÜÉ= çíÜÉê= ÅÜ~êíë= áå= íÜáë=
ÅÜ~éíÉêK=

ob`lkk^fpp^k`b=^qq^`hp=pbmqbj_bo=OMMU=

qÜÉ= ëí~íáëíáÅë= áå= íÜáë= ëìÄÅÜ~éíÉê= ÖáîÉë= ~å= çîÉêîáÉï= çÑ= íÜÉ= ~îÉê~ÖÉ= åìãÄÉê= çÑ=
êÉÅçåå~áëë~åÅÉ= ~íí~Åâë= éÉê= åÉíïçêâ= ìåÇÉê= ëìêîÉáää~åÅÉK= qçé= NM= ~îÉê~ÖÉ= êÉÅçåå~áëë~åÅÉ=
~íí~Åâë=Åçåí~áå=~=ëìãã~êó=çÑ=íÜÉ=ãçëí=Åçããçå=êÉÅçåå~áëë~åÅÉ=~íí~ÅâëX=ÉáíÜÉê=íÜÉ=ëÅ~å=áë=
Ñçê= çåÉ= ëáåÖäÉ= ëÉêîáÅÉ= çê= ~= ÅçãÄáå~íáçå= çÑ= ëÉîÉê~ä= ëÉêîáÅÉëK= qÜÉ=ã~äáÅáçìë= ~Åíáîáíó= áå= íÜÉ=
ëí~íáëíáÅë= ÄÉäçï= áë=ã~áåäó= ~ìíçã~íÉÇ= ~íí~ÅâëI= ïÜáÅÜ= ÅçãÉ= Ñêçã= áåÑÉÅíÉÇ= ÅçãéìíÉêë= EÉKÖK=
fåíÉêåÉí=ïçêãë=çê=îáêìëÉëFK=qÜáë=ãÉ~åë=íÜ~í=ãçëí=çÑ=íÜÉ=~íí~Åâë=~êÉ=åçí=ÇáêÉÅíäó=~áãÉÇK==
=

Reconnaissance attacks per monitored C-Net
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Average top 10 incidents per C-Net
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Top 10 - Attacks per country per C-Net
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=
fí= áë= çÄëÉêîÉÇ= ~= ëäáÖÜí= ÇÉÅêÉ~ëÉ= áå= åìãÄÉê= çÑ= êÉÅçåå~áëë~åÅÉ= ~íí~Åâë= íÜáë= ãçåíÜK= qÜÉ=
ëÉ~êÅÜÉÇ= ëÉêîáÅÉë= ~êÉ= áå= ÖÉåÉê~ä= íÜÉ= ë~ãÉ= ~ë= éêÉîáçìë= éÉêáçÇëI= ïáíÜ= sk`= ~ë= íÜÉ= ãçëí=
ÑêÉèìÉåí= íóéÉ= çÑ= áåÅáÇÉåíK= qÜÉ= sk`= ëÅ~åë= áåÅêÉ~ëÉÇ= íçï~êÇë= íÜÉ= ÉåÇ= çÑ= íÜÉ= éÉêáçÇI=
ëçãÉíÜáåÖ=íÜ~í=áë=êÉÑäÉÅíÉÇ=áå=íÜÉ=“^íí~Åâë=éê=Ç~íÉÒ=ÅÜ~êíK=qÜáë=áåÅêÉ~ëÉ=ï~ë=Å~ìëÉÇ=Äó=íÜÉ=
Ñ~Åí= íÜ~í= áí=Ü~ë=ÄÉÉå=ëÉîÉê~ä=ëã~ää=ÇáëíêáÄìíÉÇ=ëÅ~åë= Ñêçã=ÅçìåíêáÉë= áå= íÜÉ=pçìíÜJ^ãÉêáÅ~K=
qÜÉëÉ=ëÅ~åë=~êÉ=íÜÉ=ã~áå=Å~ìëÉ=íç=jÉñáÅçI=^êÖÉåíáå~=~åÇ=`ÜáäÉ=~ééÉ~êáåÖ=áå=íÜÉ=qçé=NM=äáëí=
çîÉê=~íí~ÅâáåÖ=ÅçìåíêáÉëK===
=
^ää= íÜÉ= ëÉêîáÅÉ= ëÅ~åë= áå= íÜÉ= ëí~íáëíáÅ= ~ÄçîÉ= áë= í~êÖÉíáåÖ= âåçïå= ëÉêîáÅÉë= ïáíÜ= âåçïå=
îìäåÉê~ÄáäáíáÉë=~åÇ=ÉñéäçáíëK==
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fkqbokbq=tlojp=^ka=pm^j==

_ÉÅ~ìëÉ= çÑ= ~= ÜáÖÜ= äÉîÉä= çÑ= ~Åíáîáíó= ~Ö~áåëí= ÅÉêí~áå= ëÉêîáÅÉëI= íÜáë= íê~ÑÑáÅ= áë= éêÉëÉåíÉÇ= áå=
ëÉé~ê~íÉ=ëí~íáëíáÅëK=qÜáë=~ééäáÉë=Ñçê=ëÉêîáÅÉë=ãçëí=ÑêÉèìÉåíäó=í~êÖÉíÉÇ=Äó=fåíÉêåÉí=ïçêãë=~åÇ=
ëé~ããáåÖ=~ííÉãéíëK=
=

Activity pr port/service pr C-Net
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5000 (Bobax)

445 (Nachi/Sasser)

3127 (MyDoom)

1434 (SQL Slammer)

137 (opaSoft/BugBEar)

135 (Blaster/Nachi)

1029 ICQ/Msg SPAM

1028 ICQ/Msg SPAM

1027 ICQ/Msg SPAM

1026 ICQ/Msg SPAM

1025 ICQ/Msg SPAM

0 (Nachi.b)

=

qÜÉ=ïçêã=~Åíáîáíó=ÅçåíáåìÉë=íç=ÇÉÅêÉ~ëÉ=íÜáë=ãçåíÜK=jáÅêçëçÑí=pni=jçåáíçê=~åÇ=jáÅêçëçÑíJ
Çë= Éê= íÜÉ=ãçëí= ÑêÉèìÉåí= ëÉ~êÅÜÉÇ= ëÉêîáÅÉëK= ^ë= éêÉîáçìë=ãçåíÜI= áí= áë= çÄëÉêîÉÇ= îÉêó= äáííäÉ=
ãÉëëÉåÖÉê=ëé~ãK==
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