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pb`lab=^_=
pÉÅçÇÉ=ÜÉäéë=Åçãé~åáÉë=~åÇ=çêÖ~åáò~íáçåë=Ö~áå= áåëáÖÜíI=ÅçãéÉíÉåÅÉ=~åÇ=íÜÉêÉÄó=Åçåíêçä=
çîÉê= íÜÉáê= çéÉê~íáçåë= Ñêçã= ~= ÅçãéäÉíÉ= fq= ëÉÅìêáíó= éÉêëéÉÅíáîÉK=tÉ= ÇÉäáîÉê= éêç~ÅíáîÉ= ~åÇ=
éÉêéÉíì~ä= îáÖáä~åÅÉ= ïáíÜáå= íïç= ~êÉ~ëW= OQLT= j~å~ÖÉÇ= pÉÅìêáíó= pÉêîáÅÉë= ~åÇ= pÉÅìêáíó=
`çåëìäíáåÖK=
=
qÜÉ=`çãé~åó=ï~ë=çêáÖáå~ääó=ÑçìåÇÉÇ=áå=NVUS=~ë=póëíÉã=páââÉêÜÉí=^LpI=áå=^êÉåÇ~äI=kçêï~óK=
få= OMMMI= pÉÅçÇÉ= ^_= ï~ë= ÑçìåÇÉÇ= áå= pïÉÇÉå= ~åÇ= ëí~êíÉÇ= áíë= OQLT= j~å~ÖÉÇ= pÉÅìêáíó=
pÉêîáÅÉë= ~åÇ= pÉÅìêáíó= `çåëìäíáåÖK= qÜÉ= íïç= Åçãé~åáÉë=ãÉêÖÉÇ= áå= g~åì~êó= OMMQI= íÜÉêÉÄó=
ÑçêÖáåÖ= íÜÉ= äÉ~ÇáåÖ= aáÖáí~ä= pÉÅìêáíó= `çãé~åó= áå= íÜÉ= kçêÇáÅ= êÉÖáçåK= få= j~êÅÜ= OMMS= íÜÉ=
cáååáëÜ= fqJëÉÅìêáíó=Åçãé~åó=kÉíëçä=lv= EÑçìåÇÉÇ= áå=NVVSF=ï~ë=ãÉêÖÉÇ= áåíç=pÉÅçÇÉK=cêçã=
íÜÉ= Ñáêëí= çÑ= g~åì~êó=OMMT=pÉÅçÇÉ=Ü~ë=Éëí~ÄäáëÜÉÇ=ë~äÉëJçÑÑáÅÉë= áå=ÄçíÜ=aÉåã~êâ=~åÇ=qÜÉ=
kÉíÜÉêä~åÇë= ~åÇ= ÇÉäáîÉêë= fqJëÉÅìêáíó= ëÉêîáÅÉë= íç= ÅìëíçãÉêë= áå= íÜÉëÉ= ÅçìåíêáÉë= ~ë= ïÉääK=
pÉÅçÇÉ=ÜÉäéë=ã~åó=ÅìëíçãÉêë=áå=éêáî~íÉ=~åÇ=éìÄäáÅ=ëÉÅíçêëI=Ñêçã=ëÉîÉå=ÇáÑÑÉêÉåí=äçÅ~íáçåëI=
ìëáåÖ=ÅäçëÉ=íç=UR=ëÉÅìêáíó=ëéÉÅá~äáëíëK=qÜÉëÉ=ëéÉÅá~äáëíë=Ü~îÉ=äçåÖ=ÉñéÉêáÉåÅÉ=Ñêçã=ÄìáäÇáåÖ=
ä~êÖÉ=ÅçãéìíÉê=åÉíïçêâë=~åÇLçê=ìéJíçJÇ~íÉ=fq=ëÉÅìêáíó=ÅçãéÉíÉåÅÉK=pÉÅçÇÉ=^_=íçÇ~ó=Ü~ë=
ãçêÉ=íÜ~å=NMM=ÉãéäçóÉÉëK=
=
^ää= íÜáë= íçÖÉíÜÉê=ã~âÉë=pÉÅçÇÉ= íÜÉ= äÉ~ÇáåÖ=kçêíÜÉêå=bìêçéÉ~å=aáÖáí~ä= pÉÅìêáíó=`çãé~åó=
ïáíÜáå=j~å~ÖÉÇ=pÉÅìêáíó=pÉêîáÅÉë=ÅçãÄáåÉÇ=ïáíÜ=fqJpÉÅìêáíó=`çåëìäí~åÅó=pÉêîáÅÉëK=

prjj^ov=
få=íÜÉ=ÑçÅìë=çÑ=íÜÉ=ãçåíÜ=íÜáë=j~êÅÜ=pÉÅçÇÉ=í~âÉ=~=ÅäçëÉê=äççâ=~í=íÜÉ=ÑìíìêÉ=ïáíÜáå=fapK=
=
^ÑíÉê=íÜÉ=~äÉêí=ëí~íáëíáÅ=ëÜçïÉÇ=íÜ~í=ãçëí=~äÉêíë=çÅÅìê=áå=fåíê~=i^k=ä~ëí=ãçåíÜI=ïÉ=åçï=ëÉÉ=
íÜ~í=fåíÉêåÉí=áë=íÜÉ=ãçëí=í~êÖÉíÉÇ=òçåÉK=fåíê~=i^k=áë=ëíáää=í~êÖÉíÉÇ=Äó=ëÉîÉêÉ=~äÉêíëI=~åÇ=ã~åó=
êÉéçêíÉÇ= áåÅáÇÉåíë= ~êÉ= ÖÉåÉê~íÉÇ= áå= íÜáë= òçåÉK= qÜÉ= êÉ~ëçå= Ñçê= íÜáë= ëÉîÉêÉ= íê~ÑÑáÅ= áë= íÜÉ=
açïå~ÇìéL`çåÑáÅâÉê=îáêìëK=
=
qÜÉêÉ= Ü~ë= ÄÉÉå= ~= ëäáÖÜí= áåÅêÉ~ëÉ= áå= íÜÉ= åìãÄÉê= çÑ= êÉÅçåå~áëë~åÅÉ= ~íí~ÅâëK= qÜÉ= íê~ÑÑáÅ=
ãçëíäó=í~êÖÉíë=ïÉää=âåçïå=jáÅêçëçÑí=éçêíëI=~åÇ=íÜÉ=ëÉêîáÅÉ=éçêí=RVMM=Esk`FK=tÉ=~äëç=ëÉÉ=~å=
áåÅêÉ~ëÉ=áå=íÜÉ=åìãÄÉê=çÑ=êÉÅçåå~áëë~åÅÉ=~íí~Åâë=íçï~êÇë=éçêí=PPMS=EjópniFK=pçãÉ=çÑ=íÜÉ=
jáÅêçëçÑí=éçêíë=ã~ó=ÄÉ=ìëÉÇ=Ñçê=íÜÉ=açïå~Çìé=îáêìëK==
=
^ãçåÖ=ëé~ãLïçêã=ïÉ=ÅçåíáåìÉ=íç=ëÉÉ=~å=áåÅêÉ~ëÉ=áå=íÜÉ=íê~ÑÑáÅ=íçï~êÇë=éçêí=QQRK=qÜáë=áë=
ÇìÉ=íç=íÜÉ=açïå~Çìé=ïçêã=í~êÖÉíáåÖ=íÜáë=éçêíK=
=
== =
=
=
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fkqolar`qflk=

qÜáë=êÉéçêí=áë=Äìáäí=çå=Ñçìê=ã~áå=é~êíëW=kÉïë=çÑ=íÜÉ=jçåíÜI=cçÅìë=çÑ=íÜÉ=jçåíÜI=qÜêÉ~í=äÉîÉäI=
~åÇ=^äÉêí=pí~íáëíáÅK==
=
kÉïë=çÑ=íÜÉ=jçåíÜ=áë=~=ÅÜ~éíÉê=ïÜáÅÜ=éêÉëÉåíë=íÜÉ=ÄáÖÖÉëí=fq=ëÉÅìêáíó=áåÅáÇÉåíë=êÉÖáëíÉêÉÇ=
Äó= çíÜÉê=ãÉÇá~K= qÜáë=ã~ó= ÄÉ= ÇÉÉé= ~å~äóëáëI= åÉï= îáêìëÉëI= åÉï= îìäåÉê~ÄáäáíáÉëI= çê= çíÜÉê= fq=
ëÉÅìêáíó=åÉïëK=
=
cçÅìë=çÑ= íÜÉ=jçåíÜ= áë=~å=~êíáÅäÉ=~Äçìí= êÉäÉî~åí= íçéáÅë=ïáíÜáå= fq=pÉÅìêáíóK=qÜÉëÉ=ãáÖÜí=ÄÉ=
íçéáÅë=ÇáëÅìëëÉÇ= áå=ãÉÇá~I= áåÅáÇÉåíë= íÜ~í=Å~å= áåÑäìÉåÅÉ= íÜÉ= íÜêÉ~í= äÉîÉäI=çê=ÅÜ~åÖÉë= áå= íÜÉ=
~íí~Åâ=é~ííÉêå=Ñêçã=íÜÉ=fåíÉêåÉíK==
=
^äÉêí=pí~íáëíáÅ=áë=Ä~ëÉÇ=çå=ëìãã~êáÉë=Ñêçã=pÉÅçÇÉÛë=j~å~ÖÉÇ=pÉÅìêáíó=pÉêîáÅÉë=EjppFK=^å=
~äÉêí= ~ééÉ~êë= ïÜÉå= ~å= fap= çê= fmp= ëÉåëçê= êÉÅçÖåáòÉë= åÉíïçêâ= íê~ÑÑáÅ= íÜ~í= ã~íÅÜÉë= íÜÉ=
áãéäÉãÉåíÉÇ=ëáÖå~íìêÉëLÑáäíÉêëI=~åÇ= áå=íÜÉëÉ=Å~ëÉë=~äÉêíë=ïáää=ÄÉ=íê~åëÑÉêêÉÇ=íç=íÜÉ=pÉÅçÇÉ=
pl`=EpÉÅìêáíó=léÉê~íáçå=`ÉåíÉêFK==
=
qÜêÉ~í= äÉîÉä= áë= ~= éêÉëÉåí~íáçå= çÑ=ïÜ~í= íÜêÉ~íë= çêÖ~åáò~íáçåë= ~êÉ= ÉñéçëÉÇ= íç= íÜêçìÖÜ= íÜÉáê=
fåíÉêåÉí= ÅçååÉÅíáçåK= få= íÜáë= íÜêÉ~í= Éî~äì~íáçåI= êÉÅçåå~áëë~åÅÉ= ~íí~Åâë= Ñêçã= íÜÉ= fåíÉêåÉí=
~Ö~áåëí=ÅìëíçãÉêë=çÑ=pÉÅçÇÉ=~êÉ=~å~äóòÉÇ=~åÇ=éêÉëÉåíÉÇK=
=
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kbtp=lc=qeb=jlkqe=

aìêáåÖ=~=ãçåíÜI=ëÉîÉê~ä=îìäåÉê~ÄáäáíáÉë=ïáää=ÄÉ=éìÄäáëÜÉÇI=~åÇ=íÜÉêÉ=ïáää=Ü~îÉ=ÄÉÉå=ã~åó=
ëÉÅìêáíó=êÉä~íÉÇ=åÉïëK=qÜáë=ÅÜ~éíÉê=éêÉëÉåíë=íÜÉ=ãçëí=áãéçêí~åí=îìäåÉê~ÄáäáíáÉë=~åÇ=íÜÉ=ãçëí=
áåíÉêÉëíáåÖ=åÉïëK=jçëí=Å~ëÉëI=áÑ=åçí=~ääI=Ü~îÉ=ÄÉÉå=éêÉëÉåíÉÇ=áå=pÉÅçÇÉ=kçêï~óÛë=
åÉïëäÉííÉê=ÇìêáåÖ=íÜáë=ãçåíÜK=

mr_ifpeba=srikbo^_fifqfbp=

cáêÉÑçñ=PKMKS=
http://www.mozilla.com/en-US/firefox/3.0.6/releasenotes/ 
=
sk`=jìäíáéäÉ=fåíÉÖÉê=lîÉêÑäçïë 
http://www.securityfocus.com/archive/1/500632 
=
`áëÅç=oÉäÉ~ëÉë=pÉÅìêáíó=^Çîáëçêó=Ñçê=`áëÅç=táêÉäÉëë=i^k=`çåíêçääÉêë=
http://www.cisco.com/warp/public/707/cisco-sa-20090204-wlc.shtml 
 
g~î~=ìéÇ~íÉë=~ää=êçìåÇ==
http://java.sun.com/javase/6/webnotes/6u12.html 
=
qêÉåÇ=jáÅêç= fåíÉêpÅ~å=tÉÄ=pÉÅìêáíó=pìáíÉ=iÉíë=`Éêí~áå=oÉãçíÉ=^ìíÜÉåíáÅ~íÉÇ=rëÉêë=d~áå=
bäÉî~íÉÇ=mêáîáäÉÖÉë=
http://www.securitytracker.com/alerts/2009/Feb/1021694.html 
=
cÉÄêì~êó=_ä~Åâ=qìÉëÇ~ó=lîÉêîáÉï=
http://isc.sans.org/diary.html?storyid=5836 
=
pìå=g~î~=póëíÉã=aáêÉÅíçêó=pÉêîÉê=aÉåá~ä=çÑ=pÉêîáÅÉ=sìäåÉê~Äáäáíó==
http://www.vupen.com/english/advisories/2009/0409 
=
jìäíáéäÉ=îìäåÉê~ÄáäáíáÉë=áå=cáêÉÑçñ=~åÇ=uìäêìååÉê=Ñçê=rÄìåíì=UKMQ=~åÇ=UKNM==
http://secunia.com/Advisories/33869 
=
^ÅíáîÉ=bñéäçáí~íáçå=çÑ=jáÅêçëçÑí=fåíÉêåÉí=bñéäçêÉê=T=sìäåÉê~Äáäáíó=
ÜííéWLLïïïKìëJÅÉêíKÖçîLÅìêêÉåíLáåÇÉñKÜíãä@ã~äï~êÉ|ÉñéäçáíáåÖ|ãáÅêçëçÑí|áåíÉêåÉí|ÉñéäçêÉê=
=
táåÇçïë=iáîÉ=jÉëëÉåÖÉê=`Ü~êëÉí=aÉåá~ä=çÑ=pÉêîáÅÉ=sìäåÉê~Äáäáíó=
http://www.vupen.com/english/advisories/2009/0466 
=
`boq=^Çîáëçêó=sr@QPRMROW=^å=^êÅÜáíÉÅíìê~ä=cä~ï=få=qê~åëé~êÉåí=mêçñáÉë=
http://www.kb.cert.org/vuls/id/435052 
=
cä~ëÜ=mä~óÉê=ìéÇ~íÉ=~î~áä~ÄäÉ=íç=~ÇÇêÉëë=ëÉÅìêáíó=îìäåÉê~ÄáäáíáÉë==
http://www.adobe.com/support/security/bulletins/apsb09-01.html 
=
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fk=qeb=kbtp=

`çããçå=pÉåëÉ=dìáÇÉ=íç=mêÉîÉåíáçå=~åÇ=aÉíÉÅíáçå=çÑ=fåëáÇÉê=qÜêÉ~íÜëI=sÉêëáçå=PKN==
http://www.cert.org/archive/pdf/CSG-V3.pdf 
=
_ìÇÖÉí=ÉåÅêóéíÉÇ=rp_=Ü~êÇ=ÇêáîÉë=É~ëáäó=Åê~ÅâÉÇ===
http://www.heise-online.co.uk/security/Cracking-budget-encryption--/features/112548 
=
j~äï~êÉ=áåÑÉÅíáçå=íÜ~í=ÄÉÖ~å=ïáíÜ=ïáåÇëÜáÉäÇ=ÑäáÉêë=
http://isc.sans.org/diary.html?storyid=5797  
=
tÜ~í=vçì=oÉ~ääó=kÉÉÇ=qç=håçï=^Äçìí=a~í~=içëë=mêÉîÉåíáçå=
http://www.darkreading.com/insiderthreat/security/management/showArticle.jhtml?articleID=
213300864  
=
qÜÉ=qçé=NM=fåíÉêåÉí=oÉÖáëíê~êë=eçëíáåÖ=pé~ããÉêëI=fääáÅáí=páíÉë=
http://www.darkreading.com/security/vulnerabilities/showArticle.jhtml?articleID=213201931&
cid=RSSfeed 
=
j~äáÅáçìë=áåëáÇÉê=~íí~Åâë=íç=êáëÉ=
http://news.bbc.co.uk/2/hi/technology/7875904.stm  
=
cJpÉÅìêÉ=Üáí=Äó=pni=fåàÉÅíáçå=~íí~ÅâI=“åçí=îìäåÉê~ÄäÉ=ÇìÉ=íç=fq=ëÉÅìêáíó=ëíê~íÉÖóÒ==
http://www.f-secure.com/weblog/archives/00001605.html 
=
qÜÉ=bëëÉåíá~ä=dìáÇÉ=íç=táêÉäÉëë=pÉÅìêáíó=
http://www.itsecurity.com/features/essential-guide-wireless-security-071708/ 
=
táíÜ=ÖäçÄ~ä=ÉÑÑçêíI=~=åÉï=íóéÉ=çÑ=ïçêã=áë=ëäçïÉÇ=
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9127
940&source=rss_topic82 
=
jçÄáäÉ=ã~åìÑ~ÅíìêÉêë=ÉñéêÉëë=ëÉÅìêáíó=ÑÉ~êë=
http://www.vnunet.com/vnunet/news/2236563/mobile-risks-rise-mcafee 
=
qçé=U=tÉÄ=OKM=pÉÅìêáíó=qÜêÉ~íë=
http://www.secure-enterprise20.org/ 
=
eçï=íç=fãéêçîÉ=sáêíì~äáò~íáçå=pÉÅìêáíó=
http://www.eweek.com/c/a/Virtualization/How-to-Improve-Virtualization-Security/ 
=
kÉï=póãÄá~åJÄ~ëÉÇ=ãçÄáäÉ=ïçêã=ÅáêÅìä~íáåÖ=áå=íÜÉ=ïáäÇ=
http://blogs.zdnet.com/security/?p=2617 
=
`çåÑáÅâÉê=ÄÉÅçãÉë=~=ãçêÉ=ÑäÉñáÄäÉ=ïçêã==
http://www.h-online.com/security/Conficker-becomes-a-more-flexible-worm--/news/112705 
=
sÉêápáÖåW=tÉ=ïáää=ëìééçêí=akp=ëÉÅìêáíó=áå=OMNN==
http://www.networkworld.com/news/2009/022409-verisign-dns-security.html?hpg1=bn 
=
=
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cl`rp=lc=qeb=jlkqe=Ó=fap=qb`eklildv=

pb`lab=clobpbbp=kbuq=pqbm=fk=fap=fkco^pqor`qrob=^mmif`^qflk=

fap=íÉÅÜåçäçÖó=Å~å=ÄÉ=~ééäáÉÇ=ãìÅÜ=ãçêÉ=ÉÑÑÉÅ áîÉäó=í
 

lîÉê= íÜÉ= óÉ~êë= íÜÉ= ~ééäáÅ~íáçå= çÑ= fap= íÉÅÜåçäçÖó= Ü~ë= Öêçïå= íç= ëí~åÇ~êÇáòÉÇ= Åçããçå=
ÄìáäÇáåÖ= ÄäçÅâë= çÑ= ÉîÉêó= ã~íìêÉ= f`q= áåÑê~ëíêìÅíìêÉK= aìÉ= íç= éêçàÉÅí= éêÉëëìêÉ= ~åÇ= ä~Åâ= çÑ=
ÚêçìåÇ= íÜÉ=ÅäçÅâÛ=~î~áä~Äáäáíó=çÑ=ëÉÅìêáíó=ëéÉÅá~äáëíëI=ã~åó= fap= áåÑê~ëíêìÅíìêÉë= áå=ìëÉ= íçÇ~ó=
~êÉ=ÅçåÑáÖìêÉÇ=ãáåáã~ä=áå=íÉêãë=çÑ=ÇÉíÉÅíáçå=~åÇ=êÉéçêíáåÖ=Å~é~ÄáäáíáÉëK=tÉ=~ää=ï~åí=ëãççíÜ=
~åÇ= Ñ~ëí= áãéäÉãÉåí~íáçåë= ïÜáäÉ= ~åó= êáëâ= ~í= éçíÉåíá~ä= éêçÄäÉãë= EÑ~äëÉ= éçëáíáîÉëI= ÇáëêìéíÉÇ=
ÄìëáåÉëë=éêçÅÉëëÉëF=åÉÉÇ=íç=ÄÉ=éêÉîÉåíÉÇK==
=
qÜÉëÉ=~êÉ=íÜÉ=ã~áå=êÉ~ëçåë=ïÜó=fap=áåÑê~ëíêìÅíìêÉë=~êÉ=íìåÉÇ=Ççïå=Å~ìëáåÖ=äçï=ëÉåëáíáîáíóI=
éÉê=ÇÉÑáåáíáçåK=qÜÉêÉÑçêÉ=çåÉ=ÅçìäÇ=ë~ó= íÜ~í= áå= íÜÉ= êÉ~ä=ïçêäÇ=~Äçìí=PMB=çÑ= íÜÉ=ã~ñáãìã=
~åÇ=ã~å~ÖÉ~ÄäÉ=ÉÑÑÉÅíáîÉ=î~äìÉ=Å~å=ÄÉ= êÉ~ÅÜÉÇK= få=çíÜÉê=ïçêÇëI=ãçëí= fap= áåÑê~ëíêìÅíìêÉë=
ÇçåÛí=ÇÉäáîÉê=ÉåçìÖÜI=íÜÉêÉ=íçç=äáííäÉ=î~äìÉ=ÅêÉ~íÉÇ=çìí=çÑ=íÜÉ=áåîÉëíãÉåíK=
=
kçïI=íÜÉ=ÉëëÉåÅÉ=çÑ=OQLT=ãçåáíçêáåÖI=~å~äóòáåÖ=~åÇ=ÅçêêÉä~íáçå=çÑ=fap=çìíéìí=ÖçÉë=ÄÉóçåÇ=
ÑìêíÜÉê= éêçÑÉëëáçå~äáòáåÖ= çÑ= áåÅáÇÉåí= ã~å~ÖÉãÉåíI= ëÉÅìêáíó= ã~å~ÖÉãÉåíI= Åçãéäá~åÅÉ=
ã~å~ÖÉãÉåíI= îáêíì~ä= é~íÅÜáåÖ= ~åÇ= ëÉÅìêáíó= çéÉê~íáçåëK= qÜÉ= éçïÉêÑìä= ÅçãÄáå~íáçå= çÑ=
~î~áä~ÄäÉ=ëÉÅìêáíó=ëéÉÅá~äáëíë=~åÇ=áå=ÇÉéíÜ=âåçïäÉÇÖÉ=çÑ=íÜÉ=í~êÖÉí= áåÑê~ëíêìÅíìêÉëI=Éå~ÄäÉë=
fap= íÉÅÜåçäçÖó= íç= ã~ñáãáòÉ= áíÛë= Å~é~ÄáäáíáÉë= ïáíÜçìí= êáëâáåÖ= íç= êìå= áåíç= éêçÄäÉãëK= qÜáë=
ÜçäáëíáÅ=fap=~ééêç~ÅÜ=ÄêáåÖë=íÜÉ=ÚåÉñí=ëíÉéÛ=áå=fap=áåÑê~ëíêìÅíìêÉë=áå=êÉ~ÅÜ=Ñçê=~äãçëí=ÉîÉêó=
çêÖ~åáò~íáçåK= ^åÇ= íêìëí= ãÉI= fÛî= ÇçåÉ= íÜÉ= ã~íÜ= ã~åó= íáãÉëI= áíÛë= ~ÄëçäìíÉäó= ãçêÉ= Åçëí=
ÉÑÑÉÅíáîÉ=~ë=ïÉääK==
=
_ÉëáÇÉë=~=ãìÅÜ=ÜáÖÜÉê= ~åÇ=ÅçåëáëíÉåí= äÉîÉä= çÑ= áåÑçêã~íáçå=ëÉÅìêáíó= ~Ö~áåëí=~=ÄÉííÉê=éêáÅÉ=
í~ÖI=~ÇÇáíáçå~ä=ÄÉåÉÑáíë=çÑ=ëìÅÜ=~=ÚåÉñí=ëíÉéÛ=~ééêç~ÅÜ=~êÉ=ã~áåäó=ÖÉííáåÖ=êÉ~ä=î~äìÉ=Ñêçã=íÜÉ=
áåîÉëíãÉåíë= ïÜáäÉ= óçìê= ëéÉÅá~äáëíë= ÄÉÅçãÉ= ~î~áä~ÄäÉ= Ñçê= çíÜÉê= áãéçêí~åí= í~ëâë=ïÜáÅÜ= ~êÉ=
ãìÅÜ=ãçêÉ=îáëáÄäÉ=íç=íÜÉ=ÜáÖÜÉê=ã~å~ÖÉãÉåí=ä~óÉêëK=
=
oçÄ=jKjK=dêÉìíÉê=
pÉÅçÇÉ=kÉíÜÉêä~åÇë=_KsK=
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^iboq=pq̂ qfpqf`=

qÜáë=ÅÜ~éíÉê=ÖáîÉë=~=ëìãã~êó=çÑ=~äÉêíë=Ñêçã=fapLfmp=ëÉåëçêëK=qÜÉëÉ=~äÉêíë=~êÉ=~ää=~å~äóòÉÇ=
Äó=pÉÅçÇÉ=pl`K= qÜÉ= ëí~íáëíáÅë= ëÜçïë= íÜÉ= ÇáëíêáÄìíáçå= çÑ= ~äÉêíë= éÉê= åÉí= ëÉÖãÉåí= íÜ~í= ~êÉ=
ìåÇÉê=ëìêîÉáää~åÅÉK==

e^kaiba=^iboqp=

qÜÉ= ëí~íáëíáÅë= ÄÉäçï= ëÜçïë= Ü~åÇäÉÇ= ~äÉêíë= ÇáëíêáÄìíÉÇ= ~í= íÜÉ= ÇáÑÑÉêÉåí= åÉíïçêâ= ëÉÖãÉåíë=
ïÜÉêÉ=pÉÅçÇÉÛë=ãÉ~ëìêáåÖ=éçáåíë=~êÉ=áåëí~ääÉÇK=
=
qÜÉ=åÉíïçêâ=ëÉÖãÉåíë=~êÉ=ÇáîáÇÉÇ=áåíç=íÜÉ=ÑçääçïáåÖW=
 fåíÉêåÉíW=íÜÉ=ãÉ~ëìêáåÖ=éçáåí=áë=äçÅ~íÉÇ=çìíëáÇÉ=íÜÉ=ÑáêÉï~ää=çå=~=åÉíïçêâ=ÉñéçëÉÇ=íç=íÜÉ=

fåíÉêåÉí=
 ajwW= íÜÉ=ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áåëáÇÉ= íÜÉ= åÉíïçêâ= ~åÇ=ãçåáíçêë= íê~ÑÑáÅ= ~Ö~áåëí=

ëÉêîáÅÉë=íÜ~í=~êÉ=ÉñéçëÉÇ=íç=fåíÉêåÉí=çê=çíÜÉê=ìåë~ÑÉI=ÉñíÉêå~ä=åÉíïçêâë=
 fåíê~= i^kW= íÜÉ= ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áåëáÇÉ= íÜÉ= åÉíïçêâ= ~åÇ= ãçåáíçêë= íê~ÑÑáÅ=

ÄÉíïÉÉå=ÅäáÉåíëI=ëÉêîÉêë=~åÇ=çíÜÉê=åÉíïçêâ=ÉèìáéãÉåí=
 m~êíåÉê= i^kW= íÜÉ= ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áå= ~å= ÉåîáêçåãÉåí= íÜ~í= áë= ìëÉÇ= Ñçê=

ÅçããìåáÅ~íáçå=íçï~êÇë=ÉñíÉêå~ä=é~êíåÉêëK=qÜÉ=é~êíåÉê=i^k=áë=ïáíÜçìí=fåíÉêåÉí=~ÅÅÉëë=
 oÉëíêáÅíÉÇ=i^kW=íÜÉ=ãÉ~ëìêáåÖ=éçáåí=áë=äçÅ~íÉÇ=áå=~=äáãáíÉÇ=ÉåîáêçåãÉåí=ïáíÜ=~=îÉêó=ïÉää=

ÇÉÑáåÉÇ=íê~ÑÑáÅ=é~ííÉêå=~åÇ=ïáíÜçìí=fåíÉêåÉí=~ÅÅÉëë=

=

All alerts - false excluded

63 %

4 %

21 %
2 % 10 %

DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
qÜÉ=Çá~Öê~ã=~ÄçîÉ=ëÜçïë=íÜÉ=ÇáëíêáÄìíáçå=Ñçê=~ää=ÖÉåìáåÉ=~äÉêíëK==
=

=

=

Alerts with malicious intent

14 %

80 %

6 %

DMZ

Internet

Intra LAN

Partner LAN

Restricted
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qÜÉ=Çá~Öê~ã=~ÄçîÉ= ëÜçïë= íÜÉ=ÇáëíêáÄìíáçå= Ñçê= ~ää= ~äÉêíë= Å~ìëÉÇ=Äó= ~Åíáîáíó=ïáíÜ=ã~äáÅáçìë=
áåíÉåíI=ïáíÜçìí=íÜÉ=ÅìëíçãÉê=åÉÅÉëë~êó=ÄÉáåÖ=îìäåÉê~ÄäÉK==
=
=

Alerts - severe

18 %

68 %

1 % 13 %
DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
qÜÉ= Çá~Öê~ã= ~ÄçîÉ= ëÜçïë= íÜÉ= ÇáëíêáÄìíáçå= çÑ= ~ää= ~äÉêíë= Å~ìëÉÇ= Äó= ~Åíáîáíó= ïáíÜ=ã~äáÅáçìë=
áåíÉåíI=~åÇ=ïÜÉêÉ=íÜÉ=ÅìëíçãÉê=ãáÖÜí=ÄÉ=îìäåÉê~ÄäÉ=çê=ÅçãéêçãáëÉÇK=
=
^ÑíÉê=ïÉ=ë~ï=~=ÖêÉ~í=ÇÉ~ä=çÑ=~äÉêíë=áå=íÜÉ=fåíê~=i^k=òçåÉ=áå=g~åì~êó=ïÉ=íÜáë=ãçåíÜ=ëÉÉ=íÜ~í=
fåíÉêåÉí=áë=íÜÉ=ãçëí=í~êÖÉíÉÇ=òçåÉK=tÉ=ëíáää=ëÉÉ=~=ÖêÉ~í=ÇÉ~ä=çÑ=ëÉîÉêÉ=~äÉêíë=áå=íÜÉ=fåíê~=i^k=
ÜçïÉîÉêI=íÜáë=áë=ëíáää=ÇìÉ=íç=áåÑÉÅíáçåë=çÑ=açïå~ÇìéL`çåÑáÅâÉê=îáêìëK==
=
jçëí= çÑ= íÜÉ= ~íí~Åâë= Ñêçã= íÜÉ= fåíÉêåÉí= ~êÉ= ã~áåäó= Å~ìëÉÇ= Äó= ïÉÄ= ~íí~Åâë= ~Ö~áåëí= ïÉÄ=
ëÉêîÉêëK==

=

obmloqba=fk`fabkqp=

qÜÉ=ëí~íáëíáÅ=ÄÉäçï=ëÜçïë=ÇáëíêáÄìíáçå=çÑ=áåÅáÇÉåíë=êÉéçêíÉÇ=íç=ÅìëíçãÉêë=çÑ=pÉÅçÇÉ=íÜÉ=ä~ëí=
S=ãçåíÜëK==
=

Reported incidents last 6 month

45 %

13 %

30 %

5 %
7 %

DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
fåÅáÇÉåíë= áå= êÉëíêáÅíÉÇ= òçåÉ= ~êÉ=ã~áåäó= Å~ìëÉÇ=Äó= ìëÉêë=ïÜáÅÜ= îáçä~íÉë= íÜÉ= çêÖ~åáò~íáçåÛë=
áåíÉêå~ä=ëÉÅìêáíó=éçäáÅóK=qÜÉ=áåÅáÇÉåíë=êÉÖáëíÉêÉÇ=áå=íÜÉ=fåíê~=i^k=~êÉ=áå=ãçëí=Å~ëÉë=êÉä~íÉÇ=
íç= íÜÉ= açïå~ÇìéL`çåÑáÅâÉê= îáêìëK= qÜÉ= áåÅáÇÉåíë= Ñêçã= íÜÉ= fåíÉêåÉí= ëÉÖãÉåíë= ~êÉ= ã~áåäó=
ÇáêÉÅíäó=í~êÖÉíáåÖ=~íí~Åâë=~Ö~áåëí=íÜÉ=Ñáå~åÅÉ=ëÉÅíçêI=ìëáåÖ=eqqmLeqqmpK=tÉ=ëÉÉ=íÜ~í=ãçëí=
çÑ= íÜÉ=~íí~Åâë= ~êÉ=ÇáêÉÅíÉÇ= ~íí~Åâ= Ñêçã= íÜÉ= fåíÉêåÉí= ëÉÖãÉåíI= ÜçïÉîÉê=ïÉ=ëÉÉ= íÜ~í=ã~åó=
áåÅáÇÉåíë=Ü~ééÉå=áå=fåíê~=i^k=~ë=ïÉääK=
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qeob q̂=ibsbi==

aìÉ= íç= ÜáÖÜ= ~Åíáîáíó= äÉîÉäI= fåíÉêåÉí= ïçêãë= ~åÇ= ëé~ããáåÖ= ~êÉ= Ü~åÇäÉÇ= áå= ~= ëÉé~ê~íÉ=
ëìÄÅÜ~éíÉêX= “fåíÉêåÉí=ïçêãë= ~åÇ= pé~ãÒI= ~åÇ= ~êÉ= ÉñÅäìÇÉÇ= Ñêçã= íÜÉ= çíÜÉê= ÅÜ~êíë= áå= íÜáë=
ÅÜ~éíÉêK=

ob`lkk^fpp^k`b=^qq^`hp=cb_or^ov=OMMV=

qÜÉ= ëí~íáëíáÅë= áå= íÜáë= ëìÄÅÜ~éíÉê= ÖáîÉë= ~å= çîÉêîáÉï= çÑ= íÜÉ= ~îÉê~ÖÉ= åìãÄÉê= çÑ=
êÉÅçåå~áëë~åÅÉ= ~íí~Åâë= éÉê= åÉíïçêâ= ìåÇÉê= ëìêîÉáää~åÅÉK= qçé= NM= ~îÉê~ÖÉ= êÉÅçåå~áëë~åÅÉ=
~íí~Åâë=Åçåí~áå=~=ëìãã~êó=çÑ=íÜÉ=ãçëí=Åçããçå=êÉÅçåå~áëë~åÅÉ=~íí~ÅâëX=ÉáíÜÉê=íÜÉ=ëÅ~å=áë=
Ñçê= çåÉ= ëáåÖäÉ= ëÉêîáÅÉ= çê= ~= ÅçãÄáå~íáçå= çÑ= ëÉîÉê~ä= ëÉêîáÅÉëK= qÜÉ=ã~äáÅáçìë= ~Åíáîáíó= áå= íÜÉ=
ëí~íáëíáÅë= ÄÉäçï= áë=ã~áåäó= ~ìíçã~íÉÇ= ~íí~ÅâëI= ïÜáÅÜ= ÅçãÉ= Ñêçã= áåÑÉÅíÉÇ= ÅçãéìíÉêë= EÉKÖK=
fåíÉêåÉí=ïçêãë=çê=îáêìëÉëFK=qÜáë=ãÉ~åë=íÜ~í=ãçëí=çÑ=íÜÉ=~íí~Åâë=~êÉ=åçí=ÇáêÉÅíäó=~áãÉÇK==
=

Reconnaissance attacks per monitored C-Net

1343 1466
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Average top 10 incidents per C-Net
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Top 10 - Attacks per country per C-Net
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=
qÜÉ= íê~ÑÑáÅ= äÉîÉä= Ñçê= cÉÄêì~êó=ï~ë= ëäáÖÜíäó= ÜáÖÜÉê= íÜ~å= Ñçê= g~åì~êóK=eçïÉîÉêI= ÉñÅÉéí= Ñçê= ~=
éÉ~â=çÑ=íê~ÑÑáÅ=çå=íÜÉ=VíÜ=íÜÉ=äÉîÉä=çÑ=íê~ÑÑáÅ=áë=éêÉííó=ëí~ÄáäÉK=qÜÉ=éÉ~â=çå=íÜÉ=VíÜ=áë=Å~ìëÉÇ=Äó=
~å= áåÅêÉ~ëÉÇ= íê~ÑÑáÅ= íçï~êÇë=éçêí=RVMM= Esk`F= íÜáë=Ç~óK=tÉ=~äëç=ëÉÉ=~=ÖêÉ~í=ÇÉ~ä=çÑ= íê~ÑÑáÅ=
íçï~êÇë=éçêí=PPMS=EjópniFK=
=
sk`=áë=çåÅÉ=~Ö~áå=íÜÉ=ã~áå=ëÉêîáÅÉ=çÑ=~íí~Åâ=~ÑíÉê=ÄÉáåÖ=ÑìêíÜÉê=Ççïå=íÜÉ= äáëí= ä~ëí=ãçåíÜK=
tÉ= ëíáää= ëÉÉ= íÜ~í= ïÉää= âåçïå= ëÉêîáÅÉë= ~êÉ= ~íí~ÅâÉÇI= ~åÇ= íÜÉå= ÉëéÉÅá~ääó= jáÅêçëçÑí= ìëÉÇ=
éçêíëK=eçïÉîÉêI=ÉñÅÉéí=Ñêçã=sk`=íÜÉ=jópni=ëÉêîáÅÉ=Ü~ë=Ü~Ç=íÜÉ=ãçëí=áåÅêÉ~ëÉ=áå=~íí~Åâ=
äÉîÉä=íÜáë=ãçåíÜK=pÉîÉê~ä=ÅçìåíêáÉë=~êÉ=ÄÉÜáåÇ=íÜáë=íê~ÑÑáÅI=Äìí=íÜÉ=rp=áë=íÜÉ=ã~áå=ëçìêÅÉK=fÑ=
ïÉ= äççâ= ~í= sk`= íÜÉêÉ= ~êÉ= ëÉîÉê~ä= ÅçåíêáÉë= çÑ= çêáÖáåI= Äìí= pçìíÜJ^ãÉêáÅ~å= ÅçìåíêáÉë= ~êÉ=
ãçëíäó=êÉéêÉëÉåíÉÇ=ïáíÜ=^êÖÉåíáå~I=jÉñáÅç=~åÇ=`ÜáäÉ= äÉ~ÇáåÖ=íÜÉ=ï~óK=j~åó=çÑ= íÜÉ=~íí~Åâ=
~äëç=Ü~îÉ=áíë=çêáÖáå=áå=pé~áåK==
=
^ãçåÖ=ÅçìåíêáÉë=çÑ=çêáÖáå= íÜÉêÉ= áë=åç=ëìêéêáëÉ= íÜáë=ãçåíÜK=^ää=ÅçìåíêáÉë=Ü~îÉ=ÄÉÉå=çå= íÜÉ=
íçé=NM= äáëí=ÄÉÑçêÉI=~åÇ=ã~åó=çÑ= íÜÉã=~êÉ=çå= íÜÉ= äáëí=ãçêÉ=çê= äÉëë=ÉîÉêó=ãçåíÜK=qÜÉ=ã~áå=
ÇáÑÑÉêÉåÅÉ= ÜÉêÉ= áë= íÜÉ= áåÅêÉ~ëÉ= áå= íê~ÑÑáÅ= Ñêçã=jÉñáÅçI= ~åÇ= íÜáë= ã~ó= ÄÉ= ÇìÉ= íç= íÜÉ= sk`=
~íí~Åâë=ãÉåíáçåÉÇ=~ÄçîÉK=qÜÉëÉ=åìãÄÉêë=~êÉ=ÅçÉñáëíÉåí=ïáíÜ=åìãÄÉêë=êÉÖáëíÉêÉÇ=Äó=çíÜÉê=
ëÉÅìêáíó=îÉåÇçêëK=
=
^ää= íÜÉ= ëÉêîáÅÉ= ëÅ~åë= áå= íÜÉ= ëí~íáëíáÅ= ~ÄçîÉ= áë= í~êÖÉíáåÖ= âåçïå= ëÉêîáÅÉë= ïáíÜ= âåçïå=
îìäåÉê~ÄáäáíáÉë=~åÇ=ÉñéäçáíëK==
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fkqbokbq=tlojp=^ka=pm^j==

_ÉÅ~ìëÉ= çÑ= ~= ÜáÖÜ= äÉîÉä= çÑ= ~Åíáîáíó= ~Ö~áåëí= ÅÉêí~áå= ëÉêîáÅÉëI= íÜáë= íê~ÑÑáÅ= áë= éêÉëÉåíÉÇ= áå=
ëÉé~ê~íÉ=ëí~íáëíáÅëK=qÜáë=~ééäáÉë=Ñçê=ëÉêîáÅÉë=ãçëí=ÑêÉèìÉåíäó=í~êÖÉíÉÇ=Äó=fåíÉêåÉí=ïçêãë=~åÇ=
ëé~ããáåÖ=~ííÉãéíëK=
=

Activity pr port/service pr C-Net
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5000 (Bobax)

445 (Nachi/Sasser)

3127 (MyDoom)

1434 (SQL Slammer)

137 (opaSoft/BugBEar)

135 (Blaster/Nachi)

1029 ICQ/Msg SPAM

1028 ICQ/Msg SPAM

1027 ICQ/Msg SPAM

1026 ICQ/Msg SPAM

1025 ICQ/Msg SPAM

0 (Nachi.b)

=

tÉ=Ü~îÉ=ä~íÉäó=ëÉÉå=~å=áåÅêÉ~ëÉ=áå=íê~ÑÑáÅ=íçï~êÇë=éçêí=QQR=êÉä~íÉÇ=íç=íÜÉ=açïå~Çìé=îáêìëI=
~åÇ=íÜÉ=áåÅêÉ~ëÉ=áå=íÜÉ=äÉîÉä=ÇçÉë=åçí=ëÉÉã=íç=ëíçéK=eçïÉîÉêI=ïÉ=åçï=ëÉÉ=íÜ~í=íÜÉ=áåÅêÉ~ëÉ=
Ü~ë= ëäçïå= ÇçïåI= ëç= áå= ~=ãçåíÜ= çê= íïç=ïÉ=ã~ó= ëÉÉ= áí= äÉîÉäáåÖ= çìíK= qÜÉ= ëí~íáëíáÅë= ~ÄçîÉ=
Çáëéä~óë=íÜÉ=~îÉê~ÖÉ=äÉîÉê=çÑ=íê~ÑÑáÅ=çå=ÅJåÉíK=tÉ=ëÉÉ=ÜçïÉîÉê=íÜ~í=ëçãÉ=çÑ=íÜÉ=ÅJåÉíë=Ü~îÉ=
~= äçí=ãçêÉ= íê~ÑÑáÅ= íÜ~å= çíÜÉêëK= qÜÉ= íê~ÑÑáÅ= íçï~êÇë= çíÜÉê= éçêíë= Ü~ë= ÇÉÅêÉ~ëÉÇ= ~åÇ= áë= åçï=
áåëáÖåáÑáÅ~åíK=
 


