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pb`lab=^_=
pÉÅçÇÉ=ÜÉäéë=Åçãé~åáÉë=~åÇ=çêÖ~åáò~íáçåë=Ö~áå= áåëáÖÜíI=ÅçãéÉíÉåÅÉ=~åÇ=íÜÉêÉÄó=Åçåíêçä=
çîÉê= íÜÉáê= çéÉê~íáçåë= Ñêçã= ~= ÅçãéäÉíÉ= fq= ëÉÅìêáíó= éÉêëéÉÅíáîÉK=tÉ= ÇÉäáîÉê= éêç~ÅíáîÉ= ~åÇ=
éÉêéÉíì~ä= îáÖáä~åÅÉ= ïáíÜáå= íïç= ~êÉ~ëW= OQLT= j~å~ÖÉÇ= pÉÅìêáíó= pÉêîáÅÉë= ~åÇ= pÉÅìêáíó=
`çåëìäíáåÖK=
=
qÜÉ=`çãé~åó=ï~ë=çêáÖáå~ääó=ÑçìåÇÉÇ=áå=NVUS=~ë=póëíÉã=páââÉêÜÉí=^LpI=áå=^êÉåÇ~äI=kçêï~óK=
få= OMMMI= pÉÅçÇÉ= ^_= ï~ë= ÑçìåÇÉÇ= áå= pïÉÇÉå= ~åÇ= ëí~êíÉÇ= áíë= OQLT= j~å~ÖÉÇ= pÉÅìêáíó=
pÉêîáÅÉë= ~åÇ= pÉÅìêáíó= `çåëìäíáåÖK= qÜÉ= íïç= Åçãé~åáÉë=ãÉêÖÉÇ= áå= g~åì~êó= OMMQI= íÜÉêÉÄó=
ÑçêÖáåÖ= íÜÉ= äÉ~ÇáåÖ= aáÖáí~ä= pÉÅìêáíó= `çãé~åó= áå= íÜÉ= kçêÇáÅ= êÉÖáçåK= få= j~êÅÜ= OMMS= íÜÉ=
cáååáëÜ= fqJëÉÅìêáíó=Åçãé~åó=kÉíëçä=lv= EÑçìåÇÉÇ= áå=NVVSF=ï~ë=ãÉêÖÉÇ= áåíç=pÉÅçÇÉK=cêçã=
íÜÉ= Ñáêëí= çÑ= g~åì~êó=OMMT=pÉÅçÇÉ=Ü~ë=Éëí~ÄäáëÜÉÇ=ë~äÉëJçÑÑáÅÉë= áå=ÄçíÜ=aÉåã~êâ=~åÇ=qÜÉ=
kÉíÜÉêä~åÇë= ~åÇ= ÇÉäáîÉêë= fqJëÉÅìêáíó= ëÉêîáÅÉë= íç= ÅìëíçãÉêë= áå= íÜÉëÉ= ÅçìåíêáÉë= ~ë= ïÉääK=
pÉÅçÇÉ=ÜÉäéë=ã~åó=ÅìëíçãÉêë=áå=éêáî~íÉ=~åÇ=éìÄäáÅ=ëÉÅíçêëI=Ñêçã=ëÉîÉå=ÇáÑÑÉêÉåí=äçÅ~íáçåëI=
ìëáåÖ=ÅäçëÉ=íç=UR=ëÉÅìêáíó=ëéÉÅá~äáëíëK=qÜÉëÉ=ëéÉÅá~äáëíë=Ü~îÉ=äçåÖ=ÉñéÉêáÉåÅÉ=Ñêçã=ÄìáäÇáåÖ=
ä~êÖÉ=ÅçãéìíÉê=åÉíïçêâë=~åÇLçê=ìéJíçJÇ~íÉ=fq=ëÉÅìêáíó=ÅçãéÉíÉåÅÉK=pÉÅçÇÉ=^_=íçÇ~ó=Ü~ë=
ãçêÉ=íÜ~å=NMM=ÉãéäçóÉÉëK=
=
^ää= íÜáë= íçÖÉíÜÉê=ã~âÉë=pÉÅçÇÉ= íÜÉ= äÉ~ÇáåÖ=kçêíÜÉêå=bìêçéÉ~å=aáÖáí~ä= pÉÅìêáíó=`çãé~åó=
ïáíÜáå=j~å~ÖÉÇ=pÉÅìêáíó=pÉêîáÅÉë=ÅçãÄáåÉÇ=ïáíÜ=fqJpÉÅìêáíó=`çåëìäí~åÅó=pÉêîáÅÉëK=

prjj^ov=
få=aÉÅÉãÄÉêë=cçÅìë=çÑ=íÜÉ=jçåíÜ=ïÉ=í~âÉ=~=äççâ=~í=ëçãÉ=çÑ=íÜÉ=íêÉåÇë=ïÉ=Ü~îÉ=ëÉÉå=íÜÉ=
ä~ëí=óÉ~êK==
=
qÜÉ=~äÉêí=ëí~íáëíáÅ=ëÜçïë=íÜ~í=ãçëí=~äÉêíë=çÅÅìê=áå=é~êíåÉê=òçåÉI=Äìí=íÜÉëÉ=~êÉ=ê~êÉäó=ëÉîÉêÉK=
qÜÉ= ãçëí= ëÉîÉêÉ= ~äÉêíë= íÜáë= éÉêáçÇ= Ü~ë= çÅÅìêêÉÇ= Ñêçã= fåíÉêåÉíI= ~åÇ= ~êÉ= ÇìÉ= íç= ~íí~Åâë=
íçï~êÇë=ïÉÄ=ëÉêîÉêëI=ãçëíäó=áå=Ñáå~åÅá~ä=áåëíáíìíáçåëK===
=
qÜÉêÉ= Ü~îÉ= ÄÉÉå= ~= ëäáÖÜí= áåÅêÉ~ëÉ= áå= íÜÉ= åìãÄÉê= çÑ= êÉÅçåå~áëë~åÅÉ= ~íí~ÅâëK= tÉ= ëÉÉI=
ÜçïÉîÉêI=íÜ~í=íÜÉêÉ=áë=åç=ÇáÑÑÉêÉåÅÉ=Ñêçã=ä~ëí=ãçåíÜ=ïÜÉå=áí=ÅçãÉë=íç=~íí~Åâë=~Ö~áåëí=sk`K=
^äÖÉêá~=Ü~îÉ=ëìêéêáëáåÖäó=ÉåíÉêÉÇ=íÜÉ=íçé=NM=äáëí=çÑ=ÅçìåíêáÉë=çÑ=çêáÖáåK==
=
^ãçåÖ=ëé~ãLïçêã=ïÉ=ëÉÉ=~å= áåÅêÉ~ëÉ= áå=íÜÉ=íê~ÑÑáÅ= íçï~êÇë=éçêí=QQR=íÜáë=ãçåíÜK=qÜáë= áë=
ÇìÉ=íç=åÉï=ïçêãë=í~êÖÉíáåÖ=íÜáë=éçêíI=~åÇ=íÜÉå=áå=é~êíáÅìä~ê=tPOKaçïå~åÇìéK=^=é~íÅÜ=Ñçê=
íÜáë=éêçÄäÉã=Ü~ë=ÄÉÉå=êÉäÉ~ëÉÇ=Äó=jáÅêçëçÑíK=
=
== =
=
=
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fkqolar`qflk=

qÜáë=êÉéçêí=áë=Äìáäí=çå=Ñçìê=ã~áå=é~êíëW=kÉïë=çÑ=íÜÉ=jçåíÜI=cçÅìë=çÑ=íÜÉ=jçåíÜI=qÜêÉ~í=äÉîÉäI=
~åÇ=^äÉêí=pí~íáëíáÅK==
=
kÉïë=çÑ=íÜÉ=jçåíÜ=áë=~=ÅÜ~éíÉê=ïÜáÅÜ=éêÉëÉåíë=íÜÉ=ÄáÖÖÉëí=fq=ëÉÅìêáíó=áåÅáÇÉåíë=êÉÖáëíÉêÉÇ=
Äó= çíÜÉê=ãÉÇá~K= qÜáë=ã~ó= ÄÉ= ÇÉÉé= ~å~äóëáëI= åÉï= îáêìëÉëI= åÉï= îìäåÉê~ÄáäáíáÉëI= çê= çíÜÉê= fq=
ëÉÅìêáíó=åÉïëK=
=
cçÅìë=çÑ= íÜÉ=jçåíÜ= áë=~å=~êíáÅäÉ=~Äçìí= êÉäÉî~åí= íçéáÅë=ïáíÜáå= fq=pÉÅìêáíóK=qÜÉëÉ=ãáÖÜí=ÄÉ=
íçéáÅë=ÇáëÅìëëÉÇ= áå=ãÉÇá~I= áåÅáÇÉåíë= íÜ~í=Å~å= áåÑäìÉåÅÉ= íÜÉ= íÜêÉ~í= äÉîÉäI=çê=ÅÜ~åÖÉë= áå= íÜÉ=
~íí~Åâ=é~ííÉêå=Ñêçã=íÜÉ=fåíÉêåÉíK==
=
^äÉêí=pí~íáëíáÅ=áë=Ä~ëÉÇ=çå=ëìãã~êáÉë=Ñêçã=pÉÅçÇÉÛë=j~å~ÖÉÇ=pÉÅìêáíó=pÉêîáÅÉë=EjppFK=^å=
~äÉêí= ~ééÉ~êë= ïÜÉå= ~å= fap= çê= fmp= ëÉåëçê= êÉÅçÖåáòÉë= åÉíïçêâ= íê~ÑÑáÅ= íÜ~í= ã~íÅÜÉë= íÜÉ=
áãéäÉãÉåíÉÇ=ëáÖå~íìêÉëLÑáäíÉêëI=~åÇ= áå=íÜÉëÉ=Å~ëÉë=~äÉêíë=ïáää=ÄÉ=íê~åëÑÉêêÉÇ=íç=íÜÉ=pÉÅçÇÉ=
pl`=EpÉÅìêáíó=léÉê~íáçå=`ÉåíÉêFK==
=
qÜêÉ~í= äÉîÉä= áë= ~= éêÉëÉåí~íáçå= çÑ=ïÜ~í= íÜêÉ~íë= çêÖ~åáò~íáçåë= ~êÉ= ÉñéçëÉÇ= íç= íÜêçìÖÜ= íÜÉáê=
fåíÉêåÉí= ÅçååÉÅíáçåK= få= íÜáë= íÜêÉ~í= Éî~äì~íáçåI= êÉÅçåå~áëë~åÅÉ= ~íí~Åâë= Ñêçã= íÜÉ= fåíÉêåÉí=
~Ö~áåëí=ÅìëíçãÉêë=çÑ=pÉÅçÇÉ=~êÉ=~å~äóòÉÇ=~åÇ=éêÉëÉåíÉÇK=
=
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kbtp=lc=qeb=jlkqe=

aìêáåÖ=~=ãçåíÜI=ëÉîÉê~ä=îìäåÉê~ÄáäáíáÉë=ïáää=ÄÉ=éìÄäáëÜÉÇI=~åÇ=íÜÉêÉ=ïáää=Ü~îÉ=ÄÉÉå=ã~åó=
ëÉÅìêáíó=êÉä~íÉÇ=åÉïëK=qÜáë=ÅÜ~éíÉê=éêÉëÉåíë=íÜÉ=ãçëí=áãéçêí~åí=îìäåÉê~ÄáäáíáÉë=~åÇ=íÜÉ=ãçëí=
áåíÉêÉëíáåÖ=åÉïëK=jçëí=Å~ëÉëI=áÑ=åçí=~ääI=Ü~îÉ=ÄÉÉå=éêÉëÉåíÉÇ=áå=pÉÅçÇÉ=kçêï~óÛë=
åÉïëäÉííÉê=ÇìêáåÖ=íÜáë=ãçåíÜK=

mr_ifpeba=srikbo^_fifqfbp=

^ÇçÄÉ=^ÅêçÄ~íLoÉ~ÇÉê=?ìíáäKéêáåíÑEF?=_ìÑÑÉê=lîÉêÑäçï=
ÜííéWLLëÉÅìåá~KÅçãL~ÇîáëçêáÉëLOVTTPL=
=
kçîÉää=^ÅÅÉëë=j~å~ÖÉê=pÉëëáçå=qÉêãáå~íáçå=tÉ~âåÉëë=
ÜííéWLLïïïKåçîÉääKÅçãLëìééçêíLîáÉï`çåíÉåíKÇç\ÉñíÉêå~äfÇZTMMNTUU=
=
kÉï=ÅêáíáÅ~ä=îìäåÉê~ÄáäáíáÉë=áå=si`=ãÉÇá~=éä~óÉê==
ÜííéWLLïïïKÜÉáëÉJçåäáåÉKÅçKìâLëÉÅìêáíóLkÉïJÅêáíáÅ~äJîìäåÉê~ÄáäáíáÉëJáåJsi`JãÉÇá~Jéä~óÉêJJ
LåÉïëLNNNVMM=
=
pçä~êáë=ae`m=a~Éãçå=_ìÖ=iÉíë=oÉãçíÉ=rëÉêë=aÉåó=pÉêîáÅÉ==
ÜííéWLLëÉÅìêáíóíê~ÅâÉêKÅçãL~äÉêíëLOMMULkçîLNMONNRTKÜíãä=
=
jáÅêçëçÑí=uji=`çêÉ=pÉêîáÅÉë=jìäíáéäÉ=oÉãçíÉ=sìäåÉê~ÄáäáíáÉë=EjpMUJMSVF=
ÜííéWLLïïïKãáÅêçëçÑíKÅçãLíÉÅÜåÉíLëÉÅìêáíóL_ìääÉíáåLãëMUJMSVKãëéñ=
=
p^m=drf=jaêãp~é=^ÅíáîÉu=oÉãçíÉ=`çÇÉ=bñÉÅìíáçå=sìäåÉê~Äáäáíó=
ÜííéWLLëÉêîáÅÉKë~éKÅçãLë~éLëìééçêíLåçíÉëLNNQOQPN=
=
qêÉåÇ=jáÅêç=pÉêîÉêmêçíÉÅí=jìäíáéäÉ=`çÇÉ=bñÉÅìíáçå=sìäåÉê~ÄáäáíáÉë=
ÜííéWLLïïïKÑêëáêíKÅçãLÉåÖäáëÜL~ÇîáëçêáÉëLOMMULPNOT=
=
^ééäÉ=p~Ñ~êá=`çÇÉ=bñÉÅìíáçå=~åÇ=pÉÅìêáíó=_óé~ëë=sìäåÉê~ÄáäáíáÉë=
ÜííéWLLëìééçêíK~ééäÉKÅçãLâÄLeqPOVU=
=
em=léÉåsáÉï=kÉíïçêâ=kçÇÉ=j~å~ÖÉê=`êçëë=páíÉ=pÅêáéíáåÖ=fëëìÉë=
ÜííéWLLïïïNNKáíêÅKÜéKÅçãLëÉêîáÅÉLÅâáLÇçÅaáëéä~óKÇç\ÇçÅfÇZÉãê|å~JÅMNSMTRTM=
=
bj`=`çåíêçä`ÉåíÉê=_ìÑÑÉê=lîÉêÑäçï=~åÇ=cáäÉ=açïåäç~Ç=sìäåÉê~ÄáäáíáÉë=
ÜííéWLLïïïKÑêëáêíKÅçãLÉåÖäáëÜL~ÇîáëçêáÉëLOMMULPOOM=
=

fk=qeb=kbtp=

a~í~=iÉ~â=mêÉîÉåíáçåI=aim=pÉÅìêáíó=sÉåÇçêë=dêçï=ré=
ÜííéWLLïïïKÉïÉÉâKÅçãLÅL~LpÉÅìêáíóLa~í~JiÉ~âJmêÉîÉåíáçåJj~êâÉíJpí~êíëJíçJdêçïJréL=
=
píÉ~äíÜó=qêçà~å=pïáéÉë=_~åâ=içÖJáåëI=cáå~åÅá~ä=a~í~=Ñêçã=qÜçìë~åÇë=
ÜííéWLLïïïKÉïÉÉâKÅçãLÅL~LpÉÅìêáíóLpíÉ~äíÜóJqêçà~åJpïáéÉëJ_~åâJiçÖáåëJcáå~åÅá~äJa~í~J
cêçãJqÜçìë~åÇëL=
=
jáÅêçëçÑíW=j~äï~êÉ=qÜêÉ~íë=ré=QPB=
ÜííéWLLïïïKáåÑçêã~íáçåïÉÉâKÅçãLåÉïëLëÉÅìêáíóLîìäåÉê~ÄáäáíáÉëLëÜçï^êíáÅäÉKàÜíãä\~êíáÅäÉfaZ
ONOMMMMRR=
=
qÜÉ=ÉåÇ=çÑ=~å=Éê~=J=táåÇçïë=PKñ=
ÜííéWLLïïïKÖëëKÅçKìâLåÉïëL~êíáÅäÉLRRUQLqÜÉ|ÉåÇ|çÑ|~å|Éê~|J|táåÇçïë|PKñL=
=
_çíeìåíÉê=íê~Åâë=Ççïå=òçãÄáÉ=m`ë=çå=~=i^k==
ÜííéWLLïïïKÄçíÜìåíÉêKåÉíL=
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=
bîÉå=ãçêÉ=om`=ïçêãë=Ñçê=táåÇçïë=ÜçäÉ==
ÜííéWLLïïïKÜÉáëÉJçåäáåÉKÅçKìâLëÉÅìêáíóLbîÉåJãçêÉJom`JïçêãëJÑçêJtáåÇçïëJÜçäÉJJ
LåÉïëLNNNUUP=
=
tm^=~ääÉÖÉÇ=íç=ÄÉ=Åê~Åâ~ÄäÉ=áå=äÉëë=íÜ~å=NR=ãáåìíÉë==
ÜííéWLLïïïKÜÉáëÉJçåäáåÉKÅçKìâLëÉÅìêáíóLtm^J~ääÉÖÉÇJíçJÄÉJÅê~Åâ~ÄäÉJáåJäÉëëJíÜ~åJNRJ
ãáåìíÉëJJLåÉïëLNNNVMS=
=
qÜçìë~åÇë=Üáí=áå=Äêç~Ç=tÉÄ=Ü~Åâ=
ÜííéWLLïïïKÅçãéìíÉêïçêäÇKÅçãL~ÅíáçåL~êíáÅäÉKÇç\Åçãã~åÇZîáÉï^êíáÅäÉ_~ëáÅC~êíáÅäÉfÇZMM
VNNVRVU==
=
e~ÅâÉêë=Éñéäçáí=mac=ëÉÅìêáíó=Ñä~ïë=
ÜííéWLLïïïKÜÉáëÉJçåäáåÉKÅçKìâLëÉÅìêáíóLe~ÅâÉêëJÉñéäçáíJmacJëÉÅìêáíóJÑä~ïëJJLåÉïëLNNNVOM==
=
píìÇóW=píçêã=ÄçíåÉí=ÄêçìÖÜí=áå=Ç~áäó=éêçÑáíë=çÑ=ìé=íç=AVIRMM=
ÜííéWLL~êëíÉÅÜåáÅ~KÅçãLåÉïëK~êëLéçëíLOMMUNNNMJëíìÇóJëíçêãJÄçíåÉíJÄêçìÖÜíJáåJÇ~áäóJ
éêçÑáíëJçÑJìéJíçJVRMMKÜíãä=
=
qÜÉ=bÅçåçãáÅë=çÑ=pé~ã=
ÜííéWLLïïïKëÅÜåÉáÉêKÅçãLÄäçÖL~êÅÜáîÉëLOMMULNNLíÜÉ|ÉÅçåçãáÅë|çKÜíãä=
=
^íí~Åâë=lå=_~åâë=
ÜííéWLLïïïKåÉíJëÉÅìêáíóKçêÖL~êíáÅäÉKéÜé\áÇZNNUVCéZN=
=
léÉê~=?ÑáäÉWLL?=rof=e~åÇäáåÖ=_ìÑÑÉê=lîÉêÑäçï=sìäåÉê~Äáäáíó=
ÜííéWLLãáäïMêãKÅçãLÉñéäçáíëLTNPR=
=
póã~åíÉÅ=ëÉÉë=ëéáâÉ=áå=Ç~åÖÉêçìë=jáÅêçëçÑí=~íí~Åâë=
ÜííéWLLïïïKÅçãéìíÉêïçêäÇKÅçãL~ÅíáçåL~êíáÅäÉKÇç\Åçãã~åÇZîáÉï^êíáÅäÉ_~ëáÅC~êíáÅäÉfÇZVN
ONNVUCáåíëêÅZåÉïë|íë|ÜÉ~Ç=
=
pÉÅìêáíó=ÄêÉ~ÅÜ=ÖáîÉë=m~óm~ä=éÜáëÜ=íÜÉ=éÉêëçå~ä=íçìÅÜ=
ÜííéWLLïïïKíÜÉêÉÖáëíÉêKÅçKìâLOMMULNNLOQLé~ãÉä~|ëÉÅìêáíó|ÄêÉ~ÅÜL=
=
bìêçéçä=íç=Éëí~ÄäáëÜ=~=ÅÉåíêÉ=íç=ÑáÖÜí=ÅóÄÉê=ÅêáãÉ==
ÜííéWLLïïïKÜÉáëÉJçåäáåÉKÅçKìâLëÉÅìêáíóLbìêçéçäJíçJÉëí~ÄäáëÜJ~JÅÉåíêÉJíçJÑáÖÜíJÅóÄÉêJÅêáãÉJJ
LåÉïëLNNOMQQ=
=
kÉï=êÉéçêí=éêÉÇáÅíë=ã~ëëáîÉ=áåÅêÉ~ëÉ=áå=ã~äï~êÉ=~åÇ=éÜáëÜáåÖ=áå=OMMV=
ÜííéWLLïïïKãÉëë~ÖÉä~ÄëKÅçãLãäáêÉéçêíLjif|mêÉÇáÅíáçåë|^ååì~äOMMV|cfk^iKéÇÑ=
=
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cl`rp=lc=qeb=jlkqe=Ó=qeb=^oq=lc=pb`rofqv=t^o=
få=ä~íÉ=OMMT=~åÇ=É~êäó=OMMU=~ää=ëÉÅìêáíó=ÉñéÉêíë=ë~áÇ=íÜÉ=ë~ãÉ=íÜáåÖK=“OMMU=ïáää=ÄÉ=~=óÉ~ê=
ïáíÜ=~=ÜìÖÉ=~ãçìåí=çÑ=ÅóÄÉêÅêáãÉI=~åÇ=íÜÉ=ÅêáãÉ=ïáää=Ü~îÉ=Ñáå~åÅá~ä=ãçíáîÉëKÒ=qÜÉó=ïÉêÉ=
êáÖÜíK=eçïÉîÉêI=ïÉ=Ü~Ç=åç=áÇÉ~=Üçï=êáÖÜí=ïÉ=~ää=ïçìäÇ=ÄÉK=
=
tÉ=Ü~îÉ=ëÉÉå=ëÉîÉê~ä=ëçìêÅÉë=çÑ=åÉïë=áåÇáÅ~íáåÖ=íÜ~í=íÜáë=óÉ~ê=íÜÉêÉ=Ü~îÉ=ÄÉÉå=ãçêÉ=
îáêìëÉëI=íÜÉ=ÄçíåÉíë=Ü~îÉ=ÄÉÉå=ÄáÖÖÉê=~åÇ=íÜÉ=éÉêÅÉåí~ÖÉ=çÑ=ëé~ã=ä~êÖÉê=íÜ~å=ïÉ=Ü~îÉ=ÉîÉê=
ëÉÉå=ÄÉÑçêÉK=pÉÅìêáíó=ÉñéÉêíë=~êÉ=ëíáää=çåÉ=ëíÉé=ÄÉÜáåÇ=íÜÉ=Åêáãáå~äëI=~åÇ=ëÉîÉê~ä=Åçãé~åáÉë=
~êÉ=ÉîÉå=ÑìêíÜÉê=ÄÉÜáåÇI=åçí=áãéäÉãÉåíáåÖ=åÉï=íÉÅÜåçäçÖó=Ñ~ëí=ÉåçìÖÜK=vçì=ã~ó=ë~ó=íÜ~í=
íÜÉ=Ä~ííäÉ=áë=äçëíI=Äìí=ïÉ=ÄÉäáÉîÉ=íÜÉ=ï~ê=áë=ëíáää=ÖçáåÖ=ëíêçåÖK=

sforpbp=

OMMU=Ü~îÉ=ÖçåÉ=Ççïå=áå=Üáëíçêó=~ë=íÜÉ=ïçêëí=óÉ~ê=çÑ=îáêìëÉë=ÉîÉêK=aìêáåÖ=íÜáë=óÉ~ê=íÜÉ=
åìãÄÉêë=çÑ=ÅçãéìíÉê=îáêìëÉë=Ü~îÉ=ãçêÉ=íÜ~å=íêáéäÉÇK=cJpÉÅìêÉ=Ü~îÉ=íçäÇ=íÜ~í=íÜÉó=êÉÅÉáîÉ=
ãçêÉ=íÜ~å=UM=MMM=Éñ~ãéäÉë=çÑ=ã~äáÅáçìë=ÅçÇÉ=ÉîÉêó=Ç~óK=qêÉåÇ=jáÅêç=Ü~îÉ=íçäÇ=íÜ~í=íÜÉó=
Ü~îÉ=ÑçìåÇ=RKQ=ãáääáçå=ìåáèìÉ=Éñ~ãéäÉë=Ñçê=ã~äáÅáçìë=ÅçÇÉ=ÇìêáåÖ=OMMUK=UMM=Éñ~ãéäÉë=~êÉ=
áÇÉåíáÑáÉÇ=ÉîÉêó=ÜçìêK=qÜÉëÉ=åìãÄÉêë=~êÉ=ä~êÖÉê=íÜ~å=ëÉÅìêáíó=ÉñéÉêíë=ÅçìäÇ=áã~ÖáåÉ=Ñçê=
OMMUK==
=
qÜÉ=éçëáíáîÉ=íêÉåÇ=~Äçìí=íÜÉëÉ=îáêìëÉë=áë=íÜ~í=íÜÉó=Çç=åçí=ëéêÉ~Ç=~ë=Ñ~ëí=~åÇ=çîÉê=~ë=ïáÇÉ=
~å=~êÉ~=~ë=îáêìëÉë=ÇáÇ=~=ÅçìéäÉ=çÑ=óÉ~êë=~ÖçK=qÜÉ=îáêìëÉë=Çç=åçí=äáîÉ=íÜ~í=äçåÖ=ÉáíÜÉêI=çê=íÜÉó=
ÖÉí=ãçÇáÑáÉÇK=få=çíÜÉê=ïçêÇëI=ëÉÅìêáíó=éêçÑÉëëáçå~äë=~êÉ=ëìÅÅÉëëÑìä=áå=ÑçêÅáåÖ=ÅóÄÉê=Åêáãáå~äë=
íç=êÉåÉï=íÜÉáê=ÅçÇÉ=çÑíÉåK==

_lqkbqp=

få=kçîÉãÄÉê=çÑ=OMMU=íÜÉ=ïçêëí=ÄçíåÉí=~íí~Åâ=çÑ=íÜÉ=óÉ~ê=ï~ë=éêÉëÉåíÉÇK=qÜÉ=ÄçíåÉí=aaçp=
~íí~Åâ=ÖÉåÉê~íÉÇ=QM=dÄLëÉÅçåÇ=çÑ=íê~ÑÑáÅK=qÜÉ=ä~êÖÉëí=êÉÖáëíÉêÉÇ=íÜÉ=éêÉîáçìë=íïç=óÉ~êë=ï~ë=
“çåäóÒ=~í=OQ=dÄLëÉÅçåÇK=pÉîÉê~ä=ÄçíåÉíë=çå=ëáòÉë=çÑ=ãìäíáéäÉ=íÜçìë~åÇë=çÑ=ÅçãéìíÉêë=Ü~îÉ=
~äëç=ÄÉÉå=êÉÖáëíÉêÉÇK=qÜÉ=aìíÅÜ=éçäáÅÉ=ÑçêÅÉ=Öçí=Åçåíêçä=çîÉê=~=ÄçíåÉí=Åçåí~áåáåÖ=NMM=MMM=
ÅçãéìíÉêë=áå=^ìÖìëí=çÑ=íÜáë=óÉ~êK=qÜáë=ÄçíåÉí=ã~ó=Ü~îÉ=ÄÉÉå=ÉîÉå=ä~êÖÉê=~í=çåÉ=íáãÉI=
éêçÄ~Ääó=ìé=íç=NRM=MMM=ÅçãéìíÉêëK==
=
_çíåÉíë=~êÉ=áå=ãçëí=Å~ëÉë=éçëëáÄäÉ=íç=ëíçéK=eçïÉîÉêI=íÜÉ=fpmë=ïÜáÅÜ=ïçìäÇ=ÄÉ=êÉëéçåëáÄäÉ=
Ñçê=ëíçééáåÖ=íÜÉëÉ=~íí~Åâë=ë~ó=íÜ~í=íÜÉó=~êÉ=åçí=~ÄäÉ=íç=ëíçé=íÜÉã=Ñ~ëí=ÉåçìÖÜK=pçãÉ=çÑ=íÜÉ=
~íí~Åâë=~êÉ=~äëç=ÄáÖÖÉê=íÜ~å=íÜÉ=fåíÉêåÉí=áåÑê~ëíêìÅíìêÉ=Å~å=Ü~åÇäÉK=få=çíÜÉê=ïçêÇëI=ïÉ=~êÉ=
Ñ~ääáåÖ=ÄÉÜáåÇ=ÜÉêÉK=qÜÉ=éçëáíáîÉ=íÜáåÖ=áë=íÜ~í=ãçêÉ=ÄçíåÉíë=~êÉ=ÇáëÅçîÉêÉÇ=~åÇ=ëíçééÉÇ=
åçïK=qÜáë=ã~ó=ÄÉ=ÄÉÅ~ìëÉ=íÜÉêÉ=~êÉ=ã~åó=çÑ=íÜÉëÉ=ÄçíåÉíëI=Äìí=áí=áë=~äëç=éçëëáÄäÉ=íÜ~í=ïÉ=
Ü~îÉ=ÄÉííÉê=ÇÉíÉÅíáçå=åçï=íÜ~å=É~êäáÉêK=pÉîÉê~ä=êÉéçêíë=áåÇáÅ~íÉ=íÜÉ=ä~ííÉêK=

pm^j=

qÜÉ=åìãÄÉêë=Ñçê=ëé~ã=áë=åçí=ÄÉííÉê=íÜ~å=çíÜÉê=êÉéçêíë=Ñçê=OMMUK=fêçåmçêí=Ü~îÉ=êÉéçêíÉÇ=íÜ~í=
NOM=Äáääáçåë=çÑ=ëé~ã=ãÉëë~ÖÉë=~êÉ=ëÉåí=ÉîÉêó=Ç~óK=qÜ~í=áë=åÉ~ê=OM=ãÉëë~ÖÉë=éÉê=éÉêëçå=çå=
íÜáë=É~êíÜ=éÉê=Ç~óK=^í=çåÉ=éçáåí=íÜáë=óÉ~ê=~=ëÉÅìêáíó=Åçãé~åó=ë~áÇ=íÜ~í=VUB=çÑ=~ää=ÉJã~áäë=
ëÉåí=ï~ë=ëé~ãK=póã~åíÉÅ=Ü~îÉ=êÉéçêíÉÇ=íÜ~í=íÜÉ=ëé~ã=äÉîÉä=áë=ìé=íç=VMB=~í=~ää=íáãÉëI=
ÜçïÉîÉê=íÜÉêÉ=Ü~îÉ=ÄÉÉå=~=ãçåíÜ=åçï=íÜ~í=ïÉ=ëÉÉ=~=íÉãéçê~êáäó=Çêçé=çÑ=ëé~ãK=qÜáë=áë=ÇìÉ=
íç=~=ÜçëíáåÖ=Åçãé~åó=ìëÉÇ=Ñçê=ëé~ããáåÖ=åçï=Ü~îÉ=ëÜìí=ÇçïåK=fí=áë=äáâÉäó=ÜçïÉîÉê=íÜ~í=
ëé~ã=ïáää=áåÅêÉ~ëÉ=ÇìêáåÖ=íÜÉ=ÜçäáÇ~ó=ëÉ~ëçåI=ïáíÜ=Ñ~äëÉ=ÉJã~áäë=íêóáåÖ=íç=ëÉää=éêçÇìÅíë=çê=
ã~âÉ=óçì=Ççå~íÉ=ãçåÉóK=
=
kÉï=ãÉíÜçÇë=Ñçê=ëíçééáåÖ=ëé~ã=~êÉ=ÇÉîÉäçéÉÇ=~í=~ää=íáãÉëI=~åÇ=ãçëí=ëé~ã=áë=åçï=ëíçééÉÇ=
~í=fpm=äÉîÉä=áå=ëíÉ~Ç=çÑ=ã~âáåÖ=áíë=ï~ó=íç=íÜÉ=ÉåÇ=ìëÉêK=eçïÉîÉêI=íç=ãìÅÜ=ëé~ã=~êÉ=
éêçÅÉëëÉÇI=ëç=ëÜìííáåÖ=Ççïå=ÜçëíáåÖ=Åçãé~åáÉë=ã~ó=ÄÉ=íÜÉ=åÉñí=ëíÉéK=qÉäÉåçê=áå=kçêï~ó=
êÉ~ääó=Öçí=áåíç=íêçìÄäÉ=íÜáë=Ñ~ää=ïÜÉå=íÜÉ=~ãçìåí=çÑ=ëé~ã=áåÅêÉ~ëÉÇ=ëìÇÇÉåäó=~åÇ=ïáíÜ=ëìÅÜ=
~ãçìåí=íÜ~í=íÜÉáê=ÉJã~áä=ëóëíÉãë=ãçêÉ=çê=äÉëë=ëíçééÉÇK=qÜÉ=ëé~ã=ÉJã~áäë=~Åíì~ääó=ïçêâÉÇ=
~ë=~=aÉåá~ä=çÑ=pÉêîáÅÉ=~íí~ÅâK=
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qeb=kbt=_^qqib=

^ë=óçì=ã~ó=ìåÇÉêëí~åÇ=ëÉÅìêáíó=ÉñéÉêíë=~êÉ=çåÉ=ëíÉé=ÄÉÜáåÇ=íÜÉ=Åêáãáå~äë=~í=~ää=íáãÉK=
eçïÉîÉêI=ïÉ=ëÉÉ=åçï=Éñ~ãéäÉë=çÑ=ÉñéÉêíë=í~âáåÖ=Åçåíêçä=çîÉê=ÄçíåÉíëI=äÉ~êåáåÖ=Üçï=íÜÉó=
ïçêâ=íç=É~ëáÉê=ã~âÉ=íç=ëíçé=íÜÉãK=tÉ=ëÉÉ=íÜ~í=ÜçëíáåÖ=Åçãé~åáÉë=âåçïå=Ñçê=ëé~ã=çê=çíÜÉê=
Åêáãáå~ä=~ÅíáîáíáÉë=~êÉ=ëÜìí=ÇçïåI=ÉáíÜÉê=íÉãéçê~êáäó=çê=Ñçê=ÉîÉêK=tÉ=ëÉÉ=ä~óÉêÉÇ=ëÉÅìêáíó=~í=
ëÉîÉê~ä=Åçãé~åáÉë=ìëáåÖ=~åíáJîáêìëI=ïÉÄ=ï~ëÜÉêëI=é~ÅâÉí=ëÜ~éÉêëI=éêçñó=ëÉêîÉêëI=~åíáJ
ã~äï~êÉ=~åÇ=ëç=çåK=i~óÉêÉÇ=ëÉÅìêáíó=~åÇ=~íí~ÅâáåÖ=íÜÉ=íêçìÄäÉ=~ë=åÉ~ê=íÜÉ=ëçìêÅÉ=~ë=
éçëëáÄäÉ=ëÉÉã=íç=ÄÉ=íÜÉ=ï~ó=íç=Öç=åçïK=
=

buqbok^i=plro`bp=

xNz== póã~åíÉÅ=Ó=qÜÉ=pí~íÉ=çÑ=pé~ã=aÉÅÉãÄÉê=OMMU=
ÜííéWLLÉî~äKëóã~åíÉÅKÅçãLãâíÖáåÑçLÉåíÉêéêáëÉLçíÜÉê|êÉëçìêÅÉëLÄJ
ëí~íÉ|çÑ|ëé~ã|êÉéçêí|NOJOMMUKÉåJìëKéÇÑ==

xOz= fêçåmçêí=Ó=OMMU=fåíÉêåÉí=pÉÅìêáíó=qêÉåÇë=
ÜííéWLLïïïKáêçåéçêíKÅçãLëÉÅìêáíóíêÉåÇëL=

xPz= aáÖáKåç=Ó=cêóâíÉê=êÉíêçJîáêìë=EkçêïÉÖá~åF=
ÜííéWLLïïïKÇáÖáKåçLéÜéL~êíKéÜé\áÇZTVTRSV=

xQz= aáÖáKåç=Ó=aÉí=îÉêëíÉ=îáêìëJ™êÉí=åçÉåëáååÉ=EkçêïÉÖá~åF=
= ÜííéWLLïïïKÇáÖáKåçLéÜéL~êíKéÜé\áÇZTVSSVP=
xRz= kv=qáãÉë=Ó=qÜáÉîÉë=táååáåÖ=låäáåÉ=t~êI=j~óÄÉ=bîÉå=áå=vçìê=`çãéìíÉê=
= ÜííéWLLïïïKåóíáãÉëKÅçãLOMMULNOLMSLíÉÅÜåçäçÖóLáåíÉêåÉíLMSëÉÅìêáíóKÜíãä\|êZO=
xSz= aáÖáKåç=Ó=hê~ÑíáÖëíÉ=ÄçíåÉíJ~åÖêÉé=åçÉåëáååÉ=EkçêïÉÖá~åF=
= ÜííéWLLïïïKÇáÖáKåçLéÜéL~êíKéÜé\áÇZTVQPQM=
xTz= aáÖáKåç=Ó=kÉÇÉêä~åÇëâ=éçäáíá=íçâ=âçåíêçää=çîÉê=ÄçíåÉí=
= ÜííéWLLïïïKÇáÖáKåçLéÜéL~êíKéÜé\áÇZTUORTV=
xUz= rp^=qçÇ~ó=Ó=_çíåÉí=ëÅ~ãë=~êÉ=ÉñéäçÇáåÖ=
= ÜííéWLLïïïKìë~íçÇ~óKÅçãLíÉÅÜLåÉïëLÅçãéìíÉêëÉÅìêáíóLOMMUJMPJNSJÅçãéìíÉêJ
ÄçíåÉíë|kKÜíã==
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^iboq=pq̂ qfpqf`=

qÜáë=ÅÜ~éíÉê=ÖáîÉë=~=ëìãã~êó=çÑ=~äÉêíë=Ñêçã=fapLfmp=ëÉåëçêëK=qÜÉëÉ=~äÉêíë=~êÉ=~ää=~å~äóòÉÇ=
Äó=pÉÅçÇÉ=pl`K= qÜÉ= ëí~íáëíáÅë= ëÜçïë= íÜÉ= ÇáëíêáÄìíáçå= çÑ= ~äÉêíë= éÉê= åÉí= ëÉÖãÉåí= íÜ~í= ~êÉ=
ìåÇÉê=ëìêîÉáää~åÅÉK==

e^kaiba=^iboqp=

qÜÉ= ëí~íáëíáÅë= ÄÉäçï= ëÜçïë= Ü~åÇäÉÇ= ~äÉêíë= ÇáëíêáÄìíÉÇ= ~í= íÜÉ= ÇáÑÑÉêÉåí= åÉíïçêâ= ëÉÖãÉåíë=
ïÜÉêÉ=pÉÅçÇÉÛë=ãÉ~ëìêáåÖ=éçáåíë=~êÉ=áåëí~ääÉÇK=
=
qÜÉ=åÉíïçêâ=ëÉÖãÉåíë=~êÉ=ÇáîáÇÉÇ=áåíç=íÜÉ=ÑçääçïáåÖW=
 fåíÉêåÉíW=íÜÉ=ãÉ~ëìêáåÖ=éçáåí=áë=äçÅ~íÉÇ=çìíëáÇÉ=íÜÉ=ÑáêÉï~ää=çå=~=åÉíïçêâ=ÉñéçëÉÇ=íç=íÜÉ=

fåíÉêåÉí=
 ajwW= íÜÉ=ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áåëáÇÉ= íÜÉ= åÉíïçêâ= ~åÇ=ãçåáíçêë= íê~ÑÑáÅ= ~Ö~áåëí=

ëÉêîáÅÉë=íÜ~í=~êÉ=ÉñéçëÉÇ=íç=fåíÉêåÉí=çê=çíÜÉê=ìåë~ÑÉI=ÉñíÉêå~ä=åÉíïçêâë=
 fåíê~= i^kW= íÜÉ= ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áåëáÇÉ= íÜÉ= åÉíïçêâ= ~åÇ= ãçåáíçêë= íê~ÑÑáÅ=

ÄÉíïÉÉå=ÅäáÉåíëI=ëÉêîÉêë=~åÇ=çíÜÉê=åÉíïçêâ=ÉèìáéãÉåí=
 m~êíåÉê= i^kW= íÜÉ= ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áå= ~å= ÉåîáêçåãÉåí= íÜ~í= áë= ìëÉÇ= Ñçê=

ÅçããìåáÅ~íáçå=íçï~êÇë=ÉñíÉêå~ä=é~êíåÉêëK=qÜÉ=é~êíåÉê=i^k=áë=ïáíÜçìí=fåíÉêåÉí=~ÅÅÉëë=
 oÉëíêáÅíÉÇ=i^kW=íÜÉ=ãÉ~ëìêáåÖ=éçáåí=áë=äçÅ~íÉÇ=áå=~=äáãáíÉÇ=ÉåîáêçåãÉåí=ïáíÜ=~=îÉêó=ïÉää=

ÇÉÑáåÉÇ=íê~ÑÑáÅ=é~ííÉêå=~åÇ=ïáíÜçìí=fåíÉêåÉí=~ÅÅÉëë=

=

All alerts - false excluded
7 %13 %

6 %

71 %

3 %
DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
qÜÉ=Çá~Öê~ã=~ÄçîÉ=ëÜçïë=íÜÉ=ÇáëíêáÄìíáçå=Ñçê=~ää=ÖÉåìáåÉ=~äÉêíëK==
=

=

=

Alerts with malicious intent

14 %

55 %

30 %

1 %
DMZ

Internet

Intra LAN

Partner LAN

Restricted
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qÜÉ=Çá~Öê~ã=~ÄçîÉ= ëÜçïë= íÜÉ=ÇáëíêáÄìíáçå= Ñçê= ~ää= ~äÉêíë= Å~ìëÉÇ=Äó= ~Åíáîáíó=ïáíÜ=ã~äáÅáçìë=
áåíÉåíI=ïáíÜçìí=íÜÉ=ÅìëíçãÉê=åÉÅÉëë~êó=ÄÉáåÖ=îìäåÉê~ÄäÉK==
=
=

Alerts - severe

58 %

31 %
11 %

DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
qÜÉ= Çá~Öê~ã= ~ÄçîÉ= ëÜçïë= íÜÉ= ÇáëíêáÄìíáçå= çÑ= ~ää= ~äÉêíë= Å~ìëÉÇ= Äó= ~Åíáîáíó= ïáíÜ=ã~äáÅáçìë=
áåíÉåíI=~åÇ=ïÜÉêÉ=íÜÉ=ÅìëíçãÉê=ãáÖÜí=ÄÉ=îìäåÉê~ÄäÉ=çê=ÅçãéêçãáëÉÇK=
=
qÜáë=ãçåíÜ=ãçëí=~äÉêíë=Ü~îÉ=ÄÉÉå=êÉÖáëíÉêÉÇ=áå=íÜÉ=é~êíåÉê=i^kK=tÉ=ëÉÉ=ÜçïÉîÉê=íÜ~í=ãçëí=
çÑ=íÜÉëÉ=~äÉêíë=~êÉ=çÑ=åçí=ëÉîÉêÉ=ÅÜ~ê~ÅíÉêK=låäó=~=ãáåçê=çÑ=íÜÉëÉ=~äÉêíë=Ü~îÉ=Ü~Ç=~=ã~äáÅáçìë=
áåíÉåÇK=pÉîÉêÉ=~äÉêíë=~êÉ=ëíáää=ãçëíäó=ëÉÉå=Ñêçã=íÜÉ=fåíÉêåÉíI=êÉÖáëíÉêÉÇ=çå=áåíÉêåÉí=ëÉåëçêë=çê=
áå=íÜÉ=ajwK=líÜÉê=ëÉîÉêÉ=~äÉêíë=~êÉ=ãçëíäó=ëÉÉå=áå=áåíÉêå~ä=òçåÉëI=áåÇáÅ~íáåÖ=íÜ~í=ìëÉêë=~êÉ=
ÄêÉ~ÅÜáåÖ=íÜÉ=áåíÉêå~ä=éçäáÅóK==
=
jçëí= çÑ= íÜÉ= ~íí~Åâë= Ñêçã= íÜÉ= fåíÉêåÉí= ~êÉ= ã~áåäó= Å~ìëÉÇ= Äó= ïÉÄ= ~íí~Åâë= ~Ö~áåëí= ïÉÄ=
ëÉêîÉêëK==

=

obmloqba=fk`fabkqp=

qÜÉ=ëí~íáëíáÅ=ÄÉäçï=ëÜçïë=ÇáëíêáÄìíáçå=çÑ=áåÅáÇÉåíë=êÉéçêíÉÇ=íç=ÅìëíçãÉêë=çÑ=pÉÅçÇÉ=íÜÉ=ä~ëí=
S=ãçåíÜëK==
=

Reported incidents last 6 month

73 %

19 %

4 %
2 %

2 %
DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
fåÅáÇÉåíë= áå= êÉëíêáÅíÉÇ= òçåÉ= ~êÉ=ã~áåäó= Å~ìëÉÇ=Äó= ìëÉêë=ïÜáÅÜ= îáçä~íÉë= íÜÉ= çêÖ~åáò~íáçåÛë=
áåíÉêå~ä= ëÉÅìêáíó= éçäáÅóK= qÜÉ= áåÅáÇÉåíë= Ñêçã= íÜÉ= fåíÉêåÉí= ëÉÖãÉåíë= ~êÉ= ã~áåäó= ÇáêÉÅíäó=
í~êÖÉíáåÖ=~íí~Åâë=~Ö~áåëí= íÜÉ=Ñáå~åÅÉ=ëÉÅíçêI=ìëáåÖ=eqqmLeqqmpK=tÉ=ëÉÉ=íÜ~í=ãçëí=çÑ= íÜÉ=
~íí~Åâë=~êÉ=ÇáêÉÅíÉÇ=~íí~Åâ=Ñêçã=íÜÉ=fåíÉêåÉí=ëÉÖãÉåíK=
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qeob q̂=ibsbi==

aìÉ= íç= ÜáÖÜ= ~Åíáîáíó= äÉîÉäI= fåíÉêåÉí= ïçêãë= ~åÇ= ëé~ããáåÖ= ~êÉ= Ü~åÇäÉÇ= áå= ~= ëÉé~ê~íÉ=
ëìÄÅÜ~éíÉêX= “fåíÉêåÉí=ïçêãë= ~åÇ= pé~ãÒI= ~åÇ= ~êÉ= ÉñÅäìÇÉÇ= Ñêçã= íÜÉ= çíÜÉê= ÅÜ~êíë= áå= íÜáë=
ÅÜ~éíÉêK=

ob`lkk^fpp^k`b=^qq^`hp=klsbj_bo=OMMU=

qÜÉ= ëí~íáëíáÅë= áå= íÜáë= ëìÄÅÜ~éíÉê= ÖáîÉë= ~å= çîÉêîáÉï= çÑ= íÜÉ= ~îÉê~ÖÉ= åìãÄÉê= çÑ=
êÉÅçåå~áëë~åÅÉ= ~íí~Åâë= éÉê= åÉíïçêâ= ìåÇÉê= ëìêîÉáää~åÅÉK= qçé= NM= ~îÉê~ÖÉ= êÉÅçåå~áëë~åÅÉ=
~íí~Åâë=Åçåí~áå=~=ëìãã~êó=çÑ=íÜÉ=ãçëí=Åçããçå=êÉÅçåå~áëë~åÅÉ=~íí~ÅâëX=ÉáíÜÉê=íÜÉ=ëÅ~å=áë=
Ñçê= çåÉ= ëáåÖäÉ= ëÉêîáÅÉ= çê= ~= ÅçãÄáå~íáçå= çÑ= ëÉîÉê~ä= ëÉêîáÅÉëK= qÜÉ=ã~äáÅáçìë= ~Åíáîáíó= áå= íÜÉ=
ëí~íáëíáÅë= ÄÉäçï= áë=ã~áåäó= ~ìíçã~íÉÇ= ~íí~ÅâëI= ïÜáÅÜ= ÅçãÉ= Ñêçã= áåÑÉÅíÉÇ= ÅçãéìíÉêë= EÉKÖK=
fåíÉêåÉí=ïçêãë=çê=îáêìëÉëFK=qÜáë=ãÉ~åë=íÜ~í=ãçëí=çÑ=íÜÉ=~íí~Åâë=~êÉ=åçí=ÇáêÉÅíäó=~áãÉÇK==
=

Reconnaissance attacks per monitored C-Net
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Reconnaissance attacks per C-Net Per date
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Average top 10 incidents per C-Net
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Top 10 - Attacks per country per C-Net
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=
qÜÉêÉ= ï~ë= ~= ëäáÖÜí= áåÅêÉ~ëÉ= áå= íÜÉ= åìãÄÉê= çÑ= êÉÅçåå~áëë~åÅÉ= ~íí~Åâë= ÇìêáåÖ= kçîÉãÄÉêK=
eçïÉîÉêI=ïÉ=ëÉÉ=íÜ~í=íÜÉ=ã~áå=ëÉêîáÅÉ=çÑ=~íí~Åâ=áë=ëíáää=sk`I=~åÇ=íÜÉêÉ=áë=åç=ÇáÑÑÉêÉåÅÉ=íÜÉêÉ=
Ñêçã=ä~ëí=ãçåíÜK=^ë=ïÉ=ëÉÉ=~å=áåÅêÉ~ëÉ=áå=íÜÉ=íçí~ä=åìãÄÉê=çÑ=êÉÅçåå~áëë~åÅÉ=~íí~Åâë=íÜÉêÉ=
áë=éêçÄ~Ääó=~å=áåÅêÉ~ëÉ=áå=ëÉîÉê~ä=çÑ=íÜÉ=ëÉêîáÅÉë=íÜ~í=áë=åçí=éä~ÅÉÇ=~ãçåÖ=íÜÉ=íçé=íÉå=í~êÖÉí=
ëÉêîáÅÉëK==
=
^ãçåÖ=ÅçìåíêáÉë=çÑ=çêáÖáå=íÜÉêÉ=áë=çåÉ=ëìêéêáëÉ=íÜáë=ãçåíÜI=ïáíÜ=^äÖÉêá~=ÄÉáåÖ=çå=UíÜ=éä~ÅÉK=
qÜÉ=~íí~Åâë=Ñêçã=^äÖÉêá~=áë=~äãçëí=çåäó=ëÉÉå=íçï~êÇë=sk`=Eéçêí=RVMMFI=~åÇ=íÜÉó=Üáí=~ää=çìê=
ÅìëíçãÉêëK= qÜáë= áåÇáÅ~íÉë= íÜ~í= íÜÉëÉ= ~íí~Åâë= ~êÉ= åçí= áåíÉåÇÉÇ= íç= í~êÖÉí= ~åó= é~êíáÅìä~ê=
Åçãé~åóK====
=
^ää= íÜÉ= ëÉêîáÅÉ= ëÅ~åë= áå= íÜÉ= ëí~íáëíáÅ= ~ÄçîÉ= áë= í~êÖÉíáåÖ= âåçïå= ëÉêîáÅÉë= ïáíÜ= âåçïå=
îìäåÉê~ÄáäáíáÉë=~åÇ=ÉñéäçáíëK==
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fkqbokbq=tlojp=^ka=pm^j==

_ÉÅ~ìëÉ= çÑ= ~= ÜáÖÜ= äÉîÉä= çÑ= ~Åíáîáíó= ~Ö~áåëí= ÅÉêí~áå= ëÉêîáÅÉëI= íÜáë= íê~ÑÑáÅ= áë= éêÉëÉåíÉÇ= áå=
ëÉé~ê~íÉ=ëí~íáëíáÅëK=qÜáë=~ééäáÉë=Ñçê=ëÉêîáÅÉë=ãçëí=ÑêÉèìÉåíäó=í~êÖÉíÉÇ=Äó=fåíÉêåÉí=ïçêãë=~åÇ=
ëé~ããáåÖ=~ííÉãéíëK=
=

Activity pr port/service pr C-Net

0

5000

10000

15000

20000

25000

30000

de
s.

07

ja
n.

08

fe
b.

08

m
ar

.0
8

ap
r.0

8

m
ai

.0
8

ju
n.

08

ju
l.0

8

au
g.

08

se
p.

08

ok
t.0

8

no
v.

08

5000 (Bobax)

445 (Nachi/Sasser)

3127 (MyDoom)

1434 (SQL Slammer)

137 (opaSoft/BugBEar)

135 (Blaster/Nachi)

1029 ICQ/Msg SPAM

1028 ICQ/Msg SPAM

1027 ICQ/Msg SPAM

1026 ICQ/Msg SPAM

1025 ICQ/Msg SPAM

0 (Nachi.b)

=

qÜáë=ãçåíÜ=ïÉ= Ü~îÉ= ëÉÉå= ~= ÄáÖ= áåÅêÉ~ëÉ= áå= íê~ÑÑáÅ= íçï~êÇë= éçêí= QQRK= qÜáë= íê~ÑÑáÅ= áë= ëÉÉå=
íçï~êÇë=~ää=çÑ=çìê=ÅìëíçãÉêëK=qÜáë= íê~ÑÑáÅ=ëÉÉãë= íç=ÄÉ= êÉä~íÉÇ= íç=ïçêãë=ïÜáÅÜ= í~êÖÉí= íÜáë=
éçêí= áå=é~êíáÅìä~ê= EtPOKaçïå~ÇìéFK= få= ä~íÉ=çÑ=lÅíçÄÉê=~=ÅêáíáÅ~ä=ìéÇ~íÉ=ï~ë= êÉäÉ~ëÉÇ= Ñêçã=
jáÅêçëçÑíI= ~å= ìéÇ~íÉ= ïÜáÅÜ= pÉÅçÇÉ= ÜáÖÜäó= êÉÅçããÉåÇÉÇ= íç= áãéäÉãÉåíK= qÜáë= é~íÅÜ= ï~ë=
êÉäÉ~ëÉÇ= ÇìÉ= íç= ëçãÉ= ~íí~Åâë= íçï~êÇë= íÜÉ=táåÇçïë= pÉîÉê= pÉêîáÅÉI= ïÜáÅÜ= ìëÉë= íÜÉ= QQR=
éçêíK=qçï~êÇë= íÜÉ=ÉåÇ=çÑ=kçîÉãÄÉê=ïÉ=Ü~îÉ=ëÉÉå=~=ÜìÖÉ= áåÅêÉ~ëÉ= áå= íÜáë=âáåÇ=çÑ= íê~ÑÑáÅI=
ã~âáåÖ=póã~åíÉÅ=ëÉí=íÜÉáê=qÜêÉ~í`çå=äÉîÉä=íç=íïçK==
=
jçëí= ÑáêÉï~ääë=~êÉ=ÅçåÑáÖìêÉÇ=íç=ÄäçÅâ=éçêí=QQRK= få=~ÇÇáíáçå=íÜÉ=é~íÅÜ=êÉäÉ~ëÉÇ= áå=lÅíçÄÉê=
Ü~ë=ÄÉÉå=êÉÅçããÉåÇÉÇ=Ñçê=~ääK=fÑ=óçìê=ÑáêÉï~ää=áë=ëÉÅìêÉÇ=~åÇ=íÜÉ=é~íÅÜ=áë=áãéäÉãÉåíÉÇI=óçì=
~êÉ=áå=åç=Ç~åÖÉêK==
 


