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pb`lab=^_=
pÉÅçÇÉ=ÜÉäéë=Åçãé~åáÉë=~åÇ=çêÖ~åáò~íáçåë=Ö~áå= áåëáÖÜíI=ÅçãéÉíÉåÅÉ=~åÇ=íÜÉêÉÄó=Åçåíêçä=
çîÉê= íÜÉáê= çéÉê~íáçåë= Ñêçã= ~= ÅçãéäÉíÉ= fq= ëÉÅìêáíó= éÉêëéÉÅíáîÉK=tÉ= ÇÉäáîÉê= éêç~ÅíáîÉ= ~åÇ=
éÉêéÉíì~ä= îáÖáä~åÅÉ= ïáíÜáå= íïç= ~êÉ~ëW= OQLT= j~å~ÖÉÇ= pÉÅìêáíó= pÉêîáÅÉë= ~åÇ= pÉÅìêáíó=
`çåëìäíáåÖK=
=
qÜÉ=`çãé~åó=ï~ë=çêáÖáå~ääó=ÑçìåÇÉÇ=áå=NVUS=~ë=póëíÉã=páââÉêÜÉí=^LpI=áå=^êÉåÇ~äI=kçêï~óK=
få=óÉ~ê=OMMMI=pÉÅçÇÉ=^_=ï~ë= ÑçìåÇÉÇ= áå=pïÉÇÉå=~åÇ=ëí~êíÉÇ= áíë=OQLT=j~å~ÖÉÇ=pÉÅìêáíó=
pÉêîáÅÉë= ~åÇ= pÉÅìêáíó= `çåëìäíáåÖK= qÜÉ= íïç= Åçãé~åáÉë=ãÉêÖÉÇ= áå= g~åì~êó= OMMQI= íÜÉêÉÄó=
ÑçêÖáåÖ= íÜÉ= äÉ~ÇáåÖ= aáÖáí~ä= pÉÅìêáíó= `çãé~åó= áå= íÜÉ= kçêÇáÅ= êÉÖáçåK= få= j~êÅÜ= OMMS= íÜÉ=
cáååáëÜ= fqJëÉÅìêáíó=Åçãé~åó=kÉíëçä=lv= EÑçìåÇÉÇ= áå=NVVSF=ï~ë=ãÉêÖÉÇ= áåíç=pÉÅçÇÉK=cêçã=
íÜÉ= Ñáêëí= çÑ= g~åì~êó=OMMT=pÉÅçÇÉ=Ü~ë=Éëí~ÄäáëÜÉÇ=ë~äÉëJçÑÑáÅÉë= áå=ÄçíÜ=aÉåã~êâ=~åÇ=qÜÉ=
kÉíÜÉêä~åÇë= ~åÇ= ÇÉäáîÉêë= fqJëÉÅìêáíó= ëÉêîáÅÉë= íç= ÅìëíçãÉêë= áå= íÜÉëÉ= ÅçìåíêáÉë= ~ë= ïÉääK=
pÉÅçÇÉ=ÜÉäéë=ã~åó=ÅìëíçãÉêë=áå=éêáî~íÉ=~åÇ=éìÄäáÅ=ëÉÅíçêëI=Ñêçã=ëÉîÉå=ÇáÑÑÉêÉåí=äçÅ~íáçåëI=
ìëáåÖ=ÅäçëÉ=íç=UR=ëÉÅìêáíó=ëéÉÅá~äáëíëK=qÜÉëÉ=ëéÉÅá~äáëíë=Ü~îÉ=äçåÖ=ÉñéÉêáÉåÅÉ=Ñêçã=ÄìáäÇáåÖ=
ä~êÖÉ=ÅçãéìíÉê=åÉíïçêâë=~åÇLçê=ìéJíçJÇ~íÉ=fq=ëÉÅìêáíó=ÅçãéÉíÉåÅÉK=pÉÅçÇÉ=^_=íçÇ~ó=Ü~ë=
ãçêÉ=íÜ~å=NMM=ÉãéäçóÉÉëK=
=
^ää= íÜáë= íçÖÉíÜÉê=ã~âÉë=pÉÅçÇÉ= íÜÉ= äÉ~ÇáåÖ=kçêíÜÉêå=bìêçéÉ~å=aáÖáí~ä= pÉÅìêáíó=`çãé~åó=
ïáíÜáå=j~å~ÖÉÇ=pÉÅìêáíó=pÉêîáÅÉë=ÅçãÄáåÉÇ=ïáíÜ=fqJpÉÅìêáíó=`çåëìäí~åÅó=pÉêîáÅÉëK=

prjj^ov=
qÜÉ=êÉÅçåå~áëë~åÅÉ=~íí~Åâë=Ü~îÉ=ëÜçïå=~å=áåÅêÉ~ëÉ=ÇìêáåÖ=j~êÅÜK=eçïÉîÉêI=Åçãé~êÉÇ=íç=
g~åì~êóI=ïÜáÅÜ=Ü~ë=íÜÉ=ë~ãÉ=åìãÄÉê=çÑ=Ç~óëI=íÜÉ=~Åíáîáíó=äÉîÉä=áë=~í=~=êÉä~íáîÉäó=ëí~ÄäÉ=äÉîÉäK==
=
kç=åÉï=íêÉåÇë=Ü~îÉ=ÄÉÉå=ÇÉíÉÅíÉÇ=íÜáë=ãçåíÜK==
=
få=ÚcçÅìë=çÑ=íÜÉ=jçåíÜÛI=ïÉ=ÇáëÅìëë=ÅóÄÉê=íÉêêçêK====

q^_ib=lc=`lkqbkqp=
fkqolar`qflk ........................................................................................... 3 
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fkqolar`qflk=

qÜáë=êÉéçêí=áë=Ä~ëÉÇ=çå=íÜêÉÉ=ã~áå=é~êíëX=qÜêÉ~í=äÉîÉäI=^äÉêí=pí~íáëíáÅ=~åÇ=
cçÅìë=çÑ=íÜÉ=jçåíÜK==
=
qÜêÉ~í= äÉîÉä= áë= ~= éêÉëÉåí~íáçå= çÑ=ïÜ~í= íÜêÉ~íë= çêÖ~åáò~íáçåë= ~êÉ= ÉñéçëÉÇ= íç= íÜêçìÖÜ= íÜÉáê=
fåíÉêåÉí= ÅçååÉÅíáçåK= få= íÜáë= íÜêÉ~í= Éî~äì~íáçåI= êÉÅçåå~áëë~åÅÉ= ~íí~Åâë= Ñêçã= íÜÉ= fåíÉêåÉí=
~Ö~áåëí=ÅìëíçãÉêë=çÑ=pÉÅçÇÉ=~êÉ=~å~äóòÉÇ=~åÇ=éêÉëÉåíÉÇK=
=
^äÉêí=pí~íáëíáÅ=áë=Ä~ëÉÇ=çå=~äÉêíë=Ñêçã=pÉÅçÇÉÛë=fap=~åÇ=fmp=íççäëK=^å=~äÉêí=~ééÉ~ê=ïÜÉå=~=
ëÉåëçê= êÉÅçÖåáòÉë= åÉíïçêâ= íê~ÑÑáÅ= íÜ~í= Ñáí= íÜÉ= áãéäÉãÉåíÉÇ= ëáÖå~íìêÉëLÑáäíÉêëI= ~åÇ= áå= íÜÉëÉ=
Å~ëÉë=~äÉêíë=ïáää=ÄÉ=íê~åëÑÉêêÉÇ=íç=pÉÅçÇÉ=pl`=EpÉÅìêáíó=léÉê~íáçå=`ÉåíÉêFK=^ää=~äÉêíëI=ÄçíÜ=
Ñ~äëÉ=~åÇ=ÖÉåìáåÉI=~êÉ=ã~åì~ääó=Ü~åÇäÉë=Äó=~å~äóëíë=~í=pÉÅçÇÉK==
=
cçÅìë=çÑ=íÜÉ=jçåíÜ=áë=~å=~êíáÅäÉ=~Äçìí=êÉäÉî~åí=íçéáÅë=ïáíÜáå=fq=pÉÅìêáíóK=
qÜÉëÉ=ãáÖÜí=ÄÉ=íçéáÅë=ÇáëÅìëëÉÇ=áå=ãÉÇá~I=áåÅáÇÉåíë=íÜ~í=Å~å=áåÑäìÉåÅÉ=íÜÉ=
íÜêÉ~í=äÉîÉäI=çê=ÅÜ~åÖÉë=áå=íÜÉ=~íí~Åâ=é~ííÉêå=Ñêçã=íÜÉ=fåíÉêåÉíK==
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qeob q̂=ibsbi==

aìÉ= íç= ÜáÖÜ= ~Åíáîáíó= äÉîÉäI= fåíÉêåÉí= ïçêãë= ~åÇ= ëé~ããáåÖ= ~êÉ= Ü~åÇäÉÇ= áå= ~= ëÉé~ê~íÉ=
ëìÄÅÜ~éíÉêX= “fåíÉêåÉí=ïçêãë= ~åÇ= pé~ãÒI= ~åÇ= ~êÉ= ÉñÅäìÇÉÇ= Ñêçã= íÜÉ= çíÜÉê= ÅÜ~êíë= áå= íÜáë=
ÅÜ~éíÉêK=

ob`lkk^fpp^k`b=^qq^`hp=j^o`e=OMMT=

qÜÉ=ëí~íáëíáÅë=ÄÉäçï=ÖáîÉë=~å=çîÉêîáÉï=çÑ= íÜÉ=~îÉê~ÖÉ=åìãÄÉê=çÑ= êÉÅçåå~áëë~åÅÉ=~íí~Åâë=
éÉê=åÉíïçêâ=ìåÇÉê=ëìêîÉáää~åÅÉK=eçïÉîÉêI=íÜÉ=~Åíáîáíó=äÉîÉä=ã~ó=î~êó=Ñêçã=çåÉ=åÉíïçêâ=~êÉ~=
íç=~åçíÜÉêK=aÉëéáíÉ=íÜÉëÉ=î~êá~íáçåë=áå=íÜÉ=íçí~ä=~Åíáîáíó=äÉîÉäI=ïÉ=EãçëíäóF=êÉÖáëíÉê=íÜÉ=ë~ãÉ=
âáåÇ=çÑ=~íí~Åâë=áå=ÇáÑÑÉêÉåí=åÉíïçêâ=~êÉ~ëK=
=
=

Reconnaissance attacks pr monitored C-Net
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Reconnaissance attacks per C-Net per date
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=
qÜÉêÉ=Ü~ë=ÄÉÉå=~å=áåÅêÉ~ëÉ=áå=íÜÉ=íçí~ä=åìãÄÉê=çÑ=êÉÅçåå~áëë~åÅÉ=~íí~Åâë=Ñêçã=cÉÄêì~êó=íç=
j~êÅÜI=Äìí=ïáíÜ=~=îáÉï=íç= íÜÉ= Ñ~Åí= íÜ~í=cÉÄêì~êó=Ü~ë=~= äçïÉê=åìãÄÉê=çÑ=Ç~óëI= íÜÉ=~Åíáîáíó=
äÉîÉä=ëíáää=ëÉÉãë=íç=êÉã~áå=~í=~=ëí~ÄäÉ=äÉîÉäK=tÜÉå=Åçãé~êáåÖ=g~åì~êó=~åÇ=j~êÅÜ=EïÜáÅÜ=Ü~ë=
íÜÉ=ë~ãÉ=~ãçìåí=çÑ=Ç~óëF=íÜÉêÉ=áë=çåäó=~=ãáåçê=ÅÜ~åÖÉK==
=
qÜÉêÉ=Ü~ë=ÄÉÉå=~å=áåÅêÉ~ëÉ=áå=íÜÉ=åìãÄÉê=çÑ=ëÅ~åë=Ñçê=éçêí=OVSTK=_ÉëáÇÉë=íÜ~íI=íÜÉêÉ=áë=~=
ëã~ää=ëÅ~ååáåÖ=áåÅêÉ~ëÉ=Ñçê=ãçëí=ëÉêîáÅÉëI=ëçãÉíÜáåÖ=íÜ~í=áãéäáÉë=íÜ~í=íÜÉêÉ=~êÉ=ÑÉï=ÇáêÉÅí=
í~êÖÉíáåÖ=ëÅ~åë=K==
=
qÜÉêÉ=áë=åç=ëéÉÅá~ä=~íí~Åâ=ÄÉÜáåÇ=íÜÉ=~Åíáîáíó=íçé=~êçìåÇ=íÜÉ=NUíÜ=çÑ=j~êÅÜK==
=
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qvmb=lc=ob`lkk^fpp^k`b=^qq^`hp=

qÜÉ= Çá~Öê~ã= ÄÉäçï= Åçåí~áåë= ~= ëìãã~êó= çÑ= íÜÉ= ãçëí= Åçããçå= êÉÅçåå~áëë~åÅÉ= ~íí~Åâë=
ÇìêáåÖ= íÜÉ= ä~ëí= íïç=ãçåíÜëK= qÜÉ=Çá~Öê~ã=ÇçÉë=åçí= ëÉé~ê~íÉ= ëÅ~åë= Ñçê= çåÉ= ëáåÖäÉ= ëÉêîáÅÉ=
Ñêçã=ÅçãÄáåÉÇ=ëÅ~åë=Ñçê=ëÉîÉê~ä=ëÉêîáÅÉëK=

Average top 10 incidents per C-Net

0

200

400

600

800

1000
S

ym
an

te
c 

A
V

V
N

C

N
et

B
IO

S

N
et

B
IO

S,
 M

S
 S

Q
L,

S
ym

an
te

c 
A

V

S
ym

an
te

c 
A

V
 (2

96
8)

M
S

 S
Q

L

M
S

 R
P

C

N
et

B
IO

S,
 M

S
 S

Q
L

M
S

 S
Q

L,
 S

ym
an

te
c 

A
V

N
et

B
IO

S
, S

ym
an

te
c 

A
V

March February

=
=

=
pÅ~åë= Ñçê= íÅé= éçêí= OVST= Epóã~åíÉÅ= ^sF= Ü~ë= çåÅÉ= ãçêÉ= áåÅêÉ~ëÉÇ= ~ÑíÉê= ~= ÅçåëáÇÉê~ÄäÉ=
êÉä~éëÉ=ä~ëí=éÉêáçÇK=pÅ~åë=Ñçê=íÅé=éçêí=NPV=EkÉí_flpF=áë=çå=íÜÉ=çíÜÉê=Ü~åÇ=êÉÇìÅÉÇI=ïÜáÅÜ=
ã~âÉë=áí=íÜÉ=çåäó=ëÉêîáÅÉ=~ãçåÖ=íÜÉ=qçé=NM=íÜ~í=Ü~ë=ÄÉÉå=ÇÉÅêÉ~ëáåÖ=ÇìêáåÖ=j~êÅÜK==
=
pÅ~åë=Ñçê=íÅé=éçêí=OVSU=EbkmmI=ìëÉÇ=Äó=póã~åíÉÅFI=Ü~ë=~äëç=ÇÉÅêÉ~ëÉÇ=ëäáÖÜíäóK=líÜÉêïáëÉ=
íÜÉêÉ=~êÉ=çåäó=ãáåçê=ÇáÑÑÉêÉåÅÉë=Åçãé~êáåÖ=ïáíÜ=qçé=NM=äáëíë=Ñêçã=éêÉîáçìë=éÉêáçÇëK===
=
^ää=íÜÉ=ëÉêîáÅÉë=~ÄçîÉ=Ü~îÉ=éêÉîáçìëäó=ÄÉÉå=~í=íÜÉ=qçé=NM=äáëíK==
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ob`lkk^fpp^k`b=^qq^`hp=mo=`lrkqov=

qÜÉ=ã~äáÅáçìë=~Åíáîáíó=áå=íÜÉ=ëí~íáëíáÅ=ÄÉäçï=áë=ã~áåäó=~ìíçã~íÉÇ=~íí~ÅâëI=ïÜáÅÜ=ÅçãÉë=Ñêçã=
áåÑÉÅíÉÇ=ÅçãéìíÉêë=EÉKÖK=fåíÉêåÉí=ïçêãë=çê=îáêìëÉëFK=qÜáë=ãÉ~åë=íÜ~í=ãçëí=çÑ=íÜÉ=~íí~Åâë=~êÉ=
åçí=ÇáêÉÅíäó=~áãÉÇK==
=

Top 10 - Attacks per country pr C-Net
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=

^ë=áå=É~êäáÉê=éÉêáçÇëI=íÜÉ=rp=áë=íÜÉ=ãçëí=~ÖÖêÉëëáîÉ=ëçìêÅÉ=çÑ=êÉÅçåå~áëë~åÅÉ=~íí~ÅâëI=Äìí=
íÜÉêÉ=Ü~ë=ÄÉÉå=~=ëäáÖÜí=êÉÇìÅíáçå=íÜáë=ãçåíÜK=oçã~åá~=áë=åÉï=íç=íÜÉ=qçé=NM=äáëí=çÑ=j~êÅÜK=
qê~ÑÑáÅ= Ñêçã= íÜáë= Åçìåíêó= áë= çÄëÉêîÉÇ= íçï~êÇë= ëÉîÉê~ä= çÑ= çìê= ÅìëíçãÉêëI= ëç= íÜÉêÉ= áë= åç=
é~êíáÅìä~ê=~íí~Åâ=ÄÉÜáåÇ=íÜáë=åÉï=ÉäÉãÉåí=áå=íÜÉ=ëí~íáëíáÅ=~ÄçîÉK====
=
qÜÉ=rp=áë=íÜáë=éÉêáçÇ=ÑçääçïÉÇ=Äó=pçìíÜJhçêÉ~=~åÇ=`Üáå~K==
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fkqbokbq=tlojp=^ka=pm^j==

_ÉÅ~ìëÉ= çÑ= ~= ÜáÖÜ= äÉîÉä= çÑ= ~Åíáîáíó= ~Ö~áåëí= ÅÉêí~áå= ëÉêîáÅÉëI= ëìÅÜ= íê~ÑÑáÅ= áë= éêÉëÉåíÉÇ= áå=
ëÉé~ê~íÉ=ëí~íáëíáÅëK=qÜáë=~ééäáÉë=Ñçê=ëÉêîáÅÉë=ãçëí=ÑêÉèìÉåíäó=í~êÖÉíÉÇ=Äó=fåíÉêåÉí=ïçêãë=~åÇ=
ëé~ããáåÖ=~ííÉãéíëK=
=

Activity per port/service per C-Net
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5000 (Bobax)

445 (Nachi/Sasser)

3127 (MyDoom)

1434 (SQL Slammer)

137 (opaSoft/BugBEar)

135 (Blaster/Nachi)

1029 ICQ/Msg SPAM

1028 ICQ/Msg SPAM

1027 ICQ/Msg SPAM

1026 ICQ/Msg SPAM

1025 ICQ/Msg SPAM

0 (Nachi.b)

=

qÜÉêÉ=Ü~ë=ÄÉÉå=~=ëäáÖÜí= áåÅêÉ~ëÉ= áå=ïçêãJ=~åÇ=ëé~ã=~Åíáîáíó= íÜáë=ãçåíÜK=qÜáë= áåÅêÉ~ëÉ= áë=
Å~ìëÉÇ=Äó=ãçêÉ=íê~ÑÑáÅ=íçï~êÇë=f`nLjëÖ=pé~ãK==
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^iboq=pq̂ qfpqf`=

qÜáë=ÅÜ~éíÉê=ÖáîÉë=~=ëìãã~êó=çÑ=~äÉêíë=Ñêçã=fapLfmp=ëÉåëçêëK=qÜÉëÉ=~äÉêíë=
~êÉ=~ää=~å~äóòÉÇ=Äó=pÉÅçÇÉ=pl`K=qÜÉ=ëí~íáëíáÅë=ëÜçïë=íÜÉ=ÇáëíêáÄìíáçå=çÑ=
~äÉêíë=éÉê=åÉí=ëÉÖãÉåí=íÜ~í=~êÉ=ìåÇÉê=ëìêîÉáää~åÅÉK==

e^kaiba=^iboqp=

qÜÉ= ëí~íáëíáÅë= ÄÉäçï= ëÜçïë= Ü~åÇäÉÇ= ~äÉêíë= ÇáëíêáÄìíÉÇ= ~í= íÜÉ= ÇáÑÑÉêÉåí= åÉíïçêâ= ëÉÖãÉåíë=
ïÜÉêÉ=pÉÅçÇÉÛë=ãÉ~ëìêáåÖ=éçáåíë=~êÉ=áåëí~ääÉÇK=
=
qÜÉ=åÉíïçêâ=ëÉÖãÉåíë=~êÉ=ÇáîáÇÉÇ=áåíç=íÜÉ=ÑçääçïáåÖW=
 fåíÉêåÉíW=íÜÉ=ãÉ~ëìêáåÖ=éçáåí=áë=äçÅ~íÉÇ=çìíëáÇÉ=íÜÉ=ÑáêÉï~ää=çå=~=åÉíïçêâ=ÉñéçëÉÇ=íç=íÜÉ=

fåíÉêåÉí=
 ajwW= íÜÉ=ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áåëáÇÉ= íÜÉ= åÉíïçêâ= ~åÇ=ãçåáíçêë= íê~ÑÑáÅ= ~Ö~áåëí=

ëÉêîáÅÉë=íÜ~í=~êÉ=ÉñéçëÉÇ=íç=fåíÉêåÉí=çê=çíÜÉê=ìåë~ÑÉI=ÉñíÉêå~ä=åÉíïçêâë=
 fåíê~= i^kW= íÜÉ= ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áåëáÇÉ= íÜÉ= åÉíïçêâ= ~åÇ= ãçåáíçêë= íê~ÑÑáÅ=

ÄÉíïÉÉå=ÅäáÉåíëI=ëÉêîÉêë=~åÇ=çíÜÉê=åÉíïçêâ=ÉèìáéãÉåí=
 m~êíåÉê= i^kW= íÜÉ= ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áå= ~å= ÉåîáêçåãÉåí= íÜ~í= áë= ìëÉÇ= Ñçê=

ÅçããìåáÅ~íáçå=íçï~êÇë=ÉñíÉêå~ä=é~êíåÉêëK=qÜÉ=é~êíåÉê=i^k=áë=ïáíÜçìí=fåíÉêåÉí=~ÅÅÉëë=
 oÉëíêáÅíÉÇ=i^kW=íÜÉ=ãÉ~ëìêáåÖ=éçáåí=áë=äçÅ~íÉÇ=áå=~=äáãáíÉÇ=ÉåîáêçåãÉåí=ïáíÜ=~=îÉêó=ïÉää=

ÇÉÑáåÉÇ=íê~ÑÑáÅ=é~ííÉêå=~åÇ=ïáíÜçìí=fåíÉêåÉí=~ÅÅÉëë=

=

All alerts - false excluded

14 %

%

1 %
16 %

48 %

DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
qÜÉ=Çá~Öê~ã=~ÄçîÉ=ëÜçïë=íÜÉ=ÇáëíêáÄìíáçå=Ñçê=~ää=ÖÉåìáåÉ=~äÉêíëK==
=

Alerts with malicious intent

26 %
0 %

2 %

71 %

DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
=



 

DENMARK • FINLAND • NORWAY • SWEDEN • THE NETHERLANDS 

www.secode.com  info@secode.com  Secode Råsundavägen 12 SE-169 67 Solna Sweden  Tel +46 8 564 875 00 

qÜÉ=Çá~Öê~ã=~ÄçîÉ=ëÜçïë=íÜÉ=ÇáëíêáÄìíáçå=Ñçê=~ää=~äÉêíë=Å~ìëÉÇ=Äó=~Åíáîáíó=
ïáíÜ=ã~äáÅáçìë=áåíÉåíI=ïáíÜçìí=íÜÉ=ÅìëíçãÉê=åÉÅÉëë~êó=ÄÉáåÖ=îìäåÉê~ÄäÉK==
=
=
=

Alerts - severe
1 %

78 %

DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
qÜÉ=Çá~Öê~ã=~ÄçîÉ=ëÜçïë=íÜÉ=ÇáëíêáÄìíáçå=çÑ=~ää=~äÉêíë=Å~ìëÉÇ=Äó=~Åíáîáíó=
ïáíÜ=ã~äáÅáçìë=áåíÉåíI=~åÇ=ïÜÉêÉ=íÜÉ=ÅìëíçãÉê=ãáÖÜí=ÄÉ=îìäåÉê~ÄäÉ=çê=
ÅçãéêçãáëÉÇK=

obmloqba=fk`fabkqp=

qÜÉ=ëí~íáëíáÅ=ÄÉäçï=ëÜçïë=ÇáëíêáÄìíáçå=çÑ=áåÅáÇÉåíë=êÉéçêíÉÇ=íç=ÅìëíçãÉêë=çÑ=pÉÅçÇÉ=íÜÉ=ä~ëí=
S=ãçåíÜëK==
=

Reported incidents last 6 month

1 %

4 %

14 %

80 %

DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
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cl`rp=lc=qeb=jlkqe=Ó=`v_bo=qboolo=
`óÄÉê= íÉêêçê=ï~ë=ãÉåíáçåÉÇ= áå= íÜÉ= ä~ëí=cçÅìë=çÑ= íÜÉ=jçåíÜK=qÜáë=ãçåíÜ=ïÉ= í~âÉ=~=ÅäçëÉê=
äççâ=~í=íÜáë=éÜÉåçãÉåçåI=~åÇ=íêó=íç=ÇÉÑáåÉ=Éñ~Åíäó=ïÜ~í=ÅóÄÉê=íÉêêçê=áë=~åÇ=Üçï=áí=áë=ÄÉáåÖ=
ìëÉÇK=
=
aìêáåÖ= íÜÉ= ä~ëí= óÉ~êë= ïÉ= Ü~îÉ= Öçí= ~å= áãéêÉëëáçå= íÜ~í= éÉçéäÉ= êÉä~íÉ= íÉêêçê= íç= ä~êÖÉ=
ÇÉëíêìÅíáçåë=áå=íÜÉ=ëÜ~éÉ=çÑ=ÄçãÄëI=~áêéä~åÉ=Üáà~ÅâáåÖI=~åÇ=ëç=çåK=qÜáë=éáÅíìêÉ=çÑ=íÉêêçê=Ü~ë=
~êáëÉå=Ñêçã=ã~åó=óÉ~êë=çÑ=ãÉÇá~=ÑçÅìëK=qÉêêçê=áë=ãìÅÜ=ãçêÉI=~åÇ=ÜÉêÉ=ïÉ=íêó=íç=ÖáîÉ=~=ãçêÉ=
ÅçãéäÉíÉ=éáÅíìêÉ=çÑ=íÜáëK===

dbkbo^i=qboolofpj=

qç= ÇÉÑáåÉ= ÅóÄÉê= íÉêêçêI= áí=ãáÖÜí= ÄÉ=lKhK= íç= ëí~êí= Äó= ÇÉÑáåáåÖ= íÉêêçê= ~ë= ~= ÖÉåÉê~ä= ÅçåÅÉéíK=
eçïÉîÉêI=íçÇ~ó=åç=ëìÅÜ=ÅäÉ~ê=ÇÉÑáåáíáçå=çÑ=íÉêêçê=çê=íÉêêçêáëã=ÉñáëíëK=qÉêêçê=áë=çÑíÉå=ìëÉÇ=íç=
ÇÉëÅêáÄÉ= íÜÉ= ~Äáäáíó= íç= ÅêÉ~íÉ= ÑÉ~êI= ïÜáäÉ= íÉêêçêáëã= áë= íÉêêçê= ìëÉÇ= íç= ~ÅÜáÉîÉ= ~= éçäáíáÅ~äI=
êÉäáÖáçìë=çê= áÇÉ~ä=ãÉ~ëìêÉK=líÜÉê=ÇÉÑáåáíáçåë= ë~ó= íÜ~í= ~ää= ÇÉëíêìÅíáçå=çÑ=éêçéÉêíó=çê= ìëÉ=çÑ=
íÉêêçê=íç=~ÅÜáÉîÉ=~=éçäáíáÅ~äI=êÉäáÖáçìë=çê=áÇÉ~ä=ãÉ~ëìêÉ=áë=íÉêêçêáëãK==
=
táíÜ= çíÜÉê= ïçêÇëI= áí= áë= åçí= åÉÅÉëë~êáäó= ëç= íÜ~í= íÜÉ= ÇÉëíêìÅíáçå= çÑ= éêçéÉêíó= Ü~ë= íç= ã~âÉ=
éÉçéäÉ=ÑêáÖÜíÉåÉÇI=~ë=äçåÖ=~ë=áí=áë=ÇçåÉ=ïáíÜ=~å=áåíÉåíáçå=íç=éêçãçíÉ=~=éçäáíáÅ~äI=êÉäáÖáçìë=çê=
áÇÉ~ä=Öç~äK==
=
^ë= ~= éçáåíÉê= íç= íÜÉ= ÇáÑÑÉêÉåí= ÇÉÑáåáíáçåëI= ÜÉêÉ= Ñçääçïë= íÜÉ= ÇÉÑáåáíáçåë= çÑ= íÜÉ= c_f= ~åÇ= íÜÉ=
^ãÉêáÅ~å=aÉé~êíãÉåí=çÑ=aÉÑÉåÅÉW=
=
c_f=
qÉêêçêáëã=J=fääÉÖ~ä=ìëÉ=çÑ=ÑçêÅÉ=çê=îáçäÉåÅÉ=~Ö~áåëí=éÉçéäÉ=çê=éêçéÉêíóX=íç=ÑêáÖÜíÉå=çê=ÉåÑçêÅÉ=
~=ëí~íÉI=Åáîáä=éçéìä~íáçå=çê=é~êíë=çÑ=íÜáëI=íç=ÇÉÅä~êÉ=éçäáíáÅ~ä=çê=ëçÅá~ä=çéáåáçåK==
=
aÉé~êíãÉåí=çÑ=aÉÑÉåÅÉ=
qÉêêçêáëã= Ó= Å~äÅìä~íÉÇ= ìëÉ= çÑ= îáçäÉåÅÉ= çê= íÜêÉ~íë= çÑ= îáçäÉåÅÉ= íç= áãéêÉëë= ÑÉ~êX= éä~ååÉÇ= íç=
ÉåÑçêÅÉ=çê=ÑêáÖÜíÉå=~=ëí~íÉ=çê=ëçÅáÉíó=íç=~ÅÜáÉîÉ=~=Öç~ä=çÑ=éçäáíáÅ~äI=êÉäáÖáçìë=çê=áÇÉ~ä=ãÉ~åëK=
=
`óÄÉê=íÉêêçê=
qÜÉ=ÇÉÑáåáíáçå=çÑ=ÅóÄÉê= íÉêêçê= Ñçääçïë= íÜÉ=ÖÉåÉê~ä=ÇÉëÅêáéíáçå=~ÄçîÉI=Äìí=~ééäáÉë= Ñçê=ÇáÖáí~ä=
éêçéÉêíóK=`óÄÉê=íÉêêçê=çÅÅìêë=áå=ã~åó=ÇáÑÑÉêÉåí=ÇÉÖêÉÉë=çÑ=ëÉîÉêáíóI=ïÜÉêÉ=íÜÉ=ãçëí=ëÉêáçìë=
ãáÖÜí=ÄÉ=íç=áåÑäìÉåÅÉ=íÜÉ=ÇáÖáí~ä=ÉèìáéãÉåí=áå=~å=~áêéä~åÉ=~åÇ=ã~âÉ=áí=Åê~ëÜI=ïÜáäÉ=íÜÉ=äÉ~ëí=
ëÉêáçìë=áë=íç=êÉÇáêÉÅí=ïÉÄ=ëáíÉë=íç=çíÜÉê=ëáíÉë=ëÜçïáåÖ=éçäáíáÅ~äI=êÉäáÖáçìë=çê=áÇÉ~ä=ãÉëë~ÖÉë=
EÅêçëëJëáíÉ=ëÅêáéíáåÖ=~íí~ÅâëFK==
=
j~åó=éÉçéäÉ=ïáää=ãçëí=äáâÉäó=Çáë~ÖêÉÉ=áå=íÜáë=ÇÉÑáåáíáçåI=ãçëíäó=ÄÉÅ~ìëÉ=íÜáë=ÇÉÑáåáíáçå=áë=ëç=
Ñ~ê=~ï~ó=Ñêçã=Üçï=íÜÉ=ãÉÇá~=éêÉëÉåíë=íÉêêçêK=píáää=ïÉ=ÅÜççëÉ=íç=Ñçääçï=íÜáë=ÇÉÑáåáíáçåI=~ë=áí=áë=
íÜÉ=ãçëí=~ééêçéêá~íÉ=ï~ó=íç=áåÅäìÇÉ=íÜÉ=ÖÉåÉê~ä=ÇÉÑáåáíáçåëK==

abcfkfqflk=lc=`v_bo=qboolo=

fääÉÖ~ä=ÇÉëíêìÅíáçå=çê=Çáëêìéíáçå=çÑ=ÇáÖáí~ä=éêçéÉêíó=íç=ÑêáÖÜíÉå=çê=ÉåÑçêÅÉ=~=ëí~íÉ=çê=~=ëçÅáÉíóI=
íç=~ÅÜáÉîÉ=~=éçäáíáÅ~äI=êÉäáÖáçìë=çê=áÇÉ~ä=ãÉ~ëìêÉK==
=
få=~ÇÇáíáçå= íç= íÜáëI=~=åÉï=ÇÉÑáåáíáçåI=Å~ääÉÇ=ÅóÄÉê= íÉêêçê=ëìééçêíI=Ü~ë=~êáëÉåK=qÜáë= áåÅäìÇÉë=
ìëÉ=çÑ=áåÑçêã~íáçå=ëóëíÉãëI=ïÜáÅÜ=áë=åçí=ãÉ~åí=íç=Ü~îÉ=~å=ÉåÑçêÅáåÖ=ÉÑÑÉÅí=çå=íÜÉ=í~êÖÉíëI=
Äó=íÉêêçêáëíëK=bKÖK=ìëÉ=çÑ=ëåáÑÑÉê=ëçÑíï~êÉ=íç=ÖÉí=áåÑçêã~íáçå=íÜ~í=ä~íÉê=Å~å=ÄÉ=ìëÉÇ=áå=íÉêêçêáëí=
~ÅíáçåëK==

rpb=lc=`v_bo=qboolo=

pÉ~êÅÜáåÖ=íÜÉ=tÉÄ=Ñçê=ÅóÄÉê=íÉêêçêI=ïÉ=ÑáåÇ=ÑÉï=Éñ~ãéäÉë=çå=Üçï=íÜáë=áë=ìëÉÇ=áå=éê~ÅíáëÉK=
qÜÉ= çåäó= ÖççÇ= Éñ~ãéäÉ= ïÉ= ÑçìåÇI= ï~ë= çÑ= Ü~ÅâÉêë= ïÜç= Ü~îÉ= ìëÉÇ= ÅêçëëJëáíÉ= ëÅêáéíáåÖ=
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~Ö~áåëí=ä~êÖÉ=~ãçìåíë=çÑ=ïÉÄ=ëáíÉëI=íç=éêçãçíÉ=~=éçáåí=çÑ=îáÉïK=bKÖK=~=qìêâáëÜ=Ü~ÅâÉê=Å~ääÉÇ=
vphlmvqu=Ü~ë=Üáí=ëÉîÉê~ä=kçêïÉÖá~å=ëáíÉëI=~åÇ=ÖáîÉå=ÜáëLÜÉêë=éçáåí=çÑ=îáÉï=çå=íÜÉ=rpK==
=
_Éäçï=áë=~å=Éñ~ãéäÉ=çÑ=íÜáë=íçï~êÇë=íÜÉ=kçêïÉÖá~å=pã~êí=`äìÄK==
=

=
=
pçãÉ=éÉçéäÉ=ã~ó=Åä~áã=íÜ~í=ëáåÅÉ=ïÉ=Çç=åçí=ëÉÉ=ãçêÉ=ÅóÄÉê=íÉêêçêI=áí=áë=äáâÉäó=íÜ~í=íÉêêçêáëíë=
Çç=åçí=ÖÉí=Ñìää=éêçÑáí=Ñçê=íÜáë=~ÅíáîáíóI=Äìí=íÜáë=ÇçÉë=åçí=ãÉ~å=íÜ~í=áí=ïáää=ëí~ó=íÜáë=ï~ó=áå=íÜÉ=
ÑìíìêÉK= páåÅÉ= íÜÉ= ëçÅáÉíó= áë= ÖÉííáåÖ= ãçêÉ= îìäåÉê~ÄäÉ= íç= íÉÅÜåáÅ~ä= ÉêêçêëI= íÜÉ= éçíÉåíá~ä= Ñçê=
ÅóÄÉê=íÉêêçê=~Åíáçåë=áë=Åçåíáåìçìëäó=áåÅêÉ~ëáåÖK=
=
=
=

=


