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pb`lab=^_=
pÉÅçÇÉ=ÜÉäéë=Åçãé~åáÉë=~åÇ=çêÖ~åáò~íáçåë=Ö~áå= áåëáÖÜíI=ÅçãéÉíÉåÅÉ=~åÇ=íÜÉêÉÄó=Åçåíêçä=
çîÉê= íÜÉáê= çéÉê~íáçåë= Ñêçã= ~= ÅçãéäÉíÉ= fq= ëÉÅìêáíó= éÉêëéÉÅíáîÉK=tÉ= ÇÉäáîÉê= éêç~ÅíáîÉ= ~åÇ=
éÉêéÉíì~ä= îáÖáä~åÅÉ= ïáíÜáå= íïç= ~êÉ~ëW= OQLT= j~å~ÖÉÇ= pÉÅìêáíó= pÉêîáÅÉë= ~åÇ= pÉÅìêáíó=
`çåëìäíáåÖK=
=
qÜÉ=`çãé~åó=ï~ë=çêáÖáå~ääó=ÑçìåÇÉÇ=áå=NVUS=~ë=póëíÉã=páââÉêÜÉí=^LpI=áå=^êÉåÇ~äI=kçêï~óK=
få= OMMMI= pÉÅçÇÉ= ^_= ï~ë= ÑçìåÇÉÇ= áå= pïÉÇÉå= ~åÇ= ëí~êíÉÇ= áíë= OQLT= j~å~ÖÉÇ= pÉÅìêáíó=
pÉêîáÅÉë= ~åÇ= pÉÅìêáíó= `çåëìäíáåÖK= qÜÉ= íïç= Åçãé~åáÉë=ãÉêÖÉÇ= áå= g~åì~êó= OMMQI= íÜÉêÉÄó=
ÑçêÖáåÖ= íÜÉ= äÉ~ÇáåÖ= aáÖáí~ä= pÉÅìêáíó= `çãé~åó= áå= íÜÉ= kçêÇáÅ= êÉÖáçåK= få= j~êÅÜ= OMMS= íÜÉ=
cáååáëÜ= fqJëÉÅìêáíó=Åçãé~åó=kÉíëçä=lv= EÑçìåÇÉÇ= áå=NVVSF=ï~ë=ãÉêÖÉÇ= áåíç=pÉÅçÇÉK=cêçã=
íÜÉ= Ñáêëí= çÑ= g~åì~êó=OMMT=pÉÅçÇÉ=Ü~ë=Éëí~ÄäáëÜÉÇ=ë~äÉëJçÑÑáÅÉë= áå=ÄçíÜ=aÉåã~êâ=~åÇ=qÜÉ=
kÉíÜÉêä~åÇë= ~åÇ= ÇÉäáîÉêë= fqJëÉÅìêáíó= ëÉêîáÅÉë= íç= ÅìëíçãÉêë= áå= íÜÉëÉ= ÅçìåíêáÉë= ~ë= ïÉääK=
pÉÅçÇÉ=ÜÉäéë=ã~åó=ÅìëíçãÉêë=áå=éêáî~íÉ=~åÇ=éìÄäáÅ=ëÉÅíçêëI=Ñêçã=ëÉîÉå=ÇáÑÑÉêÉåí=äçÅ~íáçåëI=
ìëáåÖ=ÅäçëÉ=íç=UR=ëÉÅìêáíó=ëéÉÅá~äáëíëK=qÜÉëÉ=ëéÉÅá~äáëíë=Ü~îÉ=äçåÖ=ÉñéÉêáÉåÅÉ=Ñêçã=ÄìáäÇáåÖ=
ä~êÖÉ=ÅçãéìíÉê=åÉíïçêâë=~åÇLçê=ìéJíçJÇ~íÉ=fq=ëÉÅìêáíó=ÅçãéÉíÉåÅÉK=pÉÅçÇÉ=^_=íçÇ~ó=Ü~ë=
ãçêÉ=íÜ~å=NMM=ÉãéäçóÉÉëK=
=
^ää= íÜáë= íçÖÉíÜÉê=ã~âÉë=pÉÅçÇÉ= íÜÉ= äÉ~ÇáåÖ=kçêíÜÉêå=bìêçéÉ~å=aáÖáí~ä= pÉÅìêáíó=`çãé~åó=
ïáíÜáå=j~å~ÖÉÇ=pÉÅìêáíó=pÉêîáÅÉë=ÅçãÄáåÉÇ=ïáíÜ=fqJpÉÅìêáíó=`çåëìäí~åÅó=pÉêîáÅÉëK=

prjj^ov=
qÜÉ= äÉîÉä=çÑ= íê~ÑÑáÅ= áë=åçï=~í= áíë= äçïÉëí= êÉÖáëíÉêÉÇ=ÇìêáåÖ=OMMS=~åÇ=OMMTK=qÜáë=ÇÉÅêÉ~ëÉ= áë=
ÇìÉ=íç=~íí~Åâë=ÖÉííáåÖ=ãçêÉ=í~êÖÉíÉÇI=ïÜáäÉ=êÉÅçåå~áëë~åÅÉ=~íí~Åâë=~êÉ=ëäçïäó=î~åáëÜáåÖK=fí=
áë=ëíáää=sk`=ëÉêîáÅÉë=íÜ~í=~êÉ=ãçëíäó=ÉñéçëÉÇI=ïáíÜ=sk`JN=Eéçêí=RVMNF=~í=íÜÉ=íçéK=fí=Ü~ë=ÄÉÉå=
~=ÜìÖÉ=ÇÉÅêÉ~ëÉ=áå=íÜÉ=åìãÄÉê=çÑ=ëÉ~êÅÜÉë=íçï~êÇë=jp=pni=íÜáë=ãçåíÜK=
=
^ãçåÖ=ÅçìåíêáÉë=çÑ=çêáÖáå=ïÉ=åçï=ëÉÉ=íÜ~í=íÜÉ=rp=áë=Ä~Åâ=~í=íÜÉ=íçéI=~ÑíÉê=Ü~îáåÖ=ÖáîÉå=íÜáë=
éä~ÅÉãÉåí=íç=`Üáå~=ä~ëí=ãçåíÜK=kçêï~ó=áë=ëíáää=åÉ~ê=íÜÉ=íçé=çÑ=íÜÉ=äáëíI=ïÜáäÉ=jÉñáÅç=Ü~ë=Ü~Ç=
íÜÉ=ÄáÖÖÉëí=áåÅêÉ~ëÉ=ëáåÅÉ=ä~ëí=éÉêáçÇK=
=
pé~ã=~åÇ=ïçêã=íê~ÑÑáÅ=Ü~ë=ëìêéêáëáåÖäó=Ü~Ç=~å=áåÅêÉ~ëÉ=íÜáë=éÉêáçÇK=
=
få=íÜÉ=ÑçÅìë=çÑ=íÜÉ=ãçåíÜ=ïÉ=í~âÉ=~=ÅäçëÉê=äççâ=~í=íÜÉ=ãçëí=Ñ~ãçìë=ÅóÄÉêÅêáãÉ=ÖêçìéI=íÜÉ=
oìëëá~å=_ìëáåÉëë=kÉíïçêâK==
=
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fkqolar`qflk=

qÜáë= êÉéçêí= áë= Ä~ëÉÇ= çå= íÜêÉÉ= ã~áå= é~êíëW= qÜêÉ~í= äÉîÉäI= ^äÉêí= pí~íáëíáÅ= ~åÇ= cçÅìë= çÑ= íÜÉ=
jçåíÜK==
=
qÜêÉ~í= äÉîÉä= áë= ~= éêÉëÉåí~íáçå= çÑ=ïÜ~í= íÜêÉ~íë= çêÖ~åáò~íáçåë= ~êÉ= ÉñéçëÉÇ= íç= íÜêçìÖÜ= íÜÉáê=
fåíÉêåÉí= ÅçååÉÅíáçåK= få= íÜáë= íÜêÉ~í= Éî~äì~íáçåI= êÉÅçåå~áëë~åÅÉ= ~íí~Åâë= Ñêçã= íÜÉ= fåíÉêåÉí=
~Ö~áåëí=ÅìëíçãÉêë=çÑ=pÉÅçÇÉ=~êÉ=~å~äóòÉÇ=~åÇ=éêÉëÉåíÉÇK=
=
^äÉêí=pí~íáëíáÅ=áë=Ä~ëÉÇ=çå=~äÉêíë=Ñêçã=pÉÅçÇÉÛë=fap=~åÇ=fmp=íççäëK=^å=~äÉêí=~ééÉ~êë=ïÜÉå=~=
ëÉåëçê= êÉÅçÖåáòÉë=åÉíïçêâ= íê~ÑÑáÅ= íÜ~í= Ñáíë= íÜÉ= áãéäÉãÉåíÉÇ=ëáÖå~íìêÉëLÑáäíÉêëI=~åÇ= áå= íÜÉëÉ=
Å~ëÉë=~äÉêíë=ïáää=ÄÉ= íê~åëÑÉêêÉÇ= íç= íÜÉ=pÉÅçÇÉ=pl`= EpÉÅìêáíó=léÉê~íáçå=`ÉåíÉêFK=^ää=~äÉêíëI=
ÄçíÜ=Ñ~äëÉ=~åÇ=ÖÉåìáåÉI=~êÉ=ã~åì~ääó=Ü~åÇäÉÇ=Äó=~å~äóëíë=~í=pÉÅçÇÉK==
=
cçÅìë=çÑ= íÜÉ=jçåíÜ= áë=~å=~êíáÅäÉ=~Äçìí= êÉäÉî~åí= íçéáÅë=ïáíÜáå= fq=pÉÅìêáíóK=qÜÉëÉ=ãáÖÜí=ÄÉ=
íçéáÅë=ÇáëÅìëëÉÇ= áå=ãÉÇá~I= áåÅáÇÉåíë= íÜ~í=Å~å= áåÑäìÉåÅÉ= íÜÉ=íÜêÉ~í= äÉîÉäI=çê=ÅÜ~åÖÉë= áå= íÜÉ=
~íí~Åâ=é~ííÉêå=Ñêçã=íÜÉ=fåíÉêåÉíK==
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qeob q̂=ibsbi==

aìÉ= íç= ÜáÖÜ= ~Åíáîáíó= äÉîÉäI= fåíÉêåÉí= ïçêãë= ~åÇ= ëé~ããáåÖ= ~êÉ= Ü~åÇäÉÇ= áå= ~= ëÉé~ê~íÉ=
ëìÄÅÜ~éíÉêX= “fåíÉêåÉí=ïçêãë= ~åÇ= pé~ãÒI= ~åÇ= ~êÉ= ÉñÅäìÇÉÇ= Ñêçã= íÜÉ= çíÜÉê= ÅÜ~êíë= áå= íÜáë=
ÅÜ~éíÉêK=

ob`lkk^fpp^k`b=^qq^`hp=l`ql_bo=OMMT=

qÜÉ=ëí~íáëíáÅë=ÄÉäçï=ÖáîÉë=~å=çîÉêîáÉï=çÑ= íÜÉ=~îÉê~ÖÉ=åìãÄÉê=çÑ= êÉÅçåå~áëë~åÅÉ=~íí~Åâë=
éÉê=åÉíïçêâ=ìåÇÉê=ëìêîÉáää~åÅÉK=eçïÉîÉêI=íÜÉ=~Åíáîáíó=äÉîÉä=ã~ó=î~êó=Ñêçã=çåÉ=åÉíïçêâ=~êÉ~=
íç=~åçíÜÉêK=aÉëéáíÉ=íÜÉëÉ=î~êá~íáçåë=áå=íÜÉ=íçí~ä=~Åíáîáíó=äÉîÉäI=ïÉ=EãçëíäóF=êÉÖáëíÉê=íÜÉ=ë~ãÉ=
âáåÇ=çÑ=~íí~Åâë=áå=ÇáÑÑÉêÉåí=åÉíïçêâ=~êÉ~ëK=
=
=

Reconnaissance attacks per monitored C-Net
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Reconnaissance attacks per C-Net per date
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=
qÜÉêÉ=Ü~ë=ÄÉÉå=~=ëäáÖÜí=ÇÉÅêÉ~ëÉ= áå=íÜÉ= äÉîÉä=çÑ= íê~ÑÑáÅ= áå=Åçãé~êáëçå=ïáíÜ= ä~ëí=éÉêáçÇK=tÉ=
Å~å=~äëç=ëÉÉ=íÜ~í=íÜÉ=äÉîÉä=áë=åçí=~í=áíë=äçïÉëí=ëáåÅÉ=g~åì~êó=OMMSK=qÜáë=ÇÉÅêÉ~ëÉ=áë=éêçÄ~Ääó=
Å~ìëÉÇ=Äó=íÜÉ=Ñ~Åí=íÜ~í=íÜÉ=~íí~Åâ=íêÉåÇë=Ü~îÉ=ÅÜ~åÖÉÇ=~=äçí=ÇìêáåÖ=íÜÉ=ä~ëí=óÉ~êI=ïáíÜ=ãçêÉ=
í~êÖÉíÉÇ=~íí~Åâë= íÜ~å=É~êäáÉêK= fí= áë=~äëç= äáâÉäó= íÜ~í= áåÅêÉ~ëÉÇ= ÑçÅìë=çå=ëÉÅìêáíó=ÄçíÜ= Ñçê= íÜÉ=
éêáî~íÉ=~åÇ=íÜÉ=ÉåíÉêéêáëÉ=ã~êâÉí=Ü~ë=Å~ìëÉÇ=äÉëë=ã~ÅÜáåÉë=íç=ÄÉ= áåÑÉÅíÉÇ=ïáíÜ=ã~äáÅáçìë=
ÅçÇÉ=ëéêÉ~ÇáåÖ=áíëÉäÑK=jçëí=ÜçãÉ=ÅçãéìíÉêë=~êÉ=íçÇ~ó=ëÉÅìêÉÇ=ïáíÜ=ÄçíÜ=ÑáêÉï~ää=~åÇ=~åíáJ
îáêìë=ëçäìíáçåëK=
=
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qvmb=lc=ob`lkk^fpp^k`b=^qq^`hp=

qÜÉ= Çá~Öê~ã= ÄÉäçï= Åçåí~áåë= ~= ëìãã~êó= çÑ= íÜÉ= ãçëí= Åçããçå= êÉÅçåå~áëë~åÅÉ= ~íí~Åâë=
ÇìêáåÖ= íÜÉ= ä~ëí= íïç=ãçåíÜëK= qÜÉ=Çá~Öê~ã=ÇçÉë=åçí= ëÉé~ê~íÉ= ëÅ~åë= Ñçê= çåÉ= ëáåÖäÉ= ëÉêîáÅÉ=
Ñêçã=ÅçãÄáåÉÇ=ëÅ~åë=Ñçê=ëÉîÉê~ä=ëÉêîáÅÉëK=

Average top 10 incidents per C-Net
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=

=
qÜÉ=ÇáÑÑÉêÉåí=íóéÉë=çÑ=sk`=~êÉ=ëíáää=í~êÖÉíÉÇI=ÉîÉå=íÜçìÖÜ=ïÉ=åçï=ëÉÉ=íÜ~í=sk`=éçêí=RVMM=
Ü~îÉ=ÖáîÉå=~ï~ó=áíë=éä~ÅÉ=íç=sk`JN=éçêí=RVMNK=sk`JN=~åÇ=sk`JO=Ü~îÉ=Ü~Ç=ãçêÉ=ÑçÅìë=áå=
ïÉÄ= Ñçêìãë= ä~íÉäóI= ~åÇ= íÜáë= áë= éêçÄ~Ääó= íÜÉ= êÉ~ëçå= Ñçê= íÜÉëÉ= ÅÜ~åÖÉëK= tÜáäÉ= ëÉ~êÅÜÉë=
íçï~êÇë=kÉí_flp=~êÉ=êÉä~íáîÉäó=ëí~ÄäÉI=ïÉ=ëÉÉ=~=ÄáÖ=ÇÉÅêÉ~ëÉ=áå=ëÉ~êÅÜÉë=íçï~êÇë=jp=pni=
íÜáë=ãçåíÜK=

DENMARK • FINLAND • NORWAY • SWEDEN • THE NETHERLANDS 

www.secode.com  info@secode.com  Secode Råsundavägen 12 SE-169 67 Solna Sweden  Tel +46 8 564 875 00 



 

ob`lkk^fpp^k`b=^qq^`hp=mo=`lrkqov=

qÜÉ=ã~äáÅáçìë=~Åíáîáíó=áå=íÜÉ=ëí~íáëíáÅ=ÄÉäçï=áë=ã~áåäó=~ìíçã~íÉÇ=~íí~ÅâëI=ïÜáÅÜ=ÅçãÉ=Ñêçã=
áåÑÉÅíÉÇ=ÅçãéìíÉêë=EÉKÖK=fåíÉêåÉí=ïçêãë=çê=îáêìëÉëFK=qÜáë=ãÉ~åë=íÜ~í=ãçëí=çÑ=íÜÉ=~íí~Åâë=~êÉ=
åçí=ÇáêÉÅíäó=~áãÉÇK==
=

Top 10 - Attacks per country per C-Net
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=

^ÑíÉê=ïÉ=ë~ï=`Üáå~=é~ëëáåÖ=íÜÉ=rp=ä~ëí=éÉêáçÇI=ïÉ=åçï=ëÉÉ=íÜ~í=íÜÉ=rp=áë=Ä~Åâ=~í=íÜÉ=íçéK=
qÜÉ=ÇáÑÑÉêÉåÅÉ=ÄÉíïÉÉå=`Üáå~=~åÇ=íÜÉ=rp=áë=ÜçïÉîÉê=éêÉííó=ëã~ääK=qÜÉ=íê~ÑÑáÅ=ëÉÉå=Ñêçã=íÜÉ=
rp= áë= êÉä~íáîÉäó= ÉîÉåäó= ëéêÉ~Ç= íçï~êÇë= ~ää= ëÉêîáÅÉëI= ïÜáäÉ= íÜÉ= íê~ÑÑáÅ= ëÉÉå= Ñêçã= `Üáå~= áë=
ãçëíäó=ÇáêÉÅíÉÇ=íçï~êÇë=jp=pni=~åÇ=sk`=ëÉêîáÅÉëK==
=
jÉñáÅç=Ü~ë=Ü~Ç=íÜÉ=ÄáÖÖÉëí=áåÅêÉ~ëÉ=ëáåÅÉ=ä~ëí=éÉêáçÇI=~åÇ=ãçëí=çÑ=íÜÉ=íê~ÑÑáÅ=Ñêçã=jÉñáÅç=
áë=ÇáêÉÅíÉÇ=íçï~êÇë=sk`=ëÉêîáÅÉëI=sk`JN=áå=é~êíáÅìä~êK==
=
qÜÉêÉ= Ü~ë= ÄÉÉå= ~å= áåÅêÉ~ëÉ= áå= íÜÉ= äÉîÉä= çÑ= íê~ÑÑáÅ= Ñêçã= kçêï~ó= ~ë= ïÉää= íÜáë= éÉêáçÇK= qÜÉ=
ëÉ~êÅÜÉë=Ñêçã=kçêï~ó=~êÉ=ÇáêÉÅíÉÇ=íçï~êÇë=ãçëí=ëÉêîáÅÉëI=Äìí=kajm=Ü~îÉ=ÄÉÉå=~=äáííäÉ=Äáí=
ãçêÉ=í~êÖÉíÉÇ=íÜáë=éÉêáçÇK=
=
qÜÉ=rp=áë=íÜáë=ãçåíÜ=ÑçääçïÉÇ=Äó=`Üáå~=~åÇ=jÉñáÅçK=
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fkqbokbq=tlojp=^ka=pm^j==

_ÉÅ~ìëÉ= çÑ= ~= ÜáÖÜ= äÉîÉä= çÑ= ~Åíáîáíó= ~Ö~áåëí= ÅÉêí~áå= ëÉêîáÅÉëI= íÜáë= íê~ÑÑáÅ= áë= éêÉëÉåíÉÇ= áå=
ëÉé~ê~íÉ=ëí~íáëíáÅëK=qÜáë=~ééäáÉë=Ñçê=ëÉêîáÅÉë=ãçëí=ÑêÉèìÉåíäó=í~êÖÉíÉÇ=Äó=fåíÉêåÉí=ïçêãë=~åÇ=
ëé~ããáåÖ=~ííÉãéíëK=
=

Activity per port/service per C-Net
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5000 (Bobax)

445 (Nachi/Sasser)

3127 (MyDoom)

1434 (SQL Slammer)

137 (opaSoft/BugBEar)

135 (Blaster/Nachi)

1029 ICQ/Msg SPAM

1028 ICQ/Msg SPAM

1027 ICQ/Msg SPAM

1026 ICQ/Msg SPAM

1025 ICQ/Msg SPAM

0 (Nachi.b)

=

qÜÉêÉ=Ü~ë=áå=íÜáë=éÉêáçÇ=ÄÉÉå=~=ëäáÖÜí= áåÅêÉ~ëÉ=áå=ïçêã=~åÇ=ëé~ã=íê~ÑÑáÅK=qÜáë=ïÉ=Å~å=ëÉÉ=
ÉëéÉÅá~ääó= íçï~êÇë= éçêí= QQR= ~åÇ= éçêí= NMOSK= ^ÑíÉê= ~= ÇÉÅêÉ~ëÉ= íÜÉ= ä~ëí= éÉêáçÇë= áí= ï~ë= åçí=
ÉñéÉÅíÉÇ=íÜ~í=íÜÉ=äÉîÉä=ïçìäÇ=áåÅêÉ~ëÉI=Äìí=íÜÉ=äÉîÉä=çÑ=íê~ÑÑáÅ=áë=ëíáää=äçï=áå=Åçãé~êáëçå=ïáíÜ=
É~êäáÉê=óÉ~êëK=
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^iboq=pq̂ qfpqf`=

qÜáë=ÅÜ~éíÉê=ÖáîÉë=~=ëìãã~êó=çÑ=~äÉêíë=Ñêçã=fapLfmp=ëÉåëçêëK=qÜÉëÉ=~äÉêíë=~êÉ=~ää=~å~äóòÉÇ=
Äó=pÉÅçÇÉ=pl`K= qÜÉ= ëí~íáëíáÅë= ëÜçïë= íÜÉ= ÇáëíêáÄìíáçå= çÑ= ~äÉêíë= éÉê= åÉí= ëÉÖãÉåí= íÜ~í= ~êÉ=
ìåÇÉê=ëìêîÉáää~åÅÉK==

e^kaiba=^iboqp=

qÜÉ= ëí~íáëíáÅë= ÄÉäçï= ëÜçïë= Ü~åÇäÉÇ= ~äÉêíë= ÇáëíêáÄìíÉÇ= ~í= íÜÉ= ÇáÑÑÉêÉåí= åÉíïçêâ= ëÉÖãÉåíë=
ïÜÉêÉ=pÉÅçÇÉÛë=ãÉ~ëìêáåÖ=éçáåíë=~êÉ=áåëí~ääÉÇK=
=
qÜÉ=åÉíïçêâ=ëÉÖãÉåíë=~êÉ=ÇáîáÇÉÇ=áåíç=íÜÉ=ÑçääçïáåÖW=
 fåíÉêåÉíW=íÜÉ=ãÉ~ëìêáåÖ=éçáåí=áë=äçÅ~íÉÇ=çìíëáÇÉ=íÜÉ=ÑáêÉï~ää=çå=~=åÉíïçêâ=ÉñéçëÉÇ=íç=íÜÉ=

fåíÉêåÉí=
 ajwW= íÜÉ=ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áåëáÇÉ= íÜÉ= åÉíïçêâ= ~åÇ=ãçåáíçêë= íê~ÑÑáÅ= ~Ö~áåëí=

ëÉêîáÅÉë=íÜ~í=~êÉ=ÉñéçëÉÇ=íç=fåíÉêåÉí=çê=çíÜÉê=ìåë~ÑÉI=ÉñíÉêå~ä=åÉíïçêâë=
 fåíê~= i^kW= íÜÉ= ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áåëáÇÉ= íÜÉ= åÉíïçêâ= ~åÇ= ãçåáíçêë= íê~ÑÑáÅ=

ÄÉíïÉÉå=ÅäáÉåíëI=ëÉêîÉêë=~åÇ=çíÜÉê=åÉíïçêâ=ÉèìáéãÉåí=
 m~êíåÉê= i^kW= íÜÉ= ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áå= ~å= ÉåîáêçåãÉåí= íÜ~í= áë= ìëÉÇ= Ñçê=

ÅçããìåáÅ~íáçå=íçï~êÇë=ÉñíÉêå~ä=é~êíåÉêëK=qÜÉ=é~êíåÉê=i^k=áë=ïáíÜçìí=fåíÉêåÉí=~ÅÅÉëë=
 oÉëíêáÅíÉÇ=i^kW=íÜÉ=ãÉ~ëìêáåÖ=éçáåí=áë=äçÅ~íÉÇ=áå=~=äáãáíÉÇ=ÉåîáêçåãÉåí=ïáíÜ=~=îÉêó=ïÉää=

ÇÉÑáåÉÇ=íê~ÑÑáÅ=é~ííÉêå=~åÇ=ïáíÜçìí=fåíÉêåÉí=~ÅÅÉëë=

=

All alerts - false excluded

38 %

41 %

1 %
20 %

0 %
DMZ

Internett

Intra LAN

Partner LAN

Restricted

=
qÜÉ=Çá~Öê~ã=~ÄçîÉ=ëÜçïë=íÜÉ=ÇáëíêáÄìíáçå=Ñçê=~ää=ÖÉåìáåÉ=~äÉêíëK==
=

Alerts with malicious intent

42 %

57 %

1 %
DMZ

Internett

Intra LAN

Partner LAN

Restricted

=
qÜÉ=Çá~Öê~ã=~ÄçîÉ= ëÜçïë= íÜÉ=ÇáëíêáÄìíáçå= Ñçê= ~ää= ~äÉêíë= Å~ìëÉÇ=Äó= ~Åíáîáíó=ïáíÜ=ã~äáÅáçìë=
áåíÉåíI=ïáíÜçìí=íÜÉ=ÅìëíçãÉê=åÉÅÉëë~êó=ÄÉáåÖ=îìäåÉê~ÄäÉK==
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=
=
=

Alerts - severe

64 %

21 % 15 %
DMZ

Internett

Intra LAN

Partner LAN

Restricted

=
qÜÉ= Çá~Öê~ã= ~ÄçîÉ= ëÜçïë= íÜÉ= ÇáëíêáÄìíáçå= çÑ= ~ää= ~äÉêíë= Å~ìëÉÇ= Äó= ~Åíáîáíó= ïáíÜ=ã~äáÅáçìë=
áåíÉåíI=~åÇ=ïÜÉêÉ=íÜÉ=ÅìëíçãÉê=ãáÖÜí=ÄÉ=îìäåÉê~ÄäÉ=çê=ÅçãéêçãáëÉÇK=
=

obmloqba=fk`fabkqp=

qÜÉ=ëí~íáëíáÅ=ÄÉäçï=ëÜçïë=ÇáëíêáÄìíáçå=çÑ=áåÅáÇÉåíë=êÉéçêíÉÇ=íç=ÅìëíçãÉêë=çÑ=pÉÅçÇÉ=íÜÉ=ä~ëí=
S=ãçåíÜëK==
=

Reported incidents last 6 month

84 %

10 %
5 %

1 %
0 %

DMZ

Internett

Intra LAN

Partner LAN

Restricted

=
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cl`rp=lc=qeb=jlkqe=Ó=orppf^k=_rpfkbpp=kbqtloh=
oìëëá~å=_ìëáåÉëë=kÉíïçêâ=Eo_kF=Ü~ë=ÄÉÅçãÉ=íçÇ~óÛë=åÉï=páÅáäá~å=ãçÄK=qÜÉ=páÅáäá~å=ãçÄ=
ëéêÉ~Ç=íç=íÜÉ=rp=áå=íÜÉ=É~êäó=OMíÜ=ÅÉåíìêóI=~åÇ=áí=ÄÉÅ~ãÉ=âåçïå=Ñçê=áíë=ïçêâ=áå=ã~åó=é~êíë=çÑ=
íÜÉ=ïçêäÇK=tÉ=ëÉÉ=íÜÉ=ë~ãÉ=~ééêç~ÅÜ=íçÇ~ó=Äó=íÜÉ=oìëëá~å=ãçÄI=ïÜáÅÜ=oìëëá~å=_ìëáåÉëë=
kÉíïçêâ=áë=ÄÉäáÉîÉÇ=íç=ÄÉ=~=é~êí=çÑK=o_k=áë=ÅçååÉÅíÉÇ=íç=ëç=ã~åó=Åêáãáå~ä=~Åíáçåë=çå=íÜÉ=
fåíÉêåÉí=íÜ~í=áí=áë=áãéçëëáÄäÉ=íç=ÅçîÉê=áí=~ää=áå=çåÉ=~êíáÅäÉI=Äìí=f=ÜçéÉ=íÜáë=ïáää=ÖáîÉ=ëçãÉ=áåëáÖÜí=
áå=Üçï=íÜÉó=çéÉê~íÉK=

qeb=lod^kfw^qflk=Ó=orppf^k=_rpfkbpp=kbqtloh=

kç= çåÉ= áë= íçí~ääó= ~ï~êÉ= çÑ= Üçï= íÜÉ= çêÖ~åáò~íáçå= áë= ÄìáäÇK= qÜÉ= éêçÄäÉã= ïáíÜ= íÜÉ= oìëëá~å=
_ìëáåÉëë= kÉíïçêâ= áë= íÜ~í= íÜÉó= çéÉê~íÉ= ìåÇÉê= ã~åó= ÇáÑÑÉêÉåí= å~ãÉëI= ~ãçåÖ= íÜÉëÉ= ~êÉ=
o_kÉíI=o_kÉíïçêâI=kÉîÅçåI=ácê~ãÉ=`~ëÜ=~åÇ=ëç=çåK=kÉï=ÅçååÉÅíáçåë=íç=íÜÉ=åÉíïçêâ=~êÉ=
Åçåíáåìçìëäó=ÇáëÅçîÉêÉÇK==
=
tÜ~í=ïÉ=Çç=âåçï=ïáíÜ=êÉä~íáîÉäó=ÅçåÑáÇÉåÅÉI=ÜçïÉîÉêI=áë=íÜ~í=íÜÉ=ÜÉ~Ç=çÑ=íÜÉ=çêÖ~åáò~íáçå=áë=
~=Ü~ÅâÉê=ïáíÜ=íÜÉ=å~ãÉ=“cäóã~åÒK=fí=áë=~äëç=äáâÉäó=íÜ~í=ÜÉ=áë=êÉä~íÉÇ=íç=~=éçäáíáÅá~å=áå=~=äÉ~ÇáåÖ=
éçëáíáçå=áå=íÜÉ=oìëëá~å=ÖçîÉêåãÉåíK=få=ëçãÉ=êÉéçêíë=áí=Ü~ë=ÄÉÅçãÉ=âåçïå=íÜ~í=o_k=áë=ãçêÉ=
çê= äÉëë=éêçíÉÅíÉÇ=Äó= íÜÉ=oìëëá~å=ÖçîÉêåãÉåíI=~ë= äçåÖ=~ë= íÜÉó=Çç=åçí=ëí~êí= íç=~íí~Åâ= íÜÉáê=
çïå= ÅçìåíêóK= qÜÉ= çêÖ~åáò~íáçå= ïáíÜ= íÜÉáê= ~ÑÑáäá~íÉë= áë= éêçÄ~Ääó= ÇáîáÇÉÇ= áåíç= Ñçìê= ~êÉ~ë= çÑ=
ÉñéÉêíáëÉK=qÜÉëÉ=~êÉW=

• o_k=ÅçêÉ=ëÉêîáÅÉë=
• eçëíáåÖ=
• qÉäÉÅçããìåáÅ~íáçå=
• líÜÉê=ëÉêîáÅÉë=

=
qÜÉ=ÑáÖìêÉ=ÄÉäçï=ÖáîÉë=~å=çîÉêîáÉï=çÑ=ïÜáÅÜ=é~êí=o_k=éä~óë=áå=íÜÉ=ÅóÄÉêÅêáãÉ=ÉåîáêçåãÉåí=
áå=oìëëá~K=qÜÉ=ÑáÖìêÉ=áë=Ñêçã=~=êÉéçêí=ïêáííÉå=Äó=~å=çéÉê~íçê=~í=fp`=p^kp=xQzK=
=

 
 
qÜÉ=ã~áå=~êÉ~ë=çÑ=ÉñéÉêíáëÉ=Ñçê=o_k=~êÉ=ÜçëíáåÖI=~åçåóãáò~íáçå=~åÇ=áåíÉê~Åíáçå=ïáíÜ=çíÜÉê=
Åêáãáå~äëK=
=
qç=ÖáîÉ=~å= áåÇáÅ~íáçå=çÑ=Üçï=ÄáÖ=~å=çêÖ~åáò~íáçå=o_k=êÉ~ääó= áëI=ïÉ=Å~å= äççâ=~í=Üçï=ãìÅÜ=
íÜÉó=É~êå=éÉê=óÉ~êI=ïÜáÅÜ=áë=~ééêçñáã~íÉäó=NRM=ãáääáçå=rp=Ççää~êëK=
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^`qfsfqfbp=

qÜÉêÉ= ~êÉ= ã~åó= ~ÅíáîáíáÉë= íÜ~í= oìëëá~å= _ìëáåÉëë= kÉíïçêâ= ~êÉ= é~êí= çÑI= ÉáíÜÉê= ÇáêÉÅíäó= çê=
áåÇáêÉÅíäóK= mÜáëÜáåÖI= ã~äï~êÉI= ëÅ~ãI= aaçpI= ÅÜáäÇJéçêåçÖê~éÜó= ~åÇ= ëé~ã= Ü~îÉ= ~ää= ÄÉÉå=
ÅçååÉÅíÉÇ=íç=o_kK=tÉ=ïáää=ëÜçêíäó=éêÉëÉåí=ëçãÉ=çÑ=íÜÉëÉ=~êÉ~ëK==
=
j~äï~êÉ=
oìëëá~å= _ìëáåÉëë= kÉíïçêâ= Ü~îÉ= ÄÉÅçãÉ= ÉëéÉÅá~ääó= âåçïå= Ñçê= ëÉääáåÖ= é~Åâ~ÖÉë= Ñçê=
ÉñéäçáíáåÖ=âåçïå=îìäåÉê~ÄáäáíáÉëI=Äìí=íÜÉó=Ü~îÉ=Ü~Ç=íÜÉáê=Ü~åÇ=çå=çíÜÉê=íÜáåÖë=~ë=ïÉääK==
=
qÜÉ=ãçëí=áãéçêí~åí=ã~äï~êÉ=~íí~Åâë=ïÜáÅÜ=o_k=Ü~îÉ=ÄÉÉå=áåîçäîÉÇ=ïáíÜW=

• `ççätÉÄpÉ~êÅÜK=`ççätÉÄpÉ~êÅÜ= áë= áåëí~ääÉÇ= áå=íÜÉ=ïÉÄJÄêçïëÉêI=~åÇ= áí=ã~ó=íÜÉå=
ÅçääÉÅí= áåÑçêã~íáçå= çê= ÑÉíÅÜ= åÉï= íóéÉë= çÑ= ã~äï~êÉK= qÜÉêÉ= áë= åç= áåÇáÅ~íáçå= íÜ~í=
oìëëá~å=_ìëáåÉëë=kÉíïçêâ=Ü~ë=ÄÉÉå=ÇÉîÉäçéÉêë=çÑ=íÜáëI=Äìí=áí=áë=äáâÉäó=íÜ~í=íÜÉó=Ü~îÉ=
ÜçëíÉÇ=ëÉêîÉêë=ïÜáÅÜ=Ü~îÉ=ÄÉÉå=ìëÉÇ=Ñçê=íÜáëK=

• jm~ÅâK= qÜáë= áë= éêÉé~êÉÇ= é~Åâ~ÖÉë= ïÜáÅÜ= ~êÉ= ëçäÇ= ~ë= ~= ÑáåáëÜÉÇ= ëóëíÉãK= qÜÉëÉ=
é~Åâ~ÖÉë=~êÉ=ìëÉÇ= Ñçê=ÉñéäçáíáåÖ= îìäåÉê~ÄáäáíáÉë= áå= ëÉîÉê~ä= ëóëíÉãëI= ~ãçåÖ=çíÜÉêë=
ëÉîÉê~ä=ïÉÄJÄêçïëÉêë=~åÇ=çéÉê~íáåÖ=ëóëíÉãëK=o_k=áåîçäîÉÇ=éÉêëçåë=Ü~îÉ=éêçÄ~Ääó=
ÄÉÉå= ÇÉîÉäçéáåÖ= íÜáë= ëóëíÉãI= ~åÇ= íÜÉêÉ= áë= åç= ÇçìÄí= íÜ~í= o_k= Ü~îÉ= Ü~Ç= ëÉîÉê~ä=
ã~äáÅáçìë=ëÉêîÉêë= áå=ÅçååÉÅíáçå=ïáíÜ= íÜáëK= få=pÉéíÉãÄÉê= íÜáë=óÉ~ê= áí=ï~ë=Éëíáã~íÉÇ=
íÜ~í=~êçìåÇ=RMM=MMM=ã~ÅÜáåÉë=Ü~îÉ=ÄÉÉå=áåÑÉÅíÉÇ=íÜêçìÖÜ=PKN=ãáääáçå=~íí~ÅâëK=fí=áë=
ÉñéÉÅíÉÇ=íÜ~í=ëÉîÉê~ä=ãçêÉ=Ü~îÉ=ÄÉÉå=áåÑÉÅíÉÇ=ëáåÅÉ=íÜáë=Éëíáã~íÉ=ï~ë=ÇçåÉK=

• qçêéáÖLpáåçï~äK=qÜáë=áë=~=Öêçìé=çÑ=qêçà~åë=ïÜáÅÜ=~êÉ=ã~áåäó=ìëÉÇ=áå=ÅçååÉÅíáçå=ïáíÜ=
çåäáåÉ=Ä~åâáåÖ= Ñê~ìÇëI=~åÇ= áë=ëçäÇ=Äó=o_kK=pÉîÉê~ä=kçêÇáÅ=Ä~åâáåÖ=ëÉêîáÅÉë=Ü~îÉ=
ÄÉÉå=í~êÖÉíÉÇ=Äó=íÜáë=~ë=ïÉääK=qÜÉ=ãçëí=âåçïå=Å~ëÉ= áë=~å=~íí~Åâ=íçï~êÇë=kçêÇÉ~=
pïÉÇÉåI=ïÜáÅÜ=ï~ë=ÉñÉÅìíÉÇ=Äó=~=qêçà~å=äáâÉ=íÜáë=áå=ä~íÉ=OMMS=É~êäó=OMMTK=

=
mÜáëÜáåÖ=
qÜÉêÉ=~êÉ=~Åíì~ääó=åç=êÉéçêíë=íÜ~í=o_k=áë=ÜçëíáåÖ=~åó=éÜáëÜáåÖ=ëáíÉëK=eçïÉîÉêI=íÜÉêÉ=áë=åç=
ÇçìÄí= íÜ~í=o_k= áë= áåÇáêÉÅíäó=ÅçååÉÅíÉÇ=íç=éÜáëÜáåÖI=ëáåÅÉ=ã~åó=çÑ= íÜÉáê=qêçà~åë= Ñçê=çåäáåÉ=
Ä~åâáåÖ=Ñê~ìÇë=~êÉ=ëéêÉ~Ç=íÜêçìÖÜ=éÜáëÜáåÖ=ëáíÉëK=
=
pé~ã=
pé~ãÜ~ìë= Ü~îÉ= êÉÖáëíÉêÉÇ= o_k= áå= íÜÉáê= olhpl= EoÉÖáëíÉê= lÑ= håçïå= pé~ã= léÉê~íáçåëF=
Ç~í~Ä~ëÉK=eÉêÉ= íÜÉó=~êÉ= äáëíÉÇ=~ë=“Among the world's worst spammer, child-pornography, 
malware, phishing and cybercrime hosting networks.” 
 
Shortly, Russian Business Network has become known for being connected to most of the 
malicious acts on the Internet. RBN is described as “the baddest of the bad”. 
 

^qq^`h=qobkap=fkcirbk`b=

i~íÉäó= ïÉ= Ü~îÉ= ëÉÉå= íÜ~í= íÜÉ= ~íí~Åâ= íêÉåÇë= ~êÉ= ÇáêÉÅíÉÇ= ãçêÉ= ~åÇ=ãçêÉ= ~ï~ó= Ñêçã= íÜÉ=
êÉÅçåå~áëë~åÅÉ=~íí~ÅâëI=~åÇ=íÜÉó=~êÉ=ÇáêÉÅíÉÇ=íçï~êÇë=ëéÉÅáÑáÅ=í~êÖÉíëK=få=ã~åó=ï~óë=óçì=
Å~å=ë~ó= íÜ~í=oìëëá~å=_ìëáåÉëë=kÉíïçêâ=Ü~îÉ=Ü~Ç=êÉä~íáîÉäó=ÄáÖ= áåÑäìÉåÅÉ=çå=íÜÉëÉ=íêÉåÇëK=
tÉ=Å~å=ëÉÉ=íÜáë=íÜêçìÖÜ=ã~åó=~íí~Åâë=çÑ= íÜÉ=jé~Åâ=íóéÉI=ïÜáÅÜ= áë=~Ç~éíÉÇ=íç=íÜÉ=åÉÉÇë=
éêÉëÉåíÉÇI= áå=çíÜÉê=ïçêÇë=ïÜáÅÜ= áåÑçêã~íáçå=íÜÉó=ï~åí=íç=êÉíêáÉîÉK=låäáåÉ=Ä~åâáåÖ=qêçà~åë=
~êÉ= ~äëç= ÇáêÉÅíÉÇ= íçï~êÇë= çåÉ= Öç~äI= íÜÉ= çåäáåÉ= Ä~åâáåÖ= ëÉêîáÅÉëK= qÜÉ= çåäáåÉ= Ä~åâáåÖ=
ëÉêîáÅÉë=áå=èìÉëíáçå=ãìëí=ÄÉ=ÅçÇÉÇ=áå=íç=íÜÉ=qêçà~åI=~åÇ=íÜÉó=~êÉ=áå=çíÜÉê=ïçêÇë=ÅìëíçãáòÉÇ=
~ÑíÉê=íÜÉ=áåíÉåÇÉÇ=îáÅíáãK=
=
^ë=äçåÖ=~ë=o_k=çê=çíÜÉê=ëáãáä~ê=çêÖ~åáò~íáçåë=ÉñáëíëI=ïÉ=ïáää=ÅçåíáåìÉ=íç=ëÉÉ=ëçãÉ=ÅÜ~åÖÉë=
áå= íÜÉ= ~íí~Åâ= íêÉåÇëK=tÉ=ïáää= ëÉÉ=ãçêÉ= ~íí~Åâë= íÜ~í= ~êÉ= Öç~äJçêáÉåíÉÇI= Äìí= ëíáää= áë= Äìáäí= çå=
åÉ~êäó= ÑáåáëÜÉÇ= ëçäìíáçåëK= få= íÜáë=ï~ó= Ü~ÅâÉêëI= ~åÇ= çíÜÉê= ÅóÄÉêJÅêáãáå~äëI= Å~å= ~ÅÜáÉîÉ= ~ë=
ãìÅÜ=~ë=éçëëáÄäÉ=ïáíÜçìí=íÜÉ=íê~ÑÑáÅ=ÜáííáåÖ=ãçêÉ=íÜ~å=åÉÅÉëë~êóK=
=
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i^qbpq=kbtp=

qÜÉ= ä~íÉëí=åÉïë=~Äçìí=oìëëá~å=_ìëáåÉëë=kÉíïçêâ= áë= íÜ~í= áë=ëÉÉãë= äáâÉ= íÜÉó=~êÉ=êÉäçÅ~íáåÖ=
^ÑíÉê= áåÅêÉ~ëÉÇ= ÑçÅìë= ~åÇ= éêÉëëìêÉ= íçï~êÇë= o_k= ~åÇ= ëçãÉ= ÅÜ~åÖÉë= áå= íÜÉ= êçìíáåÖ=
éçëëáÄáäáíáÉë=áå=bìêçéÉI=íÜÉó=Ü~îÉ=ãçêÉ=çê=äÉëë=ÄÉÉå=ÑçêÅÉÇ=íç=ÑáåÇ=åÉï=~êÉ~ë=íç=äçÅ~íÉ=íÜÉáê=
ëÉêîÉêëK=^í= íÜáë=ãçãÉåí=ÜìÖÉ=é~êíë= çÑ=o_k=~êÉ= î~åáëÜáåÖ= Ñêçã= íÜÉ= fåíÉêåÉíI=Äìí= íÜÉó= ~êÉ=
ÄÉäáÉîÉÇ=íç=êÉëìêÑ~ÅÉ=ëççåI=éêçÄ~Ääó=äçÅ~íÉÇ=áå=`Üáå~K=
=
qÜÉêÉ=áë=ÜçïÉîÉê=~=ÄáÖ=é~êí=çÑ=o_k=ëíáää=ïçêâáåÖ=~ë=ìëì~äI=ïáíÜ=ëçãÉ=åÉï=äçÅ~íáçåëI=~åÇ=íÜÉ=
~Åíáîáíó= Ñêçã= o_k= áë= ëíáää= ä~êÖÉK= qÜÉ= ä~ëí= âåçïå= ~íí~Åâ= êÉä~íÉÇ= íç= o_k= ï~ë= êÉéçêíÉÇ=
kçîÉãÄÉê=NVíÜK=qÜáë=~íí~Åâ=ï~ë=~å=~íí~Åâ=ïÜÉêÉ=ácê~ãÉ=îìäåÉê~ÄáäáíáÉë=ïÉêÉ=ÉñéäçáíÉÇI=ïÜáÅÜ=
áë=ëçäÇ=~ë=~=é~êí=çÑ=íÜÉ=jm~Åâ=ëçäìíáçåëK=
=
qÜÉêÉ= áë=åç= êÉ~ëçå= Ñçê=ÄÉäáÉîáåÖ=ïÉ=ïáää= ëÉÉ= äÉëë=çÑ=o_k= áå= íÜÉ= ÑìíìêÉK=qÜÉêÉ= áë=~Åíì~ääó=~=
ÅÜ~åÅÉ= íÜ~í= íÜÉó= ïáää= êÉëìêÑ~ÅÉ= ÄáÖÖÉê= ~åÇ= ëíêçåÖÉê= íÜ~å= ÉîÉêI= ëçãÉíÜáåÖ= íÜ~í= ãçëí= fqJ
ëÉÅìêáíó=ÉñéÉêíë=ëÉÉ=~ë=~=ÄáÖ=ÅÜ~ääÉåÖÉK=

plro`bp=

xNz== táâáéÉÇá~=Ó=oìëëá~å=_ìëáåÉëë=kÉíïçêâ=
ÜííéWLLÉåKïáâáéÉÇá~KçêÖLïáâáLoìëëá~å|_ìëáåÉëë|kÉíïçêâ==

xOz== táâáéÉÇá~=Ó=`ççätÉÄpÉ~êÅÜ=
ÜííéWLLÉåKïáâáéÉÇá~KçêÖLïáâáL`ççätÉÄpÉ~êÅÜ

xPz== _äçÖëéçí=Ó=oìëëá~å=_ìëáåÉëë=kÉíïçêâ=
ÜííéWLLêÄåÉñéäçáíKÄäçÖëéçíKÅçãL

xQz== a~îáÇ=_áòÉìä=Ó=oìëëá~å=_ìëáåÉëë=kÉíïçêâ=píìÇó=
ÜííéWLLïïïKÄáòÉìäKçêÖLÑáäÉëLo_k|ëíìÇóKéÇÑ

xRz= qÜÉ=aáéäçã~í=Ó=tçêäÇ=táÇÉ=t~ê=PKM=
ÜííéWLLïïïKíÜÉJÇáéäçã~íKÅçãL~êíáÅäÉK~ëéñ\~ÉáÇZPPMN

xSz= pçÑíéÉÇá~=Ó=oìëëá~å=`ÜáäÇJmçêå=eçëíÉêë=dìáäíó=Ñçê=_~åÇ=çÑ=fåÇá~=e~Åâ=
ÜííéWLLåÉïëKëçÑíéÉÇá~KÅçãLåÉïëLoìëëá~åJ`ÜáäÇJmçêåJeçëíÉêëJdìáäíóJcçêJ_~åâJçÑJ
fåÇá~Je~ÅâJSQROQKëÜíãä

xTz= qÜÉ=^ÖÉ=Ó=cêçã=oìëëá~=ïáíÜ=ã~äáÅÉ=
ÜííéWLLïïïKíÜÉ~ÖÉKÅçãK~ìLåÉïëLÄìëáåÉëëLÑêçãJêìëëá~JïáíÜJã~äáÅÉJÅêáãáå~äëJíê~ïäJ
íÜÉJïçêäÇLOMMTLMTLOPLNNURMQPMPOMQVKÜíãä\é~ÖÉZÑìääé~ÖÉ@ÅçåíÉåípï~éN

xUz= áaÉÑÉåëÉ=Ó=däçÄ~ä=qÜêÉ~í=oÉëÉ~êÅÜ=oÉéçêíW=oìëëá~=
ÜííéWLLïïïKéãáKáíLÑáäÉLïÜáíÉé~éÉêLMMMNURKéÇÑ

xVz= t~ëÜáåÖíçå=mçëí=Ó=oìëëá~å=_ìëåáåÉëë=kÉíïçêâW=açïåI=_ìí=kçí=lìí=
ÜííéWLLÄäçÖKï~ëÜáåÖíçåéçëíKÅçãLëÉÅìêáíóÑáñLOMMTLNNLêìëëá~å|ÄìëáåÉëë|åÉíïçêâ|ÇçïåK
Üíãä\å~îZêëë|ÄäçÖ
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http://en.wikipedia.org/wiki/Russian_Business_Network
http://en.wikipedia.org/wiki/CoolWebSearch
http://rbnexploit.blogspot.com/
http://www.bizeul.org/files/RBN_study.pdf
http://www.the-diplomat.com/article.aspx?aeid=3301
http://news.softpedia.com/news/Russian-Child-Porn-Hosters-Guilty-For-Bank-of-India-Hack-64524.shtml
http://news.softpedia.com/news/Russian-Child-Porn-Hosters-Guilty-For-Bank-of-India-Hack-64524.shtml
http://www.pmi.it/file/whitepaper/000185.pdf
http://blog.washingtonpost.com/securityfix/2007/11/russian_business_network_down.html?nav=rss_blog
http://blog.washingtonpost.com/securityfix/2007/11/russian_business_network_down.html?nav=rss_blog
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