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pb`lab=^_=
pÉÅçÇÉ=ÜÉäéë=Åçãé~åáÉë=~åÇ=çêÖ~åáò~íáçåë=Ö~áå= áåëáÖÜíI=ÅçãéÉíÉåÅÉ=~åÇ=íÜÉêÉÄó=Åçåíêçä=
çîÉê= íÜÉáê= çéÉê~íáçåë= Ñêçã= ~= ÅçãéäÉíÉ= fq= ëÉÅìêáíó= éÉêëéÉÅíáîÉK=tÉ= ÇÉäáîÉê= éêç~ÅíáîÉ= ~åÇ=
éÉêéÉíì~ä= îáÖáä~åÅÉ= ïáíÜáå= íïç= ~êÉ~ëW= OQLT= j~å~ÖÉÇ= pÉÅìêáíó= pÉêîáÅÉë= ~åÇ= pÉÅìêáíó=
`çåëìäíáåÖK=
=
qÜÉ=`çãé~åó=ï~ë=çêáÖáå~ääó=ÑçìåÇÉÇ=áå=NVUS=~ë=póëíÉã=páââÉêÜÉí=^LpI=áå=^êÉåÇ~äI=kçêï~óK=
få=óÉ~ê=OMMMI=pÉÅçÇÉ=^_=ï~ë= ÑçìåÇÉÇ= áå=pïÉÇÉå=~åÇ=ëí~êíÉÇ= áíë=OQLT=j~å~ÖÉÇ=pÉÅìêáíó=
pÉêîáÅÉë= ~åÇ= pÉÅìêáíó= `çåëìäíáåÖK= qÜÉ= íïç= Åçãé~åáÉë=ãÉêÖÉÇ= áå= g~åì~êó= OMMQI= íÜÉêÉÄó=
ÑçêÖáåÖ= íÜÉ= äÉ~ÇáåÖ= aáÖáí~ä= pÉÅìêáíó= `çãé~åó= áå= íÜÉ= kçêÇáÅ= êÉÖáçåK= få= j~êÅÜ= OMMS= íÜÉ=
cáååáëÜ= fqJëÉÅìêáíó=Åçãé~åó=kÉíëçä=lv= EÑçìåÇÉÇ= áå=NVVSF=ï~ë=ãÉêÖÉÇ= áåíç=pÉÅçÇÉK=cêçã=
íÜÉ= Ñáêëí= çÑ= g~åì~êó= OMMT=pÉÅçÇÉ= Ü~ë= Éëí~ÄäáëÜÉÇ= ë~äÉëJçÑÑáÅÉë= áå= ÄçíÜ=aÉåã~êâ= ~åÇ= íÜÉ=
kÉíÜÉêä~åÇë= ~åÇ= ÇÉäáîÉêë= fqJëÉÅìêáíó= ëÉêîáÅÉë= íç= ÅìëíçãÉêë= áå= íÜÉëÉ= ÅçìåíêáÉë= ~ë= ïÉääK=
pÉÅçÇÉ=ÜÉäéë=ã~åó=ÅìëíçãÉêë=áå=éêáî~íÉ=~åÇ=éìÄäáÅ=ëÉÅíçêëI=Ñêçã=ëÉîÉå=ÇáÑÑÉêÉåí=äçÅ~íáçåëI=
ìëáåÖ=ÅäçëÉ=íç=UR=ëÉÅìêáíó=ëéÉÅá~äáëíëK=qÜÉëÉ=ëéÉÅá~äáëíë=Ü~îÉ=äçåÖ=ÉñéÉêáÉåÅÉ=Ñêçã=ÄìáäÇáåÖ=
ä~êÖÉ=ÅçãéìíÉê=åÉíïçêâë=~åÇLçê=ìéJíçJÇ~íÉ=fq=ëÉÅìêáíó=ÅçãéÉíÉåÅÉK=pÉÅçÇÉ=^_=íçÇ~ó=Ü~ë=
ãçêÉ=íÜ~å=NMM=ÉãéäçóÉÉëK=
=
^ää= íÜáë= íçÖÉíÜÉê=ã~âÉë=pÉÅçÇÉ= íÜÉ= äÉ~ÇáåÖ=kçêíÜÉêå=bìêçéÉ~å=aáÖáí~ä= pÉÅìêáíó=`çãé~åó=
ïáíÜáå=j~å~ÖÉÇ=pÉÅìêáíó=pÉêîáÅÉë=ÅçãÄáåÉÇ=ïáíÜ=fqJpÉÅìêáíó=`çåëìäí~åÅó=pÉêîáÅÉëK=

prjj^ov=
qÜÉ=íçí~ä=åìãÄÉê=çÑ=êÉÅçåå~áëë~åÅÉ=~íí~Åâë=Ü~ë=ëÜçïå=~=ëäáÖÜí=ÇÉÅêÉ~ëÉ=ÇìêáåÖ=cÉÄêì~êóK=
qÜáë= ã~ó= ÄÉ= ÇìÉ= íç= íÜÉ= Ñ~Åí= íÜ~í= cÉÄêì~êó= áë= ~= ëÜçêí= ãçåíÜI= ~åÇ= ïÉ= ã~ó= ÅçãÉ= íç= íÜÉ=
ÅçåÅäìëáçå=íÜ~í=íÜÉ=íê~ÑÑáÅ=äÉîÉä=Ü~ë=ÄÉÉå=éêÉííó=ëí~ÄäÉK===
=
cçÅìë=çÑ=íÜÉ=jçåíÜ=í~âÉë=~=ÅäçëÉê=~í=íÜÉ=îìäåÉê~ÄäÉ=ëçÅáÉíóK=

q^_ib=lc=`lkqbkqp=
NK=fkqolar`qflk KKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKP=

OK=qeob^q=ibsbiKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKQ=

ob`lkk^fpp^k`b=^qq^`hp=cb_or^ov=OMMS KKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKK Q=
qvmb=lc=ob`lkk^fpp^k`b=^qq^`hp KKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKK R=
ob`lkk^fpp^k`b=^qq^`hp=mo=`lrkqov KKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKK S=
fkqbokbq=tlojp=^ka=pm^j KKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKK T=

PK=^iboq=pq^qfpqf` KKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKU=

e^kaiba=^iboqp KKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKK U=
obmloqba=fk`fabkqp KKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKK V=

QK=cl`rp=lc=qeb=jlkqe=Ó=qeb=srikbo^_ib=pl`fbqv KKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKNM=

efpqlov KKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKK NM=
mobpbkq=a^v KKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKK NN=
lro=_fddbpq=qeob^qp KKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKK NN=
plro`bp KKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKK NO=

==

=

=
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NK fkqolar`qflk=
qÜáë=êÉéçêí=áë=Ä~ëÉÇ=çå=íÜêÉÉ=ã~áå=é~êíëX=qêÉ~í=äÉîÉäI=^äÉêí=pí~íáëíáÅ=~åÇ=
cçÅìë=çÑ=íÜÉ=jçåíÜK==
=
qÜêÉ~í= äÉîÉä= áë= ~= éêÉëÉåí~íáçå= çÑ=ïÜ~í= íÜêÉ~íë= çêÖ~åáò~íáçåë= ~êÉ= ÉñéçëÉÇ= íç= íÜêçìÖÜ= íÜÉáê=
fåíÉêåÉí= ÅçååÉÅíáçåK= få= íÜáë= íÜêÉ~í= Éî~äì~íáçåI= êÉÅçåå~áëë~åÅÉ= ~íí~Åâë= Ñêçã= íÜÉ= fåíÉêåÉí=
~Ö~áåëí=ÅìëíçãÉêë=çÑ=pÉÅçÇÉ=~êÉ=~å~äóòÉÇ=~åÇ=éêÉëÉåíÉÇK=
=
^äÉêí=pí~íáëíáÅ=áë=Ä~ëÉÇ=çå=~äÉêíë=Ñêçã=pÉÅçÇÉÛë=fap=~åÇ=fmp=íççäëK=^å=~äÉêí=~ééÉ~ê=ïÜÉå=~=
ëÉåëçê= êÉÅçÖåáòÉë= åÉíïçêâ= íê~ÑÑáÅ= íÜ~í= Ñáí= íÜÉ= áãéäÉãÉåíÉÇ= ëáÖå~íìêÉëLÑáäíÉêëI= ~åÇ= áå= íÜÉëÉ=
Å~ëÉë=~äÉêíë=ïáää=ÄÉ=íê~åëÑÉêêÉÇ=íç=pÉÅçÇÉ=pl`=EpÉÅìêáíó=léÉê~íáçå=`ÉåíÉêFK=^ää=~äÉêíëI=ÄçíÜ=
Ñ~äëÉ=~åÇ=ÖÉåìáåÉI=~êÉ=ã~åì~ääó=Ü~åÇäÉë=Äó=~å~äóëíë=~í=pÉÅçÇÉK==
=
cçÅìë=çÑ=íÜÉ=jçåíÜ=áë=~å=~êíáÅäÉ=íÜ~í=ÑçÅìëÉë=çå=êÉäÉî~åí=íçéáÅë=ïáíÜáå=fq=
pÉÅìêáíóK=qÜáë=ãáÖÜí=ÄÉ=íçéáÅë=ÇáëÅìëëÉÇ=áå=ãÉÇá~I=áåÅáÇÉåíë=íÜ~í=Å~å=
áåÑäìÉåÅÉ=íÜÉ=íÜêÉ~í=äÉîÉäI=çê=ÅÜ~åÖÉë=áå=íÜÉ=~íí~Åâ=é~ííÉêå=Ñêçã=íÜÉ=fåíÉêåÉíK==
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OK qeob q̂=ibsbi==

aìÉ= íç= ÜáÖÜ= ~Åíáîáíó= äÉîÉäI= fåíÉêåÉí= ïçêãë= ~åÇ= ëé~ããáåÖ= ~êÉ= Ü~åÇäÉÇ= áå= ~= ëÉé~ê~íÉ=
ëìÄÅÜ~éíÉêX= “fåíÉêåÉí=ïçêãë= ~åÇ= pé~ãÒI= ~åÇ= ~êÉ= ÉñÅäìÇÉÇ= Ñêçã= íÜÉ= çíÜÉê= ÅÜ~êíë= áå= íÜáë=
ÅÜ~éíÉêK=

ob`lkk^fpp^k`b=^qq^`hp=cb_or^ov=OMMS=

qÜÉ=ëí~íáëíáÅë=ÄÉäçï=ÖáîÉë=~å=çîÉêîáÉï=çÑ= íÜÉ=~îÉê~ÖÉ=åìãÄÉê=çÑ= êÉÅçåå~áëë~åÅÉ=~íí~Åâë=
éÉê=åÉíïçêâ=ìåÇÉê=ëìêîÉáää~åÅÉK=eçïÉîÉêI=íÜÉ=~Åíáîáíó=äÉîÉä=ã~ó=î~êó=Ñêçã=çåÉ=åÉíïçêâ=~êÉ~=
íç=~åçíÜÉêK=aÉëéáíÉ=íÜÉëÉ=î~êá~íáçåë=áå=íÜÉ=íçí~ä=~Åíáîáíó=äÉîÉäI=ïÉ=EãçëíäóF=êÉÖáëíÉê=íÜÉ=ë~ãÉ=
âáåÇ=çÑ=~íí~Åâë=áå=ÇáÑÑÉêÉåí=åÉíïçêâ=~êÉ~ëK=
=
=

Reconnaissance attacks pr monitored C-Net
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Reconnaissance attacks pr C-Net pr date
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=
qÜÉ=íçí~ä=åìãÄÉê=çÑ=êÉÅçåå~áëë~åÅÉ=~íí~Åâë=Ü~ë=ëÜçïå=~=ëäáÖÜí=ÇÉÅêÉ~ëÉ=ÇìêáåÖ=cÉÄêì~êóK=
qÜáë=ã~óI=ÜçïÉîÉêI=ÄÉ=Éñéä~áåÉÇ=Äó=íÜÉ=Ñ~Åí=íÜ~í=cÉÄêì~êó=áë=~=ëÜçêí=ãçåíÜK=fí=áë=íÜÉêÉÑçêÉ=
îÉêó=äáâÉäó=íÜ~í=íÜÉ=åìãÄÉêë=çÑ=~íí~Åâë=~êÉ=éêÉííó=ëí~ÄáäÉK=
=
qÜáë=ãçåíÜ=íÜÉ=íê~ÑÑáÅ=íçï~êÇë=pp`J^ÖÉåí=Eéçêí=OVSTF=áë=ëí~êíáåÖ=íç=êÉÇìÅÉ=íç=~=åçêã~ä=äÉîÉäK=
qÜÉêÉ=~êÉ=ëíáää=ëÉ~êÅÜÉë=~Ö~áåëí=íÜáë=ëÉêîáÅÉI=Äìí=ïÉ=ëÉÉ=~=ÅäÉ~ê=êÉÇìÅíáçåK==
=
qÜÉêÉ=~êÉ=åç=ëéÉÅá~ä=~íí~Åâë=Å~ìëáåÖ=íÜÉ=éÉÉâ=~êçìåÇ=íÜÉ=SíÜ=çÑ=cÉÄêì~êóK==
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qvmb=lc=ob`lkk^fpp^k`b=^qq^`hp=

qÜÉ= Çá~Öê~ã= ÄÉäçï= Åçåí~áåë= ~= ëìãã~êó= çÑ= íÜÉ= ãçëí= Åçããçå= êÉÅçåå~áëë~åÅÉ= ~íí~Åâë=
ÇìêáåÖ=íÜÉ=ä~ëí=íïç=ãçåíÜëI=ïÜÉíÜÉê=áí=áë=ëÅ~åë=Ñçê=çåÉ=ëáåÖäÉ=ëÉêîáÅÉ=çê=ÅçãÄáåÉÇ=ëÅ~åë=Ñçê=
ëÉîÉê~ä=ëÉêîáÅÉëK=

Average top 10 incidents pr C-Net
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=

=
^ë= éêÉîáçìëäó= ãÉåíáçåÉÇI= ëÉ~êÅÜÉë= ~Ö~áåëí= éçêí= OVST= Epp`J^ÖÉåí= çê= póã~åíÉÅ= ^sF=
ÇÉÅêÉ~ëÉÇ=ÜÉ~îáäó=íÜáë=ãçåíÜI=~åÇ=çåÅÉ=~Ö~áå=kÉí_flp=ÉåíÉêÉÇ=íÜÉ=íçé=çÑ=íÜÉ=äáëíK=pÉ~êÅÜÉë=
~Ö~áåëí= sk`= Ü~îÉ= ~äëç= ÇÉÅêÉ~ëÉÇ= íÜáë=ãçåíÜI= Äìí= ëÉ~êÅÜÉë= ~Ö~áåëí= sk`= ÅçãÄáåÉÇ=ïáíÜ=
çíÜÉê=ëÉêîáÅÉë=áåÅêÉ~ëÉ=èìáíÉ=~=äçíK=pÉ~êÅÜÉë=~Ö~áåëí=mlmP=~êÉ=~ãçåÖ=íÜÉ=íçé=çÑ=íÜÉ=äáëí=íÜáë=
éÉêáçÇK=qÜáë=áë=ÇìÉ=íç=íÜêÉÉ=Éñéäçáíë=çå=ëÉêîáÅÉë=ìëáåÖ=íÜáë=éçêíK=qÜÉ=íÜêÉÉ=Éñéäçáíë=ïÉêÉ=çåÉ=
^ñáÖÉå=Éj~áä=Éñéäçáí=~åÇ=íïç=fj^m=ÉñéäçáíëK===
=
få=g~åì~êó=îá=Ü~Ç=äçíë=çÑ=ëÉ~êÅÜÉë=íçï~êÇë=éçêí=OVSUI=ïÜáÅÜ=ïÉ=Ü~îÉ=åçí=ëÉÉå=ëç=ãìÅÜ=çÑ=
íÜáë=éÉêáçÇK=qÜÉêÉ=~êÉ=åç=ÄáÖ=ëìêéêáëÉë=çå=íÜÉ=íçé=NM=äáëí=íÜáë=éÉêáçÇI=~ë=ïÉ=Ü~îÉ=ëÉÉå=ã~åó=
íáãÉë=ÄÉÑçêÉK==
=
^ää=ëÉêîáÅÉë=Ü~îÉ=ÄÉÉå=~í=íÜÉ=íçé=NM=äáëí=ÄÉÑçêÉK==
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ob`lkk^fpp^k`b=^qq^`hp=mo=`lrkqov=

qÜÉ=ã~äáÅáçìë=~Åíáîáíó=áå=íÜÉ=ëí~íáëíáÅ=ÄÉäçï=áë=ã~áåäó=~ìíçã~íÉÇ=~íí~ÅâëI=ïÜáÅÜ=ÅçãÉë=Ñêçã=
áåÑÉÅíÉÇ=ÅçãéìíÉêë=EÉKÖK=fåíÉêåÉí=ïçêãë=çê=îáêìëÉëFK=qÜáë=ãÉ~åë=íÜ~í=ãçëí=çÑ=íÜÉ=~íí~Åâë=~êÉ=
åçí=ÇáêÉÅíäó=~áãÉÇI=Äìí=~êÉ=ê~íÜÉê=~=ëÉÅçåÇ~êó=ÉÑÑÉÅíK==
=

Top 10 - Attacks pr country pr C-Net
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=

^ë= áå=éêáçê=éÉêáçÇë= íÜÉ=rp= áë= íÜÉ=ãçëí=~ÖÖêÉëëáîÉ=ëçìêÅÉ=ÄÉÜáåÇ= êÉÅçåå~áëë~åÅÉ=~íí~ÅâëI=
íÜáë=ãçåíÜ=ÑçääçïÉÇ=Äó=pçìíÜ=hçêÉ~=~åÇ=cê~åÅÉK=få=íÜáë=éÉêáçÇ=íÜÉêÉ=Ü~îÉ=ÄÉÉå=êÉÖáëíÉêÉÇ=~=
ÇÉÅêÉ~ëÉ=Ñêçã=ãçëí=çÑ=íÜÉ=ÅçìåíêáÉëI=ïÜáÅÜ=áë=ãçëí=äáâÉäó=ÇìÉ=íç=íÜÉ=ÇÉÅêÉ~ëÉ=çÑ=ëÉ~êÅÜÉë=
~Ö~áåëí=éçêí=OVSTK=qÜÉëÉ=ëÉ~êÅÜÉë=ïÉêÉ=Ä~ëáÅ~ääó= íÜÉ= êÉ~ëçå=ÄÉÜáåÇ= íÜÉ=ÖÉåÉê~ä= áåÅêÉ~ëÉ=
ä~ëí=ïÉÉâK=fí=ã~ó=~äëç=ÄÉ=ÇìÉ=íç=íÜÉ=Ñ~Åí=íÜ~í=cÉÄêì~êó=áë=~=ëÜçêíÉê=ãçåíÜK=
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fkqbokbq=tlojp=^ka=pm^j==

_ÉÅ~ìëÉ= çÑ= ~= ÜáÖÜ= äÉîÉä= çÑ= ~Åíáîáíó= ~Ö~áåëí= ÅÉêí~áå= ëÉêîáÅÉëI= íÜáë= íê~ÑÑáÅ= áë= éêÉëÉåíÉÇ= áå= ~=
ëÉé~ê~íÉ= ëí~íáëíáÅëK= qÜáë= ~ééäáÉë= Ñçê= íÜçëÉ= ëÉêîáÅÉë=ïÜáÅÜ=~êÉ=ãçëí= ÑêÉèìÉåíäó= í~êÖÉíÉÇ=Äó=
fåíÉêåÉí=ïçêãë=~åÇ=ëé~ããáåÖ=~ííÉãéíëK=
=

Activity pr port/service pr C-Net
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5000 (Bobax)

445 (Nachi/Sasser)

3127 (MyDoom)

1434 (SQL Slammer)

137 (opaSoft/BugBEar)

135 (Blaster/Nachi)

1029 ICQ/Msg SPAM

1028 ICQ/Msg SPAM

1027 ICQ/Msg SPAM

1026 ICQ/Msg SPAM

1025 ICQ/Msg SPAM

0 (Nachi.b)

=

=
qÜÉ= åìãÄÉê=çÑ=ïçêãë= áë= ëíáää= ÇÉÅêÉ~ëáåÖ= ëäáÖÜíäó= íÜáë=ãçåíÜK= fí= áë=ãçëíäó= íê~ÑÑáÅ= ~í= éçêí= MI=
NQPQ=~åÇ=QQR=ïÜáÅÜ= áë=ÇÉÅêÉ~ëáåÖI=ïÜáäÉ= íÜÉ=çíÜÉê=Å~íÉÖçêáÉë= êÉã~áå=ëí~ÄäÉK= fí= áë=Ü~êÇ= íç=
éáåéçáåí=áÑ=íÜáë=áë=ÇìÉ=íç=~=êÉ~ä=ÇÉÅêÉ~ëÉ=áå=íê~ÑÑáÅ=çê=áÑ=áí=áë=ÇìÉ=íç=íÜÉ=ëÜçêí=éÉêáçÇ=ïÉ=Ü~îÉ=
éìí=ÄÉÜáåÇ=ìëK==
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PK ^iboq=pq̂ qfpqf`=

qÜáë=ÅÜ~éíÉê=ÖáîÉë=~=ëìãã~êó=çÑ=~äÉêíë=Ñêçã=fapLfmp=ëÉåëçêëK=qÜÉëÉ=~äÉêíë=
~êÉ=~ää=~å~äóòÉÇ=Äó=pÉÅçÇÉ=pl`K=qÜÉ=ëí~íáëíáÅë=ëÜçïë=íÜÉ=ÇáëíêáÄìíáçå=çÑ=
~äÉêíë=éÉê=åÉí=ëÉÖãÉåí=íÜ~í=~êÉ=ìåÇÉê=ëìêîÉáää~åÅÉK==

e^kaiba=^iboqp=

qÜÉ= ëí~íáëíáÅë= ÄÉäçï= ëÜçïë= Ü~åÇäÉÇ= ~äÉêíë= ÇáëíêáÄìíÉÇ= ~í= íÜÉ= ÇáÑÑÉêÉåí= åÉíïçêâ= ëÉÖãÉåíë=
ïÜÉêÉ=pÉÅçÇÉÛë=ãÉ~ëìêáåÖ=éçáåíë=~êÉ=éä~ÅÉÇK=
=
qÜÉ=åÉíïçêâ=ëÉÖãÉåíë=~êÉ=ÇáîáÇÉÇ=áåíç=íÜÉ=ÑçääçïáåÖW=
 fåíÉêåÉíW=íÜÉ=ãÉ~ëìêáåÖ=éçáåí=áë=äçÅ~íÉÇ=çìíëáÇÉ=íÜÉ=ÑáêÉï~ää=çå=~=åÉíïçêâ=ÉñéçëÉÇ=íç=íÜÉ=

fåíÉêåÉí=
 ajwW= íÜÉ= ãÉ~ëìêáåÖ= éçáåí= áë= éä~ÅÉÇ= áåëáÇÉ= íÜÉ= åÉíïçêâ= ~åÇ= ãçåáíçêë= íê~ÑÑáÅ= ~Ö~áåëí=

ëÉêîáÅÉë=íÜ~í=~êÉ=ÉñéçëÉÇ=íç=fåíÉêåÉí=çê=çíÜÉê=ìåë~ÑÉI=ÉñíÉêå~ä=åÉíïçêâë=
 fåíê~= i^kW= íÜÉ= ãÉ~ëìêáåÖ= éçáåí= áë= éä~ÅÉÇ= áåëáÇÉ= íÜÉ= åÉíïçêâ= ~åÇ= ãçåáíçêë= íê~ÑÑáÅ=

ÄÉíïÉÉå=ÅäáÉåíëI=ëÉêîÉêë=~åÇ=çíÜÉê=åÉíïçêâ=ÉèìáéãÉåí=
 m~êíåÉê= i^kW= íÜÉ= ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áå= ~å= ÉåîáêçåãÉåí= íÜ~í= áë= ìëÉÇ= Ñçê=

ÅçããìåáÅ~íáçå=íçï~êÇë=ÉñíÉêå~ä=é~êíåÉêëK=qÜÉ=é~êíåÉê=i^k=áë=ïáíÜçìí=fåíÉêåÉí=~ÅÅÉëë=
 oÉëíêáÅíÉÇ=i^kW= íÜÉ=ãÉ~ëìêáåÖ=éçáåí=~êÉ= äçÅ~íÉÇ= áå= ~= äáãáíÉÇ=ÉåîáêçåãÉåí=ïáíÜ=~= îÉêó=

ïÉää=ÇÉÑáåÉÇ=íê~ÑÑáÅ=é~ííÉêå=~åÇ=ïáíÜçìí=fåíÉêåÉí=~ÅÅÉëë=

=

All alerts - false excluded

32 %
12 %

10 %

7 %

39 %

DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
qÜÉ=Çá~Öê~ã=~ÄçîÉ=ëÜçïë=íÜÉ=ÇáëíêáÄìíáçå=Ñçê=~ää=ÖÉåìáåÉ=~äÉêíëK==
=

Alerts with malicious intent

30 %
17 %

2 %

51 %

DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
=
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qÜÉ=Çá~Öê~ã=~ÄçîÉ=ëÜçïë=íÜÉ=ÇáëíêáÄìíáçå=Ñçê=~ää=~äÉêíë=Å~ìëÉÇ=Äó=~Åíáîáíó=
ïáíÜ=ã~äáÅáçìë=áåíÉåíI=ïáíÜçìí=íÜÉ=ÅìëíçãÉê=åÉÅÉëë~êó=ÄÉáåÖ=îìäåÉê~ÄäÉK==
=
=
=

Alerts - severe
1 %

93 %

6 %

DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
qÜÉ=Çá~Öê~ã=~ÄçîÉ=ëÜçïë=íÜÉ=ÇáëíêáÄìíáçå=çÑ=~ää=~äÉêíë=Å~ìëÉÇ=Äó=~Åíáîáíó=
ïáíÜ=ã~äáÅáçìë=áåíÉåíI=~åÇ=ïÜÉêÉ=íÜÉ=ÅìëíçãÉê=ãáÖÜí=ÄÉ=îìäåÉê~ÄäÉ=çê=
ÅçãéêçãáëÉÇK=

obmloqba=fk`fabkqp=

qÜÉ=ëí~íáëíáÅ=ÄÉäçï=ëÜçïë=ÇáëíêáÄìíáçå=çÑ=áåÅáÇÉåíë=êÉéçêíÉÇ=íç=ÅìëíçãÉêë=çÑ=pÉÅçÇÉ=íÜÉ=ä~ëí=
S=ãçåíÜëK==
=

Reported incidents last 6 month

6 %

17 %

49 % 28 %

DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
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QK cl`rp=lc=qeb=jlkqe=Ó=qeb=srikbo^_ib=pl`fbqv=
qÜáë=ãçåíÜÛë=ÑçÅìë=ïáää=~å~äóòÉ=Üçï=íÜÉ=ëçÅáÉíó=ã~âÉë=áíëÉäÑ=ãçêÉ=~åÇ=ãçêÉ=îìäåÉê~ÄäÉI=~åÇ=
Üçï=íÜáë=ã~âÉë=ÅóÄÉêíÉêêçê=~åÇ=çíÜÉê=íÜêÉ~íë=íç=ÅçãéìíÉêë=~åÇ=çíÜÉê=íÉÅÜåáÅ~ä=ã~ÅÜáåÉêó=
ãçêÉ=ëÉîÉêÉ=íÜ~å=ÉîÉê=ÄÉÑçêÉK=bîÉå=íÜçìÖÜ=ïÉ=~êÉ=îÉêó=îìäåÉê~ÄäÉ=íÜêçìÖÜ=çìê=åÉíïçêâ=~åÇ=
ÅçãéìíÉê= ìëÉëI= íÜÉ= ãçëí= îìäåÉê~ÄäÉ= é~êí= çÑ= ëçÅáÉíó= áë= áåÇÉÉÇ= íÜÉ= ÉäÉÅíêáÅ~ä= åÉíïçêâK=
eçïÉîÉêI=f=~ã=åçí=~å=ÉäÉÅíêáÅá~åI=ëç=f=ïáää=åçí=ÇáëÅìëë=íÜ~í=é~êí=çÑ=íÜÉ=~ëéÉÅí=áå=íÜáë=~êíáÅäÉK=

efpqlov=

qç=ìåÇÉêëí~åÇ=Üçï=îìäåÉê~ÄäÉ=ïÉ=åçï=~êÉI=ïÉ=Ü~îÉ=íç=äççâ=~í=íÜÉ=ÜáëíçêóK=hÉÉé=áå=ãáåÇ=íÜ~í=
f=~ã=åçí=~å=Üáëíçêá~å=ÉáíÜÉêI=ëç=íÜáë=áë=éêÉííó=~Äëíê~ÅíK===
=
^Äçìí=NMM=óÉ~êë=~ÖçI=íÜÉó=ÅçìäÇ=åçí=áå=íÜÉáê=ïáäÇÉëí=áã~Öáå~íáçå=éêÉÇáÅí=Üçï=ëçÅáÉíó=áë=ÄìáäÇ=
íçÇ~óK= bäÉÅíêáÅáíó= ï~ë= åçí= ~= åçêã~ä= é~êí= çÑ= íÜÉ= ÉîÉêóÇ~ó= äáÑÉI= áí= ï~ë= åçí= éçëëáÄäÉ= íç= ÖÉí=
ÉäÉÅíêáÅáíó=çìí=íç=~ääK=qÜÉ=íÉäÉéÜçåÉ=ï~ë=çåäó=Ñçê=íÜÉ=ÑÉïI=ëçãÉ=Ü~Ç=åÉîÉê=ÜÉ~êÇ=~Äçìí=áíI=~åÇ=
íÜÉ= áÇÉ~=çÑ= íÜÉ=íÉäÉéÜçåÉ=ÄÉáåÖ=ãçÄáäÉ=ï~ë=ê~ÇáÅ~äK=e~åÇïêáíáåÖ=ï~ë=ëíáää= íÜÉ=ã~áå=ï~ó=çÑ=
ÖÉííáåÖ=ïçêÇë=çå=é~éÉêI=ÉîÉå=íÜçìÖÜ=íÜÉ=íóéÉïêáíÉê=Ü~Ç=ÄÉÉå=~î~áä~ÄäÉ= áå=ëçãÉ=ëçêí= Ñçê=~=
ïÜáäÉK=
=
qÜÉ= ëçÅáÉíó= ~í= íÜ~í= éçáåí= ï~ë= åçí= ~í= ~ää= ~ë= îìäåÉê~ÄäÉ= ~ë= íçÇ~óK= qÜÉó= ÇáÇ= åçí= êÉäó= çå=
ÉäÉÅíêáÅáíóI=ÄÉÅ~ìëÉ=ã~åó=ÇáÇ=åçí=Ü~îÉ=~åóK=jçëí=áåÇìëíêáÉë=ïÉêÉ=ëíáää=Ä~ëÉÇ=çå=éçïÉê=Ñêçã=
ëíÉ~ãI=ÜçêëÉéçïÉêI=~åÇ=ã~åéçïÉê=~åÇ=ëç=çåK=qÜÉáê=ÅçããìåáÅ~íáçåë=ï~ë=ãçëíäó=Äó=éçëí~ä=
ëÉêîáÅÉë=çê= áí=ã~ó=ÄÉ=Äó=íÉäÉÖê~ãK=qÜÉ=ëçÅáÉíó=ï~ë=“ëäçïÒK=vçì=ÅçìäÇ=åçí=ïçêâ=~ë=Ñ~ëí=~ë=
íçÇ~óI=ÄÉÅ~ìëÉ=óçì=ÅçìäÇ=åçí=ÖÉí=óçìê=éêçÇìÅíë=çìí=~åó= Ñ~ëíÉê= íÜ~å=~=ÜçêëÉ=ã~å~ÖÉÇ= íç=
Å~êêó=áíK=få=ëÜçêíI=óçì=êÉäáÉÇ=çå=óçìêëÉäÑ=~åÇ=åçí=ÉîÉêóÄçÇó=ÉäëÉK=
=
RM=óÉ~êë=ä~íÉê=íÜÉ=ÉäÉÅíêáÅáíó=ï~ë=áå=ìëÉ=~í=ãçëí=áåÇìëíêá~ä=Ñ~ÅíçêáÉëI=~åÇ=íÜÉ=íÉäÉéÜçåÉ=ï~ë=
áå= ìëÉ= Ñçê= äçåÖ= Çáëí~åÅÉ= Å~ääëK= `çêÇäÉëë= éÜçåÉë= ïÉêÉ= åçí= Ñ~ê= Ñêçã= ÄÉáåÖ= áåíêçÇìÅÉÇK=
qóéÉïêáíÉêë=ïÉêÉ=íÜÉ=ã~áå=ï~ó=çÑ=ÖÉííáåÖ=ïçêÇë=çå=é~éÉê=áå=ëÉîÉê~ä=ÄìëáåÉëëÉëK=^åÇ=~í=íÜáë=
éçáåí=~=ã~ÅÜáåÉ=ÇçáåÖ=Å~äÅìä~íáçåë=Ü~Ç=ÄÉÉå=áåíêçÇìÅÉÇ=~äêÉ~ÇóI=áå=NVQPK=qÜáë=“Å~äÅìä~íçêÒI=
ïÜáÅÜ= áë= ÅçåëáÇÉêÉÇ= íÜÉ= Ñáêëí= ÉäÉÅíêçåáÅ= ÅçãéìíÉêI= çÅÅìéáÉÇ= ~Äçìí= NUMM= ëèì~êÉ= ÑÉÉí= ESM=
ëèì~êÉ=ãÉíÉêëF=~åÇ=ïÉáÖÜÉÇ=~äãçëí=RM=íçåëK=^Äçìí=íÉå=óÉ~êë= ä~íÉê=íÜÉ=Ñáêëí= f_j=ÅçãéìíÉê=
ï~ë=áåíêçÇìÅÉÇI=íÜÉ=f_j=TMNK=
=
få=íÜÉ=ÑáÑíáÉë=~åÇ=ëáñíáÉë=ïÉ=ëí~êíÉÇ=íç=ã~âÉ=çìêëÉäîÉë=ãçêÉ=îìäåÉê~ÄäÉI=Äó=ã~âáåÖ=çìêëÉäîÉë=
ÇÉéÉåÇÉåí=çå=çíÜÉê=é~êíë=çÑ=ëçÅáÉíóK=cçê=áåëí~åÅÉI=áí=ï~ë=ãçëí=ìåäáâÉäó=íç=Ü~îÉ=çåÉ=ëíÉ~ãJ
ÉåÖáåÉ= çê= ëáãáä~ê= éçïÉê= ëçìêÅÉ= áå= ÉîÉêó= áåÇìëíêá~ä= Ü~ääK= fåëíÉ~Ç= íÜÉêÉ= ï~ë= ~= éçïÉê= éä~åí=
åÉ~êÄó=ÖáîáåÖ= ëÉîÉê~ä= áåÇìëíêá~ä= Ü~ääë= ÉåÉêÖó= íç=éçïÉê= íÜÉáê=ã~ÅÜáåÉêóI= çê= íÜÉáê=ã~ÅÜáåÉêó=
ï~ë= éçïÉêÉÇ= Äó= Ö~ëçäáåÉK= qÜáë= ã~ÇÉ= íÜÉ= Ñ~ÅíçêáÉë= ÇÉéÉåÇÉåí= çå= éçïÉê= ÇÉäáîÉêáÉëK=
`çããìåáÅ~íáçå=ëí~êíÉÇ= íç=ÄÉ=ÇçåÉ=ãçêÉ=Äó=éÜçåÉI=ïÜáÅÜ=ã~ÇÉ= íÜÉã=ÇÉéÉåÇÉåí=çå= íÜÉ=
íÉäÉÅçããìåáÅ~íáçå=Åçãé~åóK=aÉäáîÉêáÉë=ïÉêÉ=ã~ÇÉ=ãçëíäó=Äó=Å~ê=~åÇ=íêìÅâëI=ïÜáÅÜ=ã~ÇÉ=
íÜÉã=ÇÉéÉåÇÉåí=çå=Ö~ëçäáåÉ=~åÇ=êç~Ç=ÇÉîÉäçéãÉåíK==
=
NM=óÉ~êë=~Öç=ïÉ=ëí~êíÉÇ=íç=êÉ~ääó=ëÉÉ=íÜÉ=ÄäççãáåÖ=çÑ=çìê=ãçÇÉêå=ëçÅáÉíóK=bîÉêóíÜáåÖ=íÜ~í=
åÉÉÇÉÇ=éçïÉê=ï~ë=ÖáîÉå=áí=Äó=ÉäÉÅíêáÅáíó=çê=Ö~ëçäáåÉK=tÉ=ëí~êíÉÇ=íç=ìëÉ=ãçÄáäÉ=éÜçåÉ=ãçêÉK=
qÜÉ= íÉäÉéÜçåÉ= ~í= ÜçãÉ= ï~ë= ëíáää= áå= ìëÉI= Äìí= åÉÉÇÉÇ= íç= ÖáîÉ= êççã= Ñçê= fåíÉêåÉí= çîÉê= íÜÉ=
íÉäÉéÜçåÉ=äáåÉëK=qÜÉ=íóéÉïêáíÉê=ï~ë=ãçêÉ=çê=äÉëë=êÉéä~ÅÉÇ=Äó=~=éÉêëçå~ä=ÅçãéìíÉê=~í=ÉîÉêó=
ïçêâéä~ÅÉI=~åÇ=íÜÉ=éÉêëçå~ä=ÅçãéìíÉê=ëí~êíÉÇ=íç=ã~âÉ=~=ÄáÖ=Éåíê~åÅÉ=áåíç=éÉçéäÉÛë=ÜçãÉëK=
tÉ=Ü~Ç=ëí~êíÉÇ=íç=ã~âÉ=íÜÉ=ëçÅáÉíó=íÉÅÜåáÅ~äK=
=
=
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mobpbkq=a^v=

qçÇ~ó=ïÉ=~êÉ=ãçêÉ=íÉÅÜåáÅ~ääó=ÇÉéÉåÇÉåí=íÜ~å=ÉîÉê=ÄÉÑçêÉK=qÜÉêÉ=~êÉ=ã~åó=ÄìáäÇáåÖë=~åÇ=
ÜçìëÉë= íÜ~í= Ü~îÉ= çåäó= ÉäÉÅíêáÅáíó= ~ë= ~= ÜÉ~íáåÖ= ëçìêÅÉI= áåÅäìÇáåÖ= Üçëéáí~äë= ~åÇ= åìêëáåÖ=
ÜçãÉëK=tÉ=Çç= åçí= âåçï=Üçï= íç= íê~îÉä= Ñêçã=^= íç=_= ~åóãçêÉ=ïáíÜçìí= Å~êI= éä~åÉ= çê= çíÜÉê=
ãçíçê= îÉÜáÅäÉI= ÄÉÅ~ìëÉ= íÜÉ= Çáëí~åÅÉë= ~êÉ= íçç= ÄáÖK= ^Åíì~ääó= ã~åó= ëíçêÉë= ~êÉ= éä~ÅÉÇ= ~í=
ëçãÉïÜ~í=ÇÉÅÉåíê~äáòÉÇ=äçÅ~íáçåëI=çåäó=~î~áä~ÄäÉ=Äó=Å~êK=tÉ=ê~êÉäó=ìëÉ=Å~ëÜI=ïÉ=ìëÉ=ÅêÉÇáí=
Å~êÇë=áåëíÉ~ÇK=jçëí=çÑ=çìê=Ä~åâáåÖ=áë=ÇçåÉ=Äó=fåíÉêåÉíI=ëÉîÉê~ä=Ä~åâë=ÇçÉë=åçí=ÉîÉå=Ü~îÉ=~=
éÜóëáÅ~ä= äçÅ~íáçå= ~î~áä~ÄäÉ= Ñçê= íÜÉêÉ= ÅìëíçãÉêëK= bîÉêó= Å~ëÜ= êÉÖáëíÉê= áë= åçï= ÅçååÉÅíÉÇ= íç=
fåíÉêåÉí=ëç=íÜÉ=íê~åë~Åíáçå=áë=êÉÖáëíÉêÉÇ=~í=~=ëÉêîÉê=~í=çåÅÉK=pçãÉ=ëíçêÉë=Çç=åçí=Ü~îÉ=íÜÉáê=
éêçÇìÅí=éêáòÉÇ=áå=ëíçêÉI=çåäó=çå=~=ëÉêîÉê=~î~áä~ÄäÉ=Äó=fåíÉêåÉíK=
=
lìê= íÉÅÜåáÅ~ä= ÇÉéÉåÇÉåÅÉ= áë= ÖêçïáåÖ= ÄáÖÖÉê= ÉîÉêóÇ~óK= bîÉå= ÄìáäÇáåÖ= ÅçåëíêìÅíçêëI=
éäìãÄÉêëI= Å~êéÉåíÉêë= ~åÇ= ëç= çå= ~êÉ= ÇÉéÉåÇÉåí= çå= íÉÅÜåçäçÖó= íçÇ~óK= bîÉêóíÜáåÖI= ~åÇ= f=
ãÉ~å=ÉîÉêóíÜáåÖI=ïáää=ÄÉ=Ü~åÇáÅ~ééÉÇ=Äó=äççëáåÖ=íÜÉ=~Äáäáíó=íç=ÅçååÉÅí=íç=íÜÉ=fåíÉêåÉíK==
=
qç=ã~âÉ=áí=É~ëáÉê=íç=ìåÇÉêëí~åÇ=Üçï=ÇÉéÉåÇÉåí=ïÉ=~êÉI=äÉíÛë=Çç=~=ãáåÇ=ÉñéÉêáãÉåíK=fí=áë=~å=
çêÇáå~êó=Ç~ó= áå=óçìê= äáÑÉ=~ë=~å=ÉãéäçóÉÉ=~í=~å= áåëìê~åÅÉ=Åçãé~åóK=vçì=ëí~êí=óçìê=Ç~ó=~ë=
~åó=çíÜÉê=Ç~óI=Äó=Ü~îáåÖ=ëçãÉ=ÄêÉ~âÑ~ëíI=í~âáåÖ=óçìê=Å~ê=íç=ïçêâ=~åÇ=ëí~êí=ïçêâáåÖK=iÉíÛë=
ë~ó=íÜ~í=óçì=~êÉ=ïçêâáåÖ=ïáíÜ=ëçãÉ=âáåÇ=çÑ=áåëìê~åÅÉ=~å~äóëáëK=^ÑíÉê=~=ÅçìéäÉ=çÑ=Üçìêë=óçì=
ëí~êí= Ü~îáåÖ=éêçÄäÉãë=ïáíÜ= óçìê= ÅçãéìíÉêI= ~åÇ= ëççå= áí= ÄÉÅçãÉë= âåçïå= íÜ~í= ~= ÅçãéìíÉê=
îáêìë=áë=ëí~êíáåÖ=íç=ëéêÉ~Ç=íÜêçìÖÜçìí=íÜÉ=åÉíïçêâK=^ää=ëÉêîÉê=ÅçååÉÅíáçåë=~êÉ=ÄÉáåÖ=ÅäçëÉÇ=
Ñêçã= íÜÉ=ÇáÑÑÉêÉåí=ïçêâëí~íáçåëK= ^í= íÜáë= éçáåí= óçì= ~êÉ= åçí= ~ääçïÉÇ= íç= Çç=ãìÅÜ=ãçêÉ= íÜÉå=
ïçêâ=~í=íÜÉ=ÑáäÉë=íÜ~í=~êÉ=åçí=áåÑÉÅíÉÇI=~åÇ=~ää=ÑáäÉë=óçì=åÉÉÇ=íç=Çç=óçìê=ïçêâ=áë=äçÅ~íÉÇ=çå=~=
ÑáäÉëÉêîÉêK=vçì=Åçåí~Åí=íÜÉ=fqJÇÉé~êíãÉåí=~í=óçìê=Åçãé~åó=íç=ÑáåÇ=çìí=Üçï=äçåÖ=óçì=Ü~îÉ=íç=
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