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pb`lab=^_=
pÉÅçÇÉ=ÜÉäéë=Åçãé~åáÉë=~åÇ=çêÖ~åáò~íáçåë=Ö~áå= áåëáÖÜíI=ÅçãéÉíÉåÅÉ=~åÇ=íÜÉêÉÄó=Åçåíêçä=
çîÉê= íÜÉáê= çéÉê~íáçåë= Ñêçã= ~= ÅçãéäÉíÉ= fq= ëÉÅìêáíó= éÉêëéÉÅíáîÉK=tÉ= ÇÉäáîÉê= éêç~ÅíáîÉ= ~åÇ=
éÉêéÉíì~ä= îáÖáä~åÅÉ= ïáíÜáå= íïç= ~êÉ~ëW= OQLT= j~å~ÖÉÇ= pÉÅìêáíó= pÉêîáÅÉë= ~åÇ= pÉÅìêáíó=
`çåëìäíáåÖK=
=
qÜÉ=`çãé~åó=ï~ë=çêáÖáå~ääó=ÑçìåÇÉÇ=áå=NVUS=~ë=póëíÉã=páââÉêÜÉí=^LpI=áå=^êÉåÇ~äI=kçêï~óK=
få= OMMMI= pÉÅçÇÉ= ^_= ï~ë= ÑçìåÇÉÇ= áå= pïÉÇÉå= ~åÇ= ëí~êíÉÇ= áíë= OQLT= j~å~ÖÉÇ= pÉÅìêáíó=
pÉêîáÅÉë= ~åÇ= pÉÅìêáíó= `çåëìäíáåÖK= qÜÉ= íïç= Åçãé~åáÉë=ãÉêÖÉÇ= áå= g~åì~êó= OMMQI= íÜÉêÉÄó=
ÑçêÖáåÖ= íÜÉ= äÉ~ÇáåÖ= aáÖáí~ä= pÉÅìêáíó= `çãé~åó= áå= íÜÉ= kçêÇáÅ= êÉÖáçåK= få= j~êÅÜ= OMMS= íÜÉ=
cáååáëÜ= fqJëÉÅìêáíó=Åçãé~åó=kÉíëçä=lv= EÑçìåÇÉÇ= áå=NVVSF=ï~ë=ãÉêÖÉÇ= áåíç=pÉÅçÇÉK=cêçã=
íÜÉ= Ñáêëí= çÑ= g~åì~êó=OMMT=pÉÅçÇÉ=Ü~ë=Éëí~ÄäáëÜÉÇ=ë~äÉëJçÑÑáÅÉë= áå=ÄçíÜ=aÉåã~êâ=~åÇ=qÜÉ=
kÉíÜÉêä~åÇë= ~åÇ= ÇÉäáîÉêë= fqJëÉÅìêáíó= ëÉêîáÅÉë= íç= ÅìëíçãÉêë= áå= íÜÉëÉ= ÅçìåíêáÉë= ~ë= ïÉääK=
pÉÅçÇÉ=ÜÉäéë=ã~åó=ÅìëíçãÉêë=áå=éêáî~íÉ=~åÇ=éìÄäáÅ=ëÉÅíçêëI=Ñêçã=ëÉîÉå=ÇáÑÑÉêÉåí=äçÅ~íáçåëI=
ìëáåÖ=ÅäçëÉ=íç=UR=ëÉÅìêáíó=ëéÉÅá~äáëíëK=qÜÉëÉ=ëéÉÅá~äáëíë=Ü~îÉ=äçåÖ=ÉñéÉêáÉåÅÉ=Ñêçã=ÄìáäÇáåÖ=
ä~êÖÉ=ÅçãéìíÉê=åÉíïçêâë=~åÇLçê=ìéJíçJÇ~íÉ=fq=ëÉÅìêáíó=ÅçãéÉíÉåÅÉK=pÉÅçÇÉ=^_=íçÇ~ó=Ü~ë=
ãçêÉ=íÜ~å=NMM=ÉãéäçóÉÉëK=
=
^ää= íÜáë= íçÖÉíÜÉê=ã~âÉë=pÉÅçÇÉ= íÜÉ= äÉ~ÇáåÖ=kçêíÜÉêå=bìêçéÉ~å=aáÖáí~ä= pÉÅìêáíó=`çãé~åó=
ïáíÜáå=j~å~ÖÉÇ=pÉÅìêáíó=pÉêîáÅÉë=ÅçãÄáåÉÇ=ïáíÜ=fqJpÉÅìêáíó=`çåëìäí~åÅó=pÉêîáÅÉëK=

prjj^ov=
cçÅìë=çÑ=íÜÉ=jçåíÜ=áë=í~âáåÖ=~=ëÜçêí=äççâ=~í=éáê~ÅóK==
=
qÜÉ= ^äÉêí= pí~íáëíáÅ= ëÜçïë= íÜ~í= ãçëí= ~äÉêíë= ÄÉÜáåÇ= ~íí~Åâë= Ü~îÉ= íÜÉáê= çêáÖáå= çìíëáÇÉ= íÜÉ=
ÅìëíçãÉêë=åÉí=íÜáë=ãçåíÜK=qÜÉ=~íí~Åâë=~êÉ=ÇáêÉÅíÉÇ=~í=ÅìëíçãÉêëI=ãçëíäó=íçï~êÇë=Ñáå~åÅá~ä=
áåíÉåíáçåëK==
=
qÜÉêÉ=Ü~ë=ÄÉÉå=~å= áåÅêÉ~ëÉ= áå= íÜÉ=åìãÄÉê=çÑ= êÉÅçåå~áëë~åÅÉ=~íí~Åâë= íÜáë=ãçåíÜI=ãçëíäó=
ÄÉÅ~ìëÉ=íÜÉêÉ=ï~ë=~=ÖêÉ~í=ÇÉ~ä=çÑ=ëÉ~êÅÜÉë=íçï~êÇë=sk`=áå=íÜÉ=ãáÇÇäÉ=çÑ=íÜÉ=ãçåíÜK=qÜÉëÉ=
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=
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fkqolar`qflk=

qÜáë=êÉéçêí=áë=Äìáäí=çå=Ñçìê=ã~áå=é~êíëW=kÉïë=çÑ=íÜÉ=jçåíÜI=cçÅìë=çÑ=íÜÉ=jçåíÜI=qÜêÉ~í=äÉîÉäI=
~åÇ=^äÉêí=pí~íáëíáÅK==
=
kÉïë=çÑ=íÜÉ=jçåíÜ=áë=~=ÅÜ~éíÉê=ïÜáÅÜ=éêÉëÉåíë=íÜÉ=ÄáÖÖÉëí=fq=ëÉÅìêáíó=áåÅáÇÉåíë=êÉÖáëíÉêÉÇ=
Äó= çíÜÉê=ãÉÇá~K= qÜáë=ã~ó= ÄÉ= ÇÉÉé= ~å~äóëáëI= åÉï= îáêìëÉëI= åÉï= îìäåÉê~ÄáäáíáÉëI= çê= çíÜÉê= fq=
ëÉÅìêáíó=åÉïëK=
=
cçÅìë=çÑ= íÜÉ=jçåíÜ= áë=~å=~êíáÅäÉ=~Äçìí= êÉäÉî~åí= íçéáÅë=ïáíÜáå= fq=pÉÅìêáíóK=qÜÉëÉ=ãáÖÜí=ÄÉ=
íçéáÅë=ÇáëÅìëëÉÇ= áå=ãÉÇá~I= áåÅáÇÉåíë= íÜ~í=Å~å= áåÑäìÉåÅÉ= íÜÉ=íÜêÉ~í= äÉîÉäI=çê=ÅÜ~åÖÉë= áå= íÜÉ=
~íí~Åâ=é~ííÉêå=Ñêçã=íÜÉ=fåíÉêåÉíK==
=
^äÉêí=pí~íáëíáÅ=áë=Ä~ëÉÇ=çå=ëìãã~êáÉë=Ñêçã=pÉÅçÇÉÛë=j~å~ÖÉÇ=pÉÅìêáíó=pÉêîáÅÉë=EjppFK=^å=
~äÉêí= ~ééÉ~êë= ïÜÉå= ~å= fap= çê= fmp= ëÉåëçê= êÉÅçÖåáòÉë= åÉíïçêâ= íê~ÑÑáÅ= íÜ~í= ã~íÅÜÉë= íÜÉ=
áãéäÉãÉåíÉÇ=ëáÖå~íìêÉëLÑáäíÉêëI=~åÇ= áå=íÜÉëÉ=Å~ëÉë=~äÉêíë=ïáää=ÄÉ=íê~åëÑÉêêÉÇ=íç=íÜÉ=pÉÅçÇÉ=
pl`=EpÉÅìêáíó=léÉê~íáçå=`ÉåíÉêFK==
=
qÜêÉ~í= äÉîÉä= áë= ~= éêÉëÉåí~íáçå= çÑ=ïÜ~í= íÜêÉ~íë= çêÖ~åáò~íáçåë= ~êÉ= ÉñéçëÉÇ= íç= íÜêçìÖÜ= íÜÉáê=
fåíÉêåÉí= ÅçååÉÅíáçåK= få= íÜáë= íÜêÉ~í= Éî~äì~íáçåI= êÉÅçåå~áëë~åÅÉ= ~íí~Åâë= Ñêçã= íÜÉ= fåíÉêåÉí=
~Ö~áåëí=ÅìëíçãÉêë=çÑ=pÉÅçÇÉ=~êÉ=~å~äóòÉÇ=~åÇ=éêÉëÉåíÉÇK=
=
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kbtp=lc=qeb=jlkqe=

During a month several vulnerabilities will be published, and there will have been many 
security related news. We wish to present the most important vulnerabilities and the most 
interesting news in this chapter. We will emphasize that this is only a small part of the news 
the last month. Most cases, if not all, have been presented in Secode Norway’s newsletter 
during this month. 

mr_ifpeba=srikbo^_fifqfbp=

phpMyAdmin "$_REQUEST" SQL Injection Vulnerability 
http://secunia.com/advisories/29200/ 
 
Squid Analysis Report Generator Buffer Overflow 
http://sourceforge.net/project/shownotes.php?release_id=581212&group_id=68910 
 
Adobe Acrobat Temporary File Race Condition in "acroread" Wrapper Script May Let Local 
Users Gain Elevated Privileges 
http://securitytracker.com/alerts/2008/Mar/1019539.html 
 
Sun Java Multiple Code Execution and Security Bypass Vulnerabilities 
http://www.frsirt.com/english/advisories/2008/0770 
 
CheckPoint VPN-1 UTM Edge "user" Cross Site Scripting Vulnerability 
http://www.frsirt.com/english/advisories/2008/0788 
 
Red Hat Enterprise Linux Default IPSec Script Uses IKE Aggressive Mode  
http://www.ernw.de/download/pskattack.pdf 
 
Panda Products cpoint.sys Privilege Escalation Vulnerabilities   
http://www.trapkit.de/advisories/TKADV2008-001.txt 
 
Citrix Presentation Server Clients Information Disclosure Vulnerability 
http://support.citrix.com/article/CTX116227 
 
Adobe Form Designer/Form Client Remote Buffer Overflow Vulnerabilities 
http://www.adobe.com/support/products/enterprise/support_knowledge_center_formclient.ht
ml 
 
Cisco User-Changeable Password Remote Cross-Site Scripting and Arbitrary Code 
Execution Vulnerabilities 
http://www.recurity-labs.com/content/pub/RecurityLabs_Cisco_ACS_UCP_advisory.txt  
 
McAfee ePolicy Orchestrator Format String Bug Lets Remote Users Execute Arbitrary Code  
http://securitytracker.com/alerts/2008/Mar/1019609.html 
 
Red Hat update for kernel  
http://secunia.com/advisories/29387/ 
 
CA BrightStor ARCserve Backup List Control Code Execution Vulnerability  
http://milw0rm.com/exploits/5264 
 
Multiple F-Secure antivirus products archives code execution  
http://www.f-secure.com/security/fsc-2008-2.shtml 
 
Mozilla Firefox vulnerabilities 

• Mozilla Firefox URL Bug Lets Remote Users Spoof HTTP Referer Values in Certain 
Cases 
http://securitytracker.com/alerts/2008/Mar/1019703.html  
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• Mozilla Firefox XUL Popup Bug Lets Remote Users Spoof Tabbed Pages 
http://securitytracker.com/alerts/2008/Mar/1019700.html  

• Mozilla Firefox Bugs in JavaScript Engine and Layout Engine May Let Remote 
Users Execute Arbitrary Code 
http://securitytracker.com/alerts/2008/Mar/1019695.html  

• Mozilla Firefox JavaScript Bugs Let Remote Users Execute Arbitrary Code 
http://securitytracker.com/alerts/2008/Mar/1019694.html  

 
Wireshark Multiple Remote Denial of Service Vulnerabilities 
http://www.wireshark.org/security/wnpa-sec-2008-02.html 

=

fk=qeb=kbtp=

RBN ‘Rizing’ 
http://www.shadowserver.org/wiki/pmwiki.php?n=Calendar.20080301 
http://www.shadowserver.org/wiki/pmwiki.php?n=Information.Whitepapers  
 
Six botnets pump out 85 per cent of spam 
http://www.computerworld.com.au/index.php?id=481069848&eid=-6787 
 
The Untold Cyber War 
http://www.huffingtonpost.com/karen-salmansohn/the-untold-cyber-war_b_89104.html 
 
Hackers attack MySpace and Facebook 
http://www.vnunet.com/vnunet/news/2210932/buffer-overflow-hacks-target 
 
Hackers Test Their Viruses Prior to Release  
http://news.softpedia.com/news/Hackers-Test-their-Viruses-Prior-to-Release-80034.shtml 
 
Measuring Identity Theft at Top Banks  
http://repositories.cdlib.org/bclt/lts/44/ 
 
Hack into a Windows PC - no password needed 
http://www.theage.com.au/news/security/hack-into-a-windows-pc--no-password-
needed/2008/03/04/1204402423638.html 
 
The State of Spam - A Monthly Report – March 2008 
http://eval.symantec.com/mktginfo/enterprise/other_resources/SpamReport_March08.pdf 
 
Fraudsters piggyback on search engines 
http://www.securityfocus.com/brief/695 
 
Hospital donor files compromised 
http://www.bendbulletin.com/apps/pbcs.dll/article?AID=/20080306/NEWS0107/803060442/1
006&nav_category=NEWS0107 
 
Linux tool speeds up police computer forensics 
http://news.zdnet.co.uk/software/0,1000000121,39363098,00.htm 
 
FBI admits to internet spying 
http://www.vnunet.com/vnunet/news/2211460/fbi-admits-internet-spying 
 
Security Products: Suites vs. Best-of-Breed 
http://www.schneier.com/blog/archives/2008/03/security_produc_1.html 
 
To Aim Ads, Web Is Keeping Closer Eye on You  
http://www.nytimes.com/2008/03/10/technology/10privacy.html?_r=2&pagewanted=1&hp&or
ef=slogin 
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Battle Against Fast-Flux Botnets Intensifies 
http://www.darkreading.com/document.asp?doc_id=148002&WT.svl=news1_2 
 
The malware menace – but not as we know  
http://www.securitypark.co.uk/security_article260742.html 
 
Casino insider tells (almost) all about security 
http://www.computerworld.com.au/index.php/id;270726757;pp;3;fp;4194304;fpid;1 
 
FTP Hacking on the Rise  
http://www.darkreading.com/document.asp?doc_id=148143&WT.svl=news1_2 
 
Cyber-attack launched from 10,000 web pages 
http://itnews.com.au/News/71994,cyberattack-launched-from-10000-web-pages.aspx 
 
Security skills still most valuable to IT chiefs  
http://news.zdnet.co.uk/itmanagement/0,1000000308,39366037,00.htm 
 
Second mass hack exposed  
http://www.itnews.com.au/News/72214,second-mass-hack-exposed.aspx 
 
Analysis: Cyberattacks on Tibet groups 
http://www.upi.com/International_Security/Emerging_Threats/Analysis/2008/03/24/analysis_
cyberattacks_on_tibet_groups/9260/ 
 
Most sites still hack-able 
http://weblog.infoworld.com/zeroday/archives/2008/03/web_site_hack_e.html?source=rss 
 
Linux: A Tempting Target for Malware? 
http://www.linuxinsider.com/rsstory/62275.html 
 
Users Still Worst Enemy to Endpoint Security 
http://www.eweek.com/c/a/Security/Panel-Users-Still-Worst-Enemy-to-Endpoint-Security/ 
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cl`rp=lc=qeb=jlkqe=Ó=qeb=t^o=^d^fkpq=mfo^`v=
The arguments against piracy are many, and most of them are met with arguments from 
“pirates”. In this report we will take a closer look at the pro and cons of piracy and how this 
affects the Internet security today. 
 

mfo^`v=

There are many definitions for piracy. Piracy in this content is a copyright infringement of 
software, movies and music, or in more lay terms, the act of stealing or distributing 
copyrighted software, movies and music. The distribution channel is mostly the Internet, but 
may be other channels as well. In this report we only discuss Internet distributed material. 
 
The two main industries that are fighting piracy is “Hollywood”, movies and TV-series 
included, and the music industry. The main reason for fighting piracy is that the industries 
are afraid of loosing money.  
 
Most young people will say that they do not see it as wrong to download pirated material, 
and many of them will also help distribute the material. 
 

jlkbv=mbopmb`qfsb=

The music and movie industry are using millions of dollars every week to make new material. 
If they do not get a good income they can not spend as much money on making this 
material, and in both industries you have to spend money to make money. This is the main 
reason for their arguments against piracy. For every file that is downloaded they will in some 
way loose income, or they at least believe so. The fact that a recent survey showed that 
“pirates” were more eager at going to the cinema, and several surveys showing that “pirates” 
are using at least as much money as others on music, is telling us something else. 
 
You could question why they go more to the movies or buy more music if they download it, 
and the reason is very clear. If you are not certain that you will like some kind of music, or a 
movie, you can listen to it or watch before you decide. In addition, we see that “pirates” 
download music, movies and TV-series they normally have not even heard about. By doing 
so they widen their horizon, and start listening to bands they never heard before or watching 
movies or TV-series they did not know about. This will in turn make them buy music and 
movies they normally would not buy, because they now have opened their eyes for some 
new band, TV-series or movie. Things they do not like will not be bought. However, it would 
not be bought if they had not downloaded it either. 
 
Of course there are “pirates” that never buy a DVD or a CD. However the effect of those 
buying more music because they are able to listen to it in their own home before buying is 
greater. 
 
When we talk about software the positive effect is great here too. Young people download 
and start using software they can not afford while they are in school. After several years of 
using some kind of software in their own private home, for school or other work, they would 
like to use the same software when they start working. As most companies do not accept 
their employees using pirated software, they now have to buy software . 
 
Even if we can argue that it is in some way positive to let people download this material, it is 
impossible to make the industry see that. They want to let people listen to music, see a 
movie or use software for a small fee instead of letting piracy happen, so the fight against 
piracy is still going strong. 
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t^o=pqo^qbdfbp=

There are several laws implemented around the world aiming to stop piracy. Norway has a 
pretty liberal law, letting people copy their CDs to give a copy to their family or their closest 
friends. This law is more liberal than the law or the directive EU established. France 
however, has a strict law. In France you are of course not allowed to copy CDs, and if you 
get caught distributing of downloading copyrighted material three times you may loose your 
Internet access for the rest of your life. The EU has recently voted against a suggestion 
similar to this law, which may cause trouble for this law. 
 
Making governments implement laws is one way of fighting piracy; another way is making it 
more difficult to copy the material. Several kinds of copy protections have been tested and 
implemented during the years, to big protest from the buyers. Some copy protections have 
made it more or less impossible to play a CD in some CD players; DVD protections have 
made it difficult to use DVD players in PCs and so on. 
 
Another way of fighting piracy has been to make files available for download for a small 
amount of money. However, to protect the files from being distributed further they have been 
“blocked”, making it difficult for some to play it on their own MP3 players or other kind of 
players. Making some singles, episodes of a TV-series or a movie available for a small 
amount of time have however been successful. 
 
The most noticeable difference for many has however been the “Piracy is a crime” 
campaign. This campaign is in short a campaign where they are using advertising in the 
media to tell people what piracy is, and why you should not do this. The “Piracy is a crime” 
commercial is shown before every movie screening at the movie theaters, or at as a 
commercial on a DVD. Several are annoyed about this campaign however, because people 
buying legitimate material are sick of seeing this commercial. And the real “pirates” are not 
eager movie buyers or movie goers, if we shall believe the industry itself. 
 

te^q=^_lrq=qeb=crqrob\=

Many believe that the industry will give in after a while, but it is more likely that they will take 
advantage of the situation. Releasing movies, TV-episodes, singles and so on for a short 
amount of time on different Internet channels. Getting people to start listening to a band, see 
a TV-series or get interested in a movie that way. Several music bands and TV-series are 
using this way of distribution already. 
 
The war against piracy will continue in years to come, and we can only hope that the morals 
for “pirates” changes. That is probably the only way for the industry to win. 
                               

plro`bp=

[1]  EU avviste utestengelse av fildelere (Norwegian) 
http://www.digi.no/php/art.php?id=519896 

[2] Wikipedia – Copyright infringement 
http://en.wikipedia.org/wiki/Copyright_infringement 
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^iboq=pq̂ qfpqf`=

qÜáë=ÅÜ~éíÉê=ÖáîÉë=~=ëìãã~êó=çÑ=~äÉêíë=Ñêçã=fapLfmp=ëÉåëçêëK=qÜÉëÉ=~äÉêíë=~êÉ=~ää=~å~äóòÉÇ=
Äó=pÉÅçÇÉ=pl`K= qÜÉ= ëí~íáëíáÅë= ëÜçïë= íÜÉ= ÇáëíêáÄìíáçå= çÑ= ~äÉêíë= éÉê= åÉí= ëÉÖãÉåí= íÜ~í= ~êÉ=
ìåÇÉê=ëìêîÉáää~åÅÉK==

e^kaiba=^iboqp=

qÜÉ= ëí~íáëíáÅë= ÄÉäçï= ëÜçïë= Ü~åÇäÉÇ= ~äÉêíë= ÇáëíêáÄìíÉÇ= ~í= íÜÉ= ÇáÑÑÉêÉåí= åÉíïçêâ= ëÉÖãÉåíë=
ïÜÉêÉ=pÉÅçÇÉÛë=ãÉ~ëìêáåÖ=éçáåíë=~êÉ=áåëí~ääÉÇK=
=
qÜÉ=åÉíïçêâ=ëÉÖãÉåíë=~êÉ=ÇáîáÇÉÇ=áåíç=íÜÉ=ÑçääçïáåÖW=
 fåíÉêåÉíW=íÜÉ=ãÉ~ëìêáåÖ=éçáåí=áë=äçÅ~íÉÇ=çìíëáÇÉ=íÜÉ=ÑáêÉï~ää=çå=~=åÉíïçêâ=ÉñéçëÉÇ=íç=íÜÉ=

fåíÉêåÉí=
 ajwW= íÜÉ=ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áåëáÇÉ= íÜÉ= åÉíïçêâ= ~åÇ=ãçåáíçêë= íê~ÑÑáÅ= ~Ö~áåëí=

ëÉêîáÅÉë=íÜ~í=~êÉ=ÉñéçëÉÇ=íç=fåíÉêåÉí=çê=çíÜÉê=ìåë~ÑÉI=ÉñíÉêå~ä=åÉíïçêâë=
 fåíê~= i^kW= íÜÉ= ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áåëáÇÉ= íÜÉ= åÉíïçêâ= ~åÇ= ãçåáíçêë= íê~ÑÑáÅ=

ÄÉíïÉÉå=ÅäáÉåíëI=ëÉêîÉêë=~åÇ=çíÜÉê=åÉíïçêâ=ÉèìáéãÉåí=
 m~êíåÉê= i^kW= íÜÉ= ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áå= ~å= ÉåîáêçåãÉåí= íÜ~í= áë= ìëÉÇ= Ñçê=

ÅçããìåáÅ~íáçå=íçï~êÇë=ÉñíÉêå~ä=é~êíåÉêëK=qÜÉ=é~êíåÉê=i^k=áë=ïáíÜçìí=fåíÉêåÉí=~ÅÅÉëë=
 oÉëíêáÅíÉÇ=i^kW=íÜÉ=ãÉ~ëìêáåÖ=éçáåí=áë=äçÅ~íÉÇ=áå=~=äáãáíÉÇ=ÉåîáêçåãÉåí=ïáíÜ=~=îÉêó=ïÉää=

ÇÉÑáåÉÇ=íê~ÑÑáÅ=é~ííÉêå=~åÇ=ïáíÜçìí=fåíÉêåÉí=~ÅÅÉëë=

=

All alerts - false excluded
5 %

81 %

1 %
13 %

DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
qÜÉ=Çá~Öê~ã=~ÄçîÉ=ëÜçïë=íÜÉ=ÇáëíêáÄìíáçå=Ñçê=~ää=ÖÉåìáåÉ=~äÉêíëK==
=

Alerts with malicious intent

12 %

74 %

14 %

DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
qÜÉ=Çá~Öê~ã=~ÄçîÉ= ëÜçïë= íÜÉ=ÇáëíêáÄìíáçå= Ñçê= ~ää= ~äÉêíë= Å~ìëÉÇ=Äó= ~Åíáîáíó=ïáíÜ=ã~äáÅáçìë=
áåíÉåíI=ïáíÜçìí=íÜÉ=ÅìëíçãÉê=åÉÅÉëë~êó=ÄÉáåÖ=îìäåÉê~ÄäÉK==
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=
=

Alerts - severe

96 %

4 % 0 %
DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
qÜÉ= Çá~Öê~ã= ~ÄçîÉ= ëÜçïë= íÜÉ= ÇáëíêáÄìíáçå= çÑ= ~ää= ~äÉêíë= Å~ìëÉÇ= Äó= ~Åíáîáíó= ïáíÜ=ã~äáÅáçìë=
áåíÉåíI=~åÇ=ïÜÉêÉ=íÜÉ=ÅìëíçãÉê=ãáÖÜí=ÄÉ=îìäåÉê~ÄäÉ=çê=ÅçãéêçãáëÉÇK=
=
qÜÉêÉ=Ü~îÉ=ÄÉÉå=~= äçí=çÑ=~äÉêíë= Ñêçã=íÜÉ= fåíÉêåÉí= íÜáë=ãçåíÜI=~åÇ=ãçëí=çÑ= íÜÉëÉ=~äÉêíë=~êÉ=
é~êí=çÑ=ÇáêÉÅíÉÇ=~íí~Åâë=íçï~êÇë=ÅìëíçãÉêëK= få=çíÜÉê=ïçêÇëI=íÜÉëÉ=~íí~Åâë=~êÉ= áåíÉåÇÉÇ=íç=
~íí~Åâ=íÜ~í=é~êíáÅìä~ê=ÅìëíçãÉê=áå=çêÇÉê=íç=ÖÉí=ãçåÉóK=
=

obmloqba=fk`fabkqp=

qÜÉ=ëí~íáëíáÅ=ÄÉäçï=ëÜçïë=ÇáëíêáÄìíáçå=çÑ=áåÅáÇÉåíë=êÉéçêíÉÇ=íç=ÅìëíçãÉêë=çÑ=pÉÅçÇÉ=íÜÉ=ä~ëí=
S=ãçåíÜëK==
=

Reported incidents last 6 month

76 %

19 %

3 %
1 %

1 %
DMZ

Internett

Intra LAN

Partner LAN

Restricted

=
qÜÉ=ã~áå= éÉêÅÉåí~ÖÉ= çÑ= êÉéçêíÉÇ= áåÅáÇÉåíë=ïáíÜ= fåíÉêåÉí= çêáÖáå= áë=ã~áåäó= ÇáêÉÅíÉÇ= ~íí~Åâë=
íçï~êÇë=Ñáå~åÅá~ä=áåëíáíìíáçåëK=
=
qÜÉ=áåÅáÇÉåíë=áå=íÜÉ=êÉëíêáÅíÉÇ=òçåÉ=~êÉ=ã~áåäó=áÖåçê~åí=ìëÉêë=ÄêÉ~ÅÜáåÖ=~=Åçãé~åó=éçäáÅóK=
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qeob q̂=ibsbi==

aìÉ= íç= ÜáÖÜ= ~Åíáîáíó= äÉîÉäI= fåíÉêåÉí= ïçêãë= ~åÇ= ëé~ããáåÖ= ~êÉ= Ü~åÇäÉÇ= áå= ~= ëÉé~ê~íÉ=
ëìÄÅÜ~éíÉêX= “fåíÉêåÉí=ïçêãë= ~åÇ= pé~ãÒI= ~åÇ= ~êÉ= ÉñÅäìÇÉÇ= Ñêçã= íÜÉ= çíÜÉê= ÅÜ~êíë= áå= íÜáë=
ÅÜ~éíÉêK=

ob`lkk^fpp^k`b=^qq^`hp=j^o`e=OMMU=

qÜÉ= ëí~íáëíáÅë= áå= íÜáë= ëìÄÅÜ~éíÉê= ÖáîÉë= ~å= çîÉêîáÉï= çÑ= íÜÉ= ~îÉê~ÖÉ= åìãÄÉê= çÑ=
êÉÅçåå~áëë~åÅÉ= ~íí~Åâë= éÉê= åÉíïçêâ= ìåÇÉê= ëìêîÉáää~åÅÉK= qçé= NM= ~îÉê~ÖÉ= êÉÅçåå~áëë~åÅÉ=
~íí~Åâë=Åçåí~áå=~=ëìãã~êó=çÑ=íÜÉ=ãçëí=Åçããçå=êÉÅçåå~áëë~åÅÉ=~íí~ÅâëX=ÉáíÜÉê=íÜÉ=ëÅ~å=áë=
Ñçê= çåÉ= ëáåÖäÉ= ëÉêîáÅÉ= çê= ~= ÅçãÄáå~íáçå= çÑ= ëÉîÉê~ä= ëÉêîáÅÉëK= qÜÉ=ã~äáÅáçìë= ~Åíáîáíó= áå= íÜÉ=
ëí~íáëíáÅë= ÄÉäçï= áë=ã~áåäó= ~ìíçã~íÉÇ= ~íí~ÅâëI= ïÜáÅÜ= ÅçãÉ= Ñêçã= áåÑÉÅíÉÇ= ÅçãéìíÉêë= EÉKÖK=
fåíÉêåÉí=ïçêãë=çê=îáêìëÉëFK=qÜáë=ãÉ~åë=íÜ~í=ãçëí=çÑ=íÜÉ=~íí~Åâë=~êÉ=åçí=ÇáêÉÅíäó=~áãÉÇK==
=

Reconnaissance attacks per monitored C-Net
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=

Reconnaissance attacks per C-Net Per date
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Average top 10 incidents per C-Net
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Top 10 - Attacks per country per C-Net
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=

qÜÉ=åìãÄÉê=çÑ=êÉÅçåå~áëë~åÅÉ=~íí~Åâë=Ü~ë=ÄÉÉå=~í=~=ÜáÖÜÉê=äÉîÉä=íÜáë=ãçåíÜ=íÜ~å=éêÉîáçìë=
ãçåíÜëK=qÜÉ=êÉ~ëçå=Ñçê=íÜáë=ÅÜ~åÖÉ=áë=íÜ~í=íÜÉêÉ=Ü~ë=ÄÉÉå=~=ÖêÉ~í=ÇÉ~ä=çÑ=ëÉ~êÅÜÉë=íçï~êÇë=
sk`= Ñêçã= íÜÉ= NOíÜ= íç= íÜÉ= NTíÜ= çÑ= íÜáë= ãçåíÜK= tÉ= Ü~îÉ= åçí= ÑçìåÇ= ïÜó= íÜáë= ëÉêîáÅÉ= ïÉêÉ=
~íí~ÅâÉÇ=~í= íÜáë=é~êíáÅìä~ê=éçáåíI=Äìí= íÜÉ=~íí~Åâë=Å~ãÉ= Ñêçã=ëÉîÉê~ä= ÅçìåíêáÉëI= ~åÇ= áí=ã~ó=
ëÉÉã=íÜ~í=~=åÉï=Éñéäçáí=Ü~îÉ=ÄÉÉå=íÜÉ=êÉ~ëçå=çÑ=~íí~ÅâK=
=
pçìíÜJhçêÉ~=ïÉêÉ=çåÉ=çÑ=íÜÉ=ãçëí=~ÅíáîÉ=ÅçìåíêáÉë=ÄÉÜáåÇ=íÜÉ=~íí~Åâë=íçï~êÇë=sk`I=~åÇ=
~êÉ=íÜÉêÉÑçêÉ=íÜÉ=ãçëí=~ÅíáîÉ=Åçìåíêó=íÜáë=ãçåíÜK=qÜÉ=rpI=`~å~Ç~=~åÇ=dÉêã~åó=Ñçääçï=~åÇ=
~êÉ=~äëç=~ÅíáîÉ=áå=íÜÉ=sk`=~íí~ÅâëK=
=
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fkqbokbq=tlojp=^ka=pm^j==

_ÉÅ~ìëÉ= çÑ= ~= ÜáÖÜ= äÉîÉä= çÑ= ~Åíáîáíó= ~Ö~áåëí= ÅÉêí~áå= ëÉêîáÅÉëI= íÜáë= íê~ÑÑáÅ= áë= éêÉëÉåíÉÇ= áå=
ëÉé~ê~íÉ=ëí~íáëíáÅëK=qÜáë=~ééäáÉë=Ñçê=ëÉêîáÅÉë=ãçëí=ÑêÉèìÉåíäó=í~êÖÉíÉÇ=Äó=fåíÉêåÉí=ïçêãë=~åÇ=
ëé~ããáåÖ=~ííÉãéíëK=
=

Activity per port/service per C-Net
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5000 (Bobax)

445 (Nachi/Sasser)

3127 (MyDoom)

1434 (SQL Slammer)

137 (opaSoft/BugBEar)

135 (Blaster/Nachi)

1029 ICQ/Msg SPAM

1028 ICQ/Msg SPAM

1027 ICQ/Msg SPAM

1026 ICQ/Msg SPAM

1025 ICQ/Msg SPAM

0 (Nachi.b)

=

The activity towards the different services in the statistic above remains at a relatively stable 
level. As for previous periods we see that Msg SPAM is the most targeted services. 
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