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pb`lab=^_=
pÉÅçÇÉ=ÜÉäéë=Åçãé~åáÉë=~åÇ=çêÖ~åáò~íáçåë=Ö~áå= áåëáÖÜíI=ÅçãéÉíÉåÅÉ=~åÇ=íÜÉêÉÄó=Åçåíêçä=
çîÉê= íÜÉáê= çéÉê~íáçåë= Ñêçã= ~= ÅçãéäÉíÉ= fq= ëÉÅìêáíó= éÉêëéÉÅíáîÉK=tÉ= ÇÉäáîÉê= éêç~ÅíáîÉ= ~åÇ=
éÉêéÉíì~ä= îáÖáä~åÅÉ= ïáíÜáå= íïç= ~êÉ~ëW= OQLT= j~å~ÖÉÇ= pÉÅìêáíó= pÉêîáÅÉë= ~åÇ= pÉÅìêáíó=
`çåëìäíáåÖK=
=
qÜÉ=`çãé~åó=ï~ë=çêáÖáå~ääó=ÑçìåÇÉÇ=áå=NVUS=~ë=póëíÉã=páââÉêÜÉí=^LpI=áå=^êÉåÇ~äI=kçêï~óK=
få= OMMMI= pÉÅçÇÉ= ^_= ï~ë= ÑçìåÇÉÇ= áå= pïÉÇÉå= ~åÇ= ëí~êíÉÇ= áíë= OQLT= j~å~ÖÉÇ= pÉÅìêáíó=
pÉêîáÅÉë= ~åÇ= pÉÅìêáíó= `çåëìäíáåÖK= qÜÉ= íïç= Åçãé~åáÉë=ãÉêÖÉÇ= áå= g~åì~êó= OMMQI= íÜÉêÉÄó=
ÑçêÖáåÖ= íÜÉ= äÉ~ÇáåÖ= aáÖáí~ä= pÉÅìêáíó= `çãé~åó= áå= íÜÉ= kçêÇáÅ= êÉÖáçåK= få= j~êÅÜ= OMMS= íÜÉ=
cáååáëÜ= fqJëÉÅìêáíó=Åçãé~åó=kÉíëçä=lv= EÑçìåÇÉÇ= áå=NVVSF=ï~ë=ãÉêÖÉÇ= áåíç=pÉÅçÇÉK=cêçã=
íÜÉ= Ñáêëí= çÑ= g~åì~êó=OMMT=pÉÅçÇÉ=Ü~ë=Éëí~ÄäáëÜÉÇ=ë~äÉëJçÑÑáÅÉë= áå=ÄçíÜ=aÉåã~êâ=~åÇ=qÜÉ=
kÉíÜÉêä~åÇë= ~åÇ= ÇÉäáîÉêë= fqJëÉÅìêáíó= ëÉêîáÅÉë= íç= ÅìëíçãÉêë= áå= íÜÉëÉ= ÅçìåíêáÉë= ~ë= ïÉääK=
pÉÅçÇÉ=ÜÉäéë=ã~åó=ÅìëíçãÉêë=áå=éêáî~íÉ=~åÇ=éìÄäáÅ=ëÉÅíçêëI=Ñêçã=ëÉîÉå=ÇáÑÑÉêÉåí=äçÅ~íáçåëI=
ìëáåÖ=ÅäçëÉ=íç=UR=ëÉÅìêáíó=ëéÉÅá~äáëíëK=qÜÉëÉ=ëéÉÅá~äáëíë=Ü~îÉ=äçåÖ=ÉñéÉêáÉåÅÉ=Ñêçã=ÄìáäÇáåÖ=
ä~êÖÉ=ÅçãéìíÉê=åÉíïçêâë=~åÇLçê=ìéJíçJÇ~íÉ=fq=ëÉÅìêáíó=ÅçãéÉíÉåÅÉK=pÉÅçÇÉ=^_=íçÇ~ó=Ü~ë=
ãçêÉ=íÜ~å=NMM=ÉãéäçóÉÉëK=
=
^ää= íÜáë= íçÖÉíÜÉê=ã~âÉë=pÉÅçÇÉ= íÜÉ= äÉ~ÇáåÖ=kçêíÜÉêå=bìêçéÉ~å=aáÖáí~ä= pÉÅìêáíó=`çãé~åó=
ïáíÜáå=j~å~ÖÉÇ=pÉÅìêáíó=pÉêîáÅÉë=ÅçãÄáåÉÇ=ïáíÜ=fqJpÉÅìêáíó=`çåëìäí~åÅó=pÉêîáÅÉëK=

prjj^ov=
cçÅìë=çÑ=qÜÉ=jçåíÜ=ÖáîÉë=~=ëÜçêí=ëìãã~êó=çÑ=ã~äï~êÉ=íêÉåÇë=íÜÉ=Ñáêëí=Ü~äÑJóÉ~ê=çÑ=OMMUK==
=
qÜÉ=~äÉêí=ëí~íáëíáÅë=ëÜçï= íÜ~í=ãçëí=çÑ= íÜÉ=~äÉêíë=~êÉ= íêáÖÖÉêÉÇ=Äó=~íí~Åâë= Ñêçã=çìíëáÇÉ= íÜÉ=
ÅìëíçãÉêÛë=åÉíïçêâK=pÉÅçÇÉ=çÄëÉêîÉë=íÜ~í=íÜÉ=Ñáå~åÅá~ä=ëÉÅíçê=áë=Üáí=Äó=ãçêÉ=~íí~Åâë=íÜ~å=
çíÜÉê=ëÉÅíçêëK==
=
qÜÉêÉ= Ü~ë= ÄÉÉå= ~å= áåÅêÉ~ëÉ= áå= åìãÄÉê= çÑ= êÉÅçåå~áëë~åÅÉ= ~íí~Åâë= íÜáë= éÉêáçÇI= ã~áåäó=
ÄÉÅ~ìëÉ=çÑ=áåÅêÉ~ëÉÇ=~Åíáîáíó=Ñêçã=áåÑÉÅíÉÇ=ÅçãéìíÉêë=áå=mçä~åÇK==
=
pé~ã=~åÇ=ïçêã=~Åíáîáíó=êÉã~áå=~í=~=ëí~ÄäÉ=äÉîÉäK==
=
=
=
=
== =
=
=
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fkqolar`qflk=

qÜáë=êÉéçêí=áë=Äìáäí=çå=Ñçìê=ã~áå=é~êíëW=kÉïë=çÑ=íÜÉ=jçåíÜI=cçÅìë=çÑ=íÜÉ=jçåíÜI=qÜêÉ~í=äÉîÉäI=
~åÇ=^äÉêí=pí~íáëíáÅK==
=
kÉïë=çÑ=íÜÉ=jçåíÜ=áë=~=ÅÜ~éíÉê=ïÜáÅÜ=éêÉëÉåíë=íÜÉ=ÄáÖÖÉëí=fq=ëÉÅìêáíó=áåÅáÇÉåíë=êÉÖáëíÉêÉÇ=
Äó= çíÜÉê=ãÉÇá~K= qÜáë=ã~ó= ÄÉ= ÇÉÉé= ~å~äóëáëI= åÉï= îáêìëÉëI= åÉï= îìäåÉê~ÄáäáíáÉëI= çê= çíÜÉê= fq=
ëÉÅìêáíó=åÉïëK=
=
cçÅìë=çÑ= íÜÉ=jçåíÜ= áë=~å=~êíáÅäÉ=~Äçìí= êÉäÉî~åí= íçéáÅë=ïáíÜáå= fq=pÉÅìêáíóK=qÜÉëÉ=ãáÖÜí=ÄÉ=
íçéáÅë=ÇáëÅìëëÉÇ= áå=ãÉÇá~I= áåÅáÇÉåíë= íÜ~í=Å~å= áåÑäìÉåÅÉ= íÜÉ=íÜêÉ~í= äÉîÉäI=çê=ÅÜ~åÖÉë= áå= íÜÉ=
~íí~Åâ=é~ííÉêå=Ñêçã=íÜÉ=fåíÉêåÉíK==
=
^äÉêí=pí~íáëíáÅ=áë=Ä~ëÉÇ=çå=ëìãã~êáÉë=Ñêçã=pÉÅçÇÉÛë=j~å~ÖÉÇ=pÉÅìêáíó=pÉêîáÅÉë=EjppFK=^å=
~äÉêí= ~ééÉ~êë= ïÜÉå= ~å= fap= çê= fmp= ëÉåëçê= êÉÅçÖåáòÉë= åÉíïçêâ= íê~ÑÑáÅ= íÜ~í= ã~íÅÜÉë= íÜÉ=
áãéäÉãÉåíÉÇ=ëáÖå~íìêÉëLÑáäíÉêëI=~åÇ= áå=íÜÉëÉ=Å~ëÉë=~äÉêíë=ïáää=ÄÉ=íê~åëÑÉêêÉÇ=íç=íÜÉ=pÉÅçÇÉ=
pl`=EpÉÅìêáíó=léÉê~íáçå=`ÉåíÉêFK==
=
qÜêÉ~í= äÉîÉä= áë= ~= éêÉëÉåí~íáçå= çÑ=ïÜ~í= íÜêÉ~íë= çêÖ~åáò~íáçåë= ~êÉ= ÉñéçëÉÇ= íç= íÜêçìÖÜ= íÜÉáê=
fåíÉêåÉí= ÅçååÉÅíáçåK= få= íÜáë= íÜêÉ~í= Éî~äì~íáçåI= êÉÅçåå~áëë~åÅÉ= ~íí~Åâë= Ñêçã= íÜÉ= fåíÉêåÉí=
~Ö~áåëí=ÅìëíçãÉêë=çÑ=pÉÅçÇÉ=~êÉ=~å~äóòÉÇ=~åÇ=éêÉëÉåíÉÇK=
=
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kbtp=lc=qeb=jlkqe=

During a month, several vulnerabilities will be published, and there will have been many 
security related news. This chapter presents the most important vulnerabilities and the most 
interesting news. Most cases, if not all, have been presented in Secode Norway’s newsletter 
during this month. 

mr_ifpeba=srikbo^_fifqfbp=

Important Opera Update 
http://www.opera.com/download/index.dml?custom=yes  
=
VLC Media Player Integer Overflow In Processing WAV Files  
http://www.videolan.org/vlc/  
=
jçòáää~=mêçÇìÅíë=oÉãçíÉ=`çÇÉ=bñÉÅìíáçå=^åÇ=pÉÅìêáíó=_óé~ëë=fëëìÉë=
http://www.mozilla.com/firefox/   
=
fåíÉêåÉí=bñéäçêÉê=S=`êçëëJaçã~áå=pÅêáéíáåÖ=sìäåÉê~Äáäáíó=
http://www.f-secure.com/weblog/archives/00001463.html  
=
kçêíÉä=jÉÇá~=mêçÅÉëëáåÖ=pÉêîÉê=léÉåëppi=jìäíáéäÉ=sìäåÉê~ÄáäáíáÉë=
http://support.nortel.com/go/main.jsp?cscat=BLTNDETAIL&id=738400  
http://support.nortel.com/go/main.jsp?cscat=BLTNDETAIL&id=738962  
=
cÉÇçê~=réÇ~íÉ=cçê=oìÄó=
https://www.redhat.com/archives/fedora-package-announce/2008-June/msg00925.html  
https://www.redhat.com/archives/fedora-package-announce/2008-June/msg00937.html  
=
emJru=em=`fcp=pÉêîÉê=jìäíáéäÉ=sìäåÉê~ÄáäáíáÉë=
http://www11.itrc.hp.com/service/cki/docDisplay.do?docId=emr_na-c01475657  
=
^ÇçÄÉ=oÉ~ÇÉê=^åÇ=^ÅêçÄ~í=UKNKO=pÉÅìêáíó=réÇ~íÉ=
http://www.adobe.com/support/security/bulletins/apsb08-15.html  
=
^ééäÉ=p~Ñ~êá=`çÇÉ=bñÉÅìíáçå=^åÇ=fåÑçêã~íáçå=aáëÅäçëìêÉ=sìäåÉê~ÄáäáíáÉë=
http://www.apple.com/support/downloads/safari312forwindows.html  
=
^ééäÉ=j~Å=lp=u=`çãã~åÇ=bñÉÅìíáçå=~åÇ=pÉÅìêáíó=_óé~ëë=fëëìÉë=
http://www.frsirt.com/english/advisories/2008/1697  
=
réÇ~íÉë=íç=sjï~êÉ=êÉëçäîÉ=ÅêáíáÅ~ä=ëÉÅìêáíó=áëëìÉë=
http://www.vmware.com/security/advisories/VMSA-2008-0008.html  
 

fk=qeb=kbtp=

d~êíåÉêW=pÉîÉå=`äçìÇJ`çãéìíáåÖ=pÉÅìêáíó=oáëâë=
http://www.infoworld.com/article/08/07/02/Gartner_Seven_cloudcomputing_security_risks_1.
html   
=
oÉëÉ~êÅÜÉê=c~ìäíë=^ééäÉ=fmÜçåÉ=lå=pÉÅìêáíó=réÇ~íÉë=
http://news.cnet.com/8301-10789_3-9984017-57.html?tag=cd.blog 
=
råëíêìÅíÉÇ=a~í~=^í=oáëâ=få=jçëí=cáêãëI=pìêîÉó=cáåÇë=
http://www.computerworld.com/action/article.do?command=viewArticleBasic&taxonomyNam
e=storage&articleId=9105818&taxonomyId=19&intsrc=kc_top 
 
oÉÅÉåí=mçíÉåíá~ä=bã~áä=^åÇ=tÉÄ=qÜêÉ~íë=
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http://www.mxlogic.com/pdf/forecast/threatforecast0708.pdf 
=
UM=lÑÑÉåíäáÖÉ=kÉííëíÉÇÉê=péêÉê=a~í~îáêìë=
http://www.digi.no/php/art.php?id=777998   
=
cçêíó=mÉêÅÉåí=çÑ=tÉÄ=ìëÉêë=pìêÑ=táíÜ=råë~ÑÉ=_êçïëÉêë=
http://governmentsecurity.org/forum/?showtopic=29335    
=
qÉÅÜ=dá~åíë=qÉ~ã=ré=lå=pÉÅìêáíó=
http://www.vnunet.com/vnunet/news/2220277/tech-giants-team-security  

=
fåíÉääáÖÉåí=^ÅÅÉëë=`çåíêçä=cçê=táêÉäÉëë=i^kp=
http://www.net-security.org/secworld.php?id=6264  
=
qÜÉ=bîáä=páÇÉ=lÑ=dççÖäÉ\=bñéäçêáåÖ=dççÖäÉÛë=rëÉê=a~í~=`çääÉÅíáçå=
http://www.seomoz.org/blog/the-evil-side-of-google-exploring-googles-user-data-collection  
=
qçé=NR=cêÉÉ=pni=fåàÉÅíáçå=pÅ~ååÉêë=
http://www.security-hacks.com/2007/05/18/top-15-free-sql-injection-scanners  
=
fq=^íí~ÅâëW=fåëáÇÉêëîëK=lìíëáÇÉêë=
http://www.schneier.com/blog/archives/2008/06/it_attacks_insi.html==
=
eóéÉêJs=îëK=sjt~êÉ=
http://www.computerworld.com.au/index.php/id;134302705;fp;16;fpid;2  
=
tÜ~í=mêáî~Åó=mçäáÅó=
http://www.forbes.com/technology/2008/06/21/privacy-security-marketing-tech-security-
cx_ag_0623privacy.html  
=
jçëí=`çêéçê~íÉ=kÉíïçêâë=sìäåÉê~ÄäÉ=qç=`óÄÉê~íí~Åâë=
http://www.networkworld.com/news/2008/062308-most-corporate-networks-vulnerable-
to.html?hpg1=bn  
=
ppi=båÅêóéíáçå=`çãáåÖ=qç=qÜÉ=máê~íÉ=_~ó=
http://www.slyck.com/story1691_SSL_Encrpytion_Coming_to_The_Pirate_Bay  
 
oìÄó=cä~ïë=pÉåÇ=pÉÅìêáíó=oÉëÉ~êÅÜÉêë=fåíç=pÜçÅâ=
http://www.theregister.co.uk/2008/06/23/group_patches_ruby/  
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cl`rp=lc=qeb=jlkqe=Ó=jlob=j^it^ob=
j~äï~êÉ= ê~î~ÖÉ= íÜÉ= fåíÉêåÉí= ~ë= åÉîÉê= ÄÉÑçêÉK= ^ÅÅçêÇáåÖ= íç= cJpÉÅìêÉ= Ü~ë= íÜÉ= åìãÄÉê= çÑ=
ã~äï~êÉ=ÇÉíÉÅíáçåë= áåÅêÉ~ëÉÇ= Ñêçã=~= íçí~ä= çÑ= RMM=MMM= áå=OMMT= íç=VMM=MMM=ëç= Ñ~ê= áå=OMMUK=
kÉîÉê=Ü~ë=áí=ÄÉÉå=çÄëÉêîÉÇ=~=äáâÉïáëÉ=Ñ~ëí=áåÅêÉ~ëÉK=^=ÅçåíêáÄìíáåÖ=Ñ~Åíçê=íç=íÜáë=áë=éêçÄ~Ääó=
íÜ~í=Åêáãáå~ä=Öêçìéë=ëÉÉ=çåäáåÉ=ÅêáãÉ=~ë=~=äìÅê~íáîÉ=~åÇ=äçï=êáëâ=~äíÉêå~íáîÉ=íç=êçÄÄÉêó=~åÇ=
ÄêÉ~âJáåë=çìí=áå=íÜÉ=“êÉ~äÒ=ïçêäÇK==

OMMU=pl=c^o=

cáêëí= Ü~äÑJóÉ~ê= çÑ= OMMU= Ü~ë= ÄÉÉå= ã~êâÉÇ= Äó= ãçêÉ= ãìäíáJÅçãéçåÉåí= ã~äï~êÉK= = jìäíáJ
ÅçãéçåÉåí=ã~äï~êÉ=ãÉ~åë=ã~äáÅáçáìë=ëçÑíï~êÉ=ÅçåëáëíáåÖ=çÑ=ëÉîÉê~äI=ÅçãéäÉñ=ÅçãéçåÉåíë=
íÜ~í=ìëì~ääó=~íí~Åâ=ÇáÑÑÉêÉåí=ïÉ~âåÉëëÉë=ïáíÜáå=~å=ÉåíÉêéêáëÉK=låÉ=ëáãéäÉ=Éñ~ãéäÉ=çÑ=ãìäíáJ
ÅçãéçåÉåí=ã~äï~êÉ=áë=ëçÑíï~êÉ=íÜ~í=áåÅäìÇÉë=~=âÉóäçÖÖÉêI=~=qêçà~å=~åÇ=~=Ä~ÅâÇççê=EÄçíFK=få=
ÄêáÉÑX=ëÉîÉê~ä=íÜêÉ~íë=êçääÉÇ=áåíç=çåÉK==
=
lÑíÉå=ãìäíáJÅçãéçåÉåí=ã~äï~êÉ= áåîçäîÉë= ~= ëÉêáÉë= çÑ= ~íí~Åâ= ëí~ÖÉë= íÜ~í= ìëÉ= É~ÅÜ= çíÜÉêÛë=
êÉëìäí=~åÇ=ÇÉéÉåÇ=çå=çåÉ=~åçíÜÉêK==^ë=~=Ñáêëí=ëí~ÖÉI=íÜÉ=ã~äï~êÉ=ïêáíÉê=ã~ó=í~é=áåÑçêã~íáçå=
Ñêçã=ÄäçÖë=çê=ëçÅá~ä=åÉíïçêâáåÖ=ëáíÉë=~ë=c~ÅÉÄççâK==
=
pÉÅìêáíó= ÉãéäçóÉÉë= ÉñéÉêáÉåÅÉ= ÄçíÜ= çééçêíìåáíáÉë= ~åÇ= ÅÜ~ääÉåÖÉë= Äó= ëÉÅìêáåÖ= íÜÉ=
ÉåíÉêéêáëÉ= ~Ö~áåëí=ãìäíáJÅçãéçåÉåí=ã~äï~êÉK= qÜÉ= ÅÜ~ääÉåÖÉë= ~êÉ= Ñáêëí= çÑ= ~ää= íÜ~í=ïÜÉå=~å=
~íí~Åâ=ÅçãéçåÉåí=áë=ÇÉíÉÅíÉÇI=áí=áë=Ü~êÇ=íç=íÉää=áÑ=íÜáë=áë=íÜÉ=çåäó=çåÉI=çÑ=áí=áë=é~êí=çÑ=~=ä~êÖÉê=
ëÉêáÉë= çÑ= íÜêÉ~íëK= ^åÇ= çå= íÜÉ= Åçåíê~êóI= ÄÉÅ~ìëÉ= çÑ= íÜÉ= ÇÉéÉåÇÉåÅó= ÄÉíïÉÉå= íÜÉ=
ÅçãéçåÉåíëI= áí=ã~ó=ÄÉ=É~ëáÉê= íç=éêÉîÉåí=~å=~íí~Åâ=Äó=ÄäçÅâáåÖ= àìëí=çåÉ=ëã~ää=é~êí=çÑ= íÜÉ=
íçí~ä=~íí~Åâ=ëí~ÖÉëK==
=
jìäíáJÅçãéçåÉåí= ã~äï~êÉ= Ü~îÉ= ÉñáëíÉÇ= Ñçê= ™= äçåÖ= íáãÉI= Äìí= íÜÉ= ä~ëí= Ü~äÑJóÉ~ê= íÜÉó= Ü~îÉ=
ÄÉÅçãÉ=ÅçåëáÇÉê~Ääó=ãçêÉ=ÅçãéäÉñI=ïáíÜ=ëÉîÉê~ä=ãçêÉ=ÅçãéçåÉåíë=~åÇ=ãçêÉ=ÑìåÅíáçå~äáíó=
íç=áãéêçîÉ=íÜÉ=çÇÇë=Ñçê=~=ëìÅÅÉëëÑìä=~íí~ÅâK=qÜÉ=ã~äï~êÉ=~äëç=Åçåí~áåë=ëÉÅìêáíó=íÉÅÜåçäçÖó=
íç=ã~âÉ=ÇÉíÉÅíáçå=Ü~êÇÉêI=ëçãÉíÜáåÖ=ïÜáÅÜ=êÉ~ääó=ëÜçïë=íÜÉ= áåÅêÉ~ëáåÖ=éêçÑÉëëáçå~äáëã=áå=
íÜÉ=Åêáãáå~ä=ã~äï~êÉ=ÖêçìéëK=qÜÉ=Åêáãáå~äë=~äëç=ìëÉ=fq=áåÑê~ëíêìÅíìêÉ=~åÇ=ÉåíÉêéêáëÉ=ëóëíÉã=
áå=íÜÉáê=çéÉê~íáçåëI=ìåÇÉêäáåáåÖ=íÜ~í=íÜÉó=~êÉ=áå=éçëëÉëëáçå=çÑ=ä~êÖÉ=êÉëçìêÅÉë=~åÇ=ÉñéÉêíáëÉK=
qÜÉ=~íí~Åâë=ÄÉÅçãÉ=ãçêÉ=ÇáêÉÅíäó=í~êÖÉíÉÇ=~Ö~áåëí=ÉåíÉêéêáëÉëI=~åÇ=ëçãÉíáãÉë=ÉîÉå=Ççïå=
íç=ëáåÖäÉ=éÉêëçåëK=aÉÑÉåëÉ=~Ö~áåëí=ëìÅÜ=éÉêëçå~äáòÉÇ=~íí~Åâë=~êÉ=Ü~êÇ=~åÇ=êÉèìáêÉ=~=ëíêçåÖ=
ëÉÅìêáíó=éçäáÅó=~åÇ=ÓÅìäíìêÉ=ïáíÜáå=íÜÉ=ÉåíÉêéêáëÉK=

=

j^it^ob=tloqe=klqf`fkd=

jÉÄêççí=áë=~=îÉêó=~Çî~åÅÉÇ=Éñ~ãéäÉ=çÑ=ã~äï~êÉI=~åÇ=~êÉ=ÅçåëáÇÉêÉÇ=Äó=cJpÉÅìêÉ=íç=ÄÉ=íÜÉ=
ëíÉ~äíÜáÉëí=ã~äï~êÉ=éêçÇìÅÉë=ëç=Ñ~êK=mêçÄ~Ääó= áí=Ü~ë=í~âÉå=ëÉîÉê~ä=ãçåíÜë=íç=ÇÉîÉäçé=íÜáë=
ã~äï~êÉK=jÉÄêççí= ÜçäÇë= íÜÉ=åìãÄÉê=çÑ= ëóëíÉã=ãçÇáÑáÅ~íáçåë=Ççïå= íç=~=ãáåáãìã=~åÇ= áë=
îÉêó=Ü~êÇ=íç=ÇÉíÉÅí=ïáíÜáå=~=ëóëíÉãK==
=
jÉÄêççíÛë=ãçëí=ÇáëíáåÅíáîÉ=ÅÜ~ê~ÅíÉê= áë= íÜ~í= áí= êÉéä~ÅÉë= íÜÉ= áåÑÉÅíÉÇ=ëóëíÉãë=j~ëíÉê=_ççê=
oÉÅçêÇ= Ej_oFK= j_o= ÜçäÇë= íÜÉ= Ñáêëí= ÅçÇÉ= íç= ÄÉ= äç~ÇÉÇ= ~åÇ= ÉñÉÅìíÉÇ= ÇìêáåÖ= íÜÉ= Äççí=
éêçÅÉëëK=cçê=cJpÉÅìêÉÛë=~å~äóëáë=çÑ=jÉÄêççíI=ëÉÉ==
ÜííéWLLïïïKÑJëÉÅìêÉKÅçãLïÉÄäçÖL~êÅÜáîÉëLMMMMNPVPKÜíãä==
=
wäçÄI= ~äëç= âåçïå= ~ë= akp`Ü~åÖÉêI= áë= ~= î~êá~åí= çÑ= ã~äï~êÉ= íÜ~í= ÅÜ~åÖÉë= íÜÉ= ëÉííáåÖë= áå=
ïáêÉäÉëë= êçìíÉêëK= wäçÄ= áë= Å~ãçìÑä~ÖÉÇ= ~ë= ~= îáÇÉç= ÇÉÅçÇÉê= åÉÉÇÉÇ= íç= ï~íÅÜ= ÅçåíÉåí= áå=
é~êíáÅìä~ê=ïÉÄ=ëáíÉëI=Äìí=ïÜÉå=Ççïåäç~ÇáåÖI=óçì=~äëç=ÖÉí==ã~äï~êÉ=íÜ~í=ÅÜ~åÖÉë=íÜÉ=êçìíÉê=
ëÉííáåÖë=ëç=íÜ~í=~ää=ÑìíìêÉ=ïÉÄ=íê~ÑÑáÅ=~êÉ=êçìíÉÇ=íÜêçìÖÜ=~=ëÉêîÉê=ÅçåíêçääÉÇ=Äó=íÜÉ=~íí~ÅâÉêK=
wäçÄ=íêáÉë=íç=ÖÉí=~ÅÅÉëë=íç=íÜÉ=êçìíÉê=ëÉííáåÖë=Äó=ÖìÉëëáåÖ=ìëÉêå~ãÉë=~åÇ=é~ëëïçêÇK=qÜáë=
ÖìÉëëáåÖ=áë=Ä~ëÉÇ=çå=ÄìáäíJáå=äáëí=çÑ=ÇÉÑ~ìäí=ìëÉêå~ãÉëLé~ëëïçêÇK==
=
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pÉÅìêáíó=êÉëÉ~êÅÜÉêë=Ü~îÉ=Ñçê=äçåÖ=ï~êåÉÇ=íÜ~í=~íí~Åâ=~Ö~áåëí=Ü~êÇï~êÉ=êçìíÉêë=Å~å=ÄÉ=Äìáäí=
áåíç=ã~äï~êÉI=Äìí=íÜáë=î~êá~åí=çÑ=wäçÄ=áë=éêçÄ~Ääó=íÜÉ=Ñáêëí=Å~ëÉ=ïÜÉêÉ=ëìÅÜ=ÑìåÅíáçå~äáíó= áë=
êÉäÉ~ëÉÇ=áå=íÜÉ=ïáäÇK=cáêëí=çÑ=~ää=íÜáë=áë=ïçêêóáåÖ=ÄÉÅ~ìëÉ=éêÉîáçìë=î~êá~åíë=çÑ=wäçÄ=~êÉ=çåÉ=çÑ=
íÜÉ= ãçëí= Åçããçå= ã~äï~êÉ= Ççïåäç~ÇÉÇ= íç= táåÇçïë= ã~ÅÜáåÉëK= få= ~ÇÇáíáçåI= ~ÑíÉê= ~å=
áåÑÉÅíáçåI=áí=ïçåÛí=ÄÉ=ëìÑÑáÅáÉåí=íç=êÉãçîÉ=wäçÄ=Ñêçã=íÜÉ=ÅçãéêçãáëÉÇ=ÅçãéìíÉêX=íÜÉ=ëóëíÉã=
ïáää= ëí~ó= áåÑÉÅíÉÇ=ìåíáä= íÜÉ= êçìíÉê= áíëÉäÑ= áë= êÉëÉíK= fÑ= ëÉîÉê~ä=ÅçãéìíÉêë=ìëÉ= íÜÉ=ë~ãÉ= êçìíÉêI=
íÜÉó=~ää=ïáää=ëìÑÑÉê=ìåÇÉê=íÜÉ=áåÑÉÅíáçå=ÉîÉå=áÑ= áí= áë=çåäó=çåÉ=ÅçãéìíÉê=íÜ~í=Ü~ë=Ççïåäç~ÇÉÇ=
wäçÄK==
=
qÜÉ= ä~ëí=ãçåíÜ= áí= áë= ~äëç= çÄëÉêîÉÇ= ~í= äÉ~ëí= íïç= Å~ëÉë= çÑ= ^ééäÉ= lp= qêçà~åëK= qÜÉëÉ= Ü~îÉ=
~êáëÉå=~ÑíÉê=íÜÉ=éìÄäáëÜáåÖ=çÑ=ëÉîÉê~ä=ëÉîÉêÉ=îìäåÉê~ÄáäáíáÉë=áå=lp=uK=qÜÉ=ãçëí=ÅêáíáÅ~ä=ëÉÅìêáíó=
ÜçäÉ= áë= áå=^ééäÉ=oÉãçíÉ=aÉëâíçé=^ÖÉåí= E^oa^ÖÉåíFK= bñéäçáí~íáçå= çÑ= íÜáë= îìäåÉê~Äáäáíó= Å~å=
äÉ~Ç= íç=ã~äï~êÉ= ÄÉáåÖ= áåëí~ääÉÇ= ~í= ~=j^`=ïáíÜçìí= Ü~îáåÖ= íÜÉ= ìëÉê= íç= ÉåíÉê= ~Çãáåáëíê~íçê=
é~ëëïçêÇK= páåÅÉ= íÜÉ= éìÄäáëÜáåÖ= ~í= pä~ëÜÇçíI= áí= Ü~ë= ÅáêÅìä~íÉÇ= Éñéäçáíë= ~í= íÜÉ= fåíÉêåÉíK= _ó=
áåÑÉÅíáçå=çÑ=íÜÉ=j^`=qêçà~åI=áí=áë=áåëí~ääÉÇ=~=âÉóäçÖÖÉê=~í=íÜÉ=ëóëíÉãI=íçÖÉíÜÉê=ïáíÜ=~=ëÉêîÉê=
Ñçê= êÉãçíÉ= ~ÅÅÉëë= ~åÇ= ~= akp= ëÉêîáÅÉ= íç= ã~âÉ= j^`= É~ëó= íç= ÑáåÇK= fí= áë= ìåÅÉêí~áå= Üçï=
ïáÇÉëéêÉ~Ç=íÜáë=qêçà~å=áëK===

 

hfiabo=

[1]  cJpÉÅìêÉ=fq=pÉÅìêáíó=qÜêÉ~í=pìãã~êó=Ñçê=íÜÉ=cáêëí=e~äÑ=çÑ=OMMU=
http://www.f-secure.com/2008/1/index.html  

[2] j~äï~êÉ=páäÉåíäó=^äíÉêë=táêÉäÉëë=oçìíÉê=pÉííáåÖë  
 http://blog.washingtonpost.com/securityfix/2008/06/malware_silently_alters_wirele_1.ht

ml 
xPz= qÜÉ=^oa^ÖÉåí=pÉÅìêáíó=eçäÉW=tÜ~í=óçì=åÉÉÇ=íç=âåçï 

http://dvlabs.tippingpoint.com/blog/2008/04/28/kraken-botnet-infiltration 
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^iboq=pq̂ qfpqf`=

qÜáë=ÅÜ~éíÉê=ÖáîÉë=~=ëìãã~êó=çÑ=~äÉêíë=Ñêçã=fapLfmp=ëÉåëçêëK=qÜÉëÉ=~äÉêíë=~êÉ=~ää=~å~äóòÉÇ=
Äó=pÉÅçÇÉ=pl`K= qÜÉ= ëí~íáëíáÅë= ëÜçïë= íÜÉ= ÇáëíêáÄìíáçå= çÑ= ~äÉêíë= éÉê= åÉí= ëÉÖãÉåí= íÜ~í= ~êÉ=
ìåÇÉê=ëìêîÉáää~åÅÉK==

e^kaiba=^iboqp=

qÜÉ= ëí~íáëíáÅë= ÄÉäçï= ëÜçïë= Ü~åÇäÉÇ= ~äÉêíë= ÇáëíêáÄìíÉÇ= ~í= íÜÉ= ÇáÑÑÉêÉåí= åÉíïçêâ= ëÉÖãÉåíë=
ïÜÉêÉ=pÉÅçÇÉÛë=ãÉ~ëìêáåÖ=éçáåíë=~êÉ=áåëí~ääÉÇK=
=
qÜÉ=åÉíïçêâ=ëÉÖãÉåíë=~êÉ=ÇáîáÇÉÇ=áåíç=íÜÉ=ÑçääçïáåÖW=
 fåíÉêåÉíW=íÜÉ=ãÉ~ëìêáåÖ=éçáåí=áë=äçÅ~íÉÇ=çìíëáÇÉ=íÜÉ=ÑáêÉï~ää=çå=~=åÉíïçêâ=ÉñéçëÉÇ=íç=íÜÉ=

fåíÉêåÉí=
 ajwW= íÜÉ=ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áåëáÇÉ= íÜÉ= åÉíïçêâ= ~åÇ=ãçåáíçêë= íê~ÑÑáÅ= ~Ö~áåëí=

ëÉêîáÅÉë=íÜ~í=~êÉ=ÉñéçëÉÇ=íç=fåíÉêåÉí=çê=çíÜÉê=ìåë~ÑÉI=ÉñíÉêå~ä=åÉíïçêâë=
 fåíê~= i^kW= íÜÉ= ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áåëáÇÉ= íÜÉ= åÉíïçêâ= ~åÇ= ãçåáíçêë= íê~ÑÑáÅ=

ÄÉíïÉÉå=ÅäáÉåíëI=ëÉêîÉêë=~åÇ=çíÜÉê=åÉíïçêâ=ÉèìáéãÉåí=
 m~êíåÉê= i^kW= íÜÉ= ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áå= ~å= ÉåîáêçåãÉåí= íÜ~í= áë= ìëÉÇ= Ñçê=

ÅçããìåáÅ~íáçå=íçï~êÇë=ÉñíÉêå~ä=é~êíåÉêëK=qÜÉ=é~êíåÉê=i^k=áë=ïáíÜçìí=fåíÉêåÉí=~ÅÅÉëë=
 oÉëíêáÅíÉÇ=i^kW=íÜÉ=ãÉ~ëìêáåÖ=éçáåí=áë=äçÅ~íÉÇ=áå=~=äáãáíÉÇ=ÉåîáêçåãÉåí=ïáíÜ=~=îÉêó=ïÉää=

ÇÉÑáåÉÇ=íê~ÑÑáÅ=é~ííÉêå=~åÇ=ïáíÜçìí=fåíÉêåÉí=~ÅÅÉëë=

=

All alerts - false excluded

18 %

50 %

3 %

29 %

0 %
DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
qÜÉ=Çá~Öê~ã=~ÄçîÉ=ëÜçïë=íÜÉ=ÇáëíêáÄìíáçå=Ñçê=~ää=ÖÉåìáåÉ=~äÉêíëK==
=

=

=

Alerts with malicious intent

44 %

41 %

13 % 1 %1 %
DMZ

Internet

Intra LAN

Partner LAN

Restricted
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qÜÉ=Çá~Öê~ã=~ÄçîÉ= ëÜçïë= íÜÉ=ÇáëíêáÄìíáçå= Ñçê= ~ää= ~äÉêíë= Å~ìëÉÇ=Äó= ~Åíáîáíó=ïáíÜ=ã~äáÅáçìë=
áåíÉåíI=ïáíÜçìí=íÜÉ=ÅìëíçãÉê=åÉÅÉëë~êó=ÄÉáåÖ=îìäåÉê~ÄäÉK==
=
=

Alerts - severe

80 %

20 %
0 %

DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
qÜÉ= Çá~Öê~ã= ~ÄçîÉ= ëÜçïë= íÜÉ= ÇáëíêáÄìíáçå= çÑ= ~ää= ~äÉêíë= Å~ìëÉÇ= Äó= ~Åíáîáíó= ïáíÜ=ã~äáÅáçìë=
áåíÉåíI=~åÇ=ïÜÉêÉ=íÜÉ=ÅìëíçãÉê=ãáÖÜí=ÄÉ=îìäåÉê~ÄäÉ=çê=ÅçãéêçãáëÉÇK=
=
^ë=áå=éêÉîáçìë=éÉêáçÇëI=íÜÉêÉ=Ü~ë=ÄÉÉå=~=ä~êÖÉ=~ãçìåí=çÑ=~äÉêíë=~ë=~=êÉëìäí=çÑ=~Åíáîáíó=Ñêçã=
íÜÉ=fåíÉêåÉíK=jçëí=çÑ=íÜáë=áë=ÇáêÉÅíäó=í~êÖÉíÉÇ=~íí~Åâë=~Ö~áåëí=ÅìëíçãÉêë=ïáíÜáå=íÜÉ=Ñáå~åÅá~ä=
ëÉÅíçêI=ïÜÉêÉ=íÜÉ=~íí~ÅâÉêÛë=Öç~ä=áë=íç=Ö~áå=ãçåÉóK===

obmloqba=fk`fabkqp=

qÜÉ=ëí~íáëíáÅ=ÄÉäçï=ëÜçïë=ÇáëíêáÄìíáçå=çÑ=áåÅáÇÉåíë=êÉéçêíÉÇ=íç=ÅìëíçãÉêë=çÑ=pÉÅçÇÉ=íÜÉ=ä~ëí=
S=ãçåíÜëK==
=

Reported incidents last 6 month

81 %

15 %

3 %
1 %

0 %
DMZ

Internett

Intra LAN

Partner LAN

Restricted

=
qÜÉ= ã~áå= éÉêÅÉåí~ÖÉ= çÑ= êÉéçêíÉÇ= áåÅáÇÉåíë= Ñêçã= íÜÉ= fåíÉêåÉí= áë= ã~áåäó= ÇáêÉÅíÉÇ= ~íí~Åâë=
íçï~êÇë=Ñáå~åÅá~ä=áåëíáíìíáçåëK=
=
qÜÉ=áåÅáÇÉåíë=áå=íÜÉ=êÉëíêáÅíÉÇ=òçåÉ=~êÉ=ã~áåäó=áÖåçê~åí=ìëÉêë=ÄêÉ~ÅÜáåÖ=~=Åçãé~åó=éçäáÅóK=
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qeob q̂=ibsbi==

aìÉ= íç= ÜáÖÜ= ~Åíáîáíó= äÉîÉäI= fåíÉêåÉí= ïçêãë= ~åÇ= ëé~ããáåÖ= ~êÉ= Ü~åÇäÉÇ= áå= ~= ëÉé~ê~íÉ=
ëìÄÅÜ~éíÉêX= “fåíÉêåÉí=ïçêãë= ~åÇ= pé~ãÒI= ~åÇ= ~êÉ= ÉñÅäìÇÉÇ= Ñêçã= íÜÉ= çíÜÉê= ÅÜ~êíë= áå= íÜáë=
ÅÜ~éíÉêK=

ob`lkk^fpp^k`b=^qq^`hp=grkb=OMMU=

qÜÉ= ëí~íáëíáÅë= áå= íÜáë= ëìÄÅÜ~éíÉê= ÖáîÉë= ~å= çîÉêîáÉï= çÑ= íÜÉ= ~îÉê~ÖÉ= åìãÄÉê= çÑ=
êÉÅçåå~áëë~åÅÉ= ~íí~Åâë= éÉê= åÉíïçêâ= ìåÇÉê= ëìêîÉáää~åÅÉK= qçé= NM= ~îÉê~ÖÉ= êÉÅçåå~áëë~åÅÉ=
~íí~Åâë=Åçåí~áå=~=ëìãã~êó=çÑ=íÜÉ=ãçëí=Åçããçå=êÉÅçåå~áëë~åÅÉ=~íí~ÅâëX=ÉáíÜÉê=íÜÉ=ëÅ~å=áë=
Ñçê= çåÉ= ëáåÖäÉ= ëÉêîáÅÉ= çê= ~= ÅçãÄáå~íáçå= çÑ= ëÉîÉê~ä= ëÉêîáÅÉëK= qÜÉ=ã~äáÅáçìë= ~Åíáîáíó= áå= íÜÉ=
ëí~íáëíáÅë= ÄÉäçï= áë=ã~áåäó= ~ìíçã~íÉÇ= ~íí~ÅâëI= ïÜáÅÜ= ÅçãÉ= Ñêçã= áåÑÉÅíÉÇ= ÅçãéìíÉêë= EÉKÖK=
fåíÉêåÉí=ïçêãë=çê=îáêìëÉëFK=qÜáë=ãÉ~åë=íÜ~í=ãçëí=çÑ=íÜÉ=~íí~Åâë=~êÉ=åçí=ÇáêÉÅíäó=~áãÉÇK==
=

Reconnaissance attacks per monitored C-Net
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Reconnaissance attacks per C-Net Per date
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Average top 10 incidents per C-Net

0

200

400

600

800

1000

VN
C

 

N
et

BI
O

S

S
SH

M
S 

SQ
L

S
SC

-
A

ge
nt

H
TT

O

M
S 

R
P

C

N
ot

on
 A

V
 

R
ad

m
in

S
M

TP

June May

==
=

Top 10 - Attacks per country per C-Net
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=

fí= áë=çÄëÉêîÉÇ=~å=áåÅêÉ~ëÉ=áå=åìãÄÉê=çÑ=êÉÅçåå~áëë~åÅÉ=~íí~Åâë=íÜáë=ãçåíÜI=Äìí=Åçãé~êÉÇ=
íç=íÜÉ=ë~ãÉ=éÉêáçÇ=ä~ëí=óÉ~êX=íÜÉ=~Åíáîáíó=äÉîÉä=áë=ëíáää=~í=~=äçï=äÉîÉäK=qÜÉ=áåÅêÉ~ëÉ=çÄëÉêîÉÇ=áå=
gìåÉ=OMMUI=~êÉ=ÇìÉ=íç=ëÉîÉê~ä=ëÅ~åë=Ñçê=íÜÉ=sk`=ëÉêîáÅÉ=Ñêçã=áåÑÉÅíÉÇ=åÉíïçêâë=áå=mçä~åÇK==
=
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fkqbokbq=tlojp=^ka=pm^j==

_ÉÅ~ìëÉ= çÑ= ~= ÜáÖÜ= äÉîÉä= çÑ= ~Åíáîáíó= ~Ö~áåëí= ÅÉêí~áå= ëÉêîáÅÉëI= íÜáë= íê~ÑÑáÅ= áë= éêÉëÉåíÉÇ= áå=
ëÉé~ê~íÉ=ëí~íáëíáÅëK=qÜáë=~ééäáÉë=Ñçê=ëÉêîáÅÉë=ãçëí=ÑêÉèìÉåíäó=í~êÖÉíÉÇ=Äó=fåíÉêåÉí=ïçêãë=~åÇ=
ëé~ããáåÖ=~ííÉãéíëK=
=

Activity per port/service per C-Net
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5000 (Bobax)

445 (Nachi/Sasser)

3127 (MyDoom)

1434 (SQL Slammer)

137 (opaSoft/BugBEar)
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