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pb`lab=^_=
pÉÅçÇÉ=^_=ï~ë=çêáÖáå~ääó=ÑçìåÇÉÇ=áå=NVUS=~ë=póëíÉã=páââÉêÜÉí=^LpI=áå=^êÉåÇ~äI=kçêï~óK=få=
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kÉíëçä= lv= EÑçìåÇÉÇ= áå= NVVSF= ï~ë= ãÉêÖÉÇ= áåíç= pÉÅçÇÉK= qçÇ~óI= pÉÅçÇÉ= ÜÉäéë= ã~åó=
ÅìëíçãÉêë= áå= éêáî~íÉ= ~åÇ= éìÄäáÅ= ëÉÅíçêëI= Ñêçã= ÑáîÉ= ÇáÑÑÉêÉåí= äçÅ~íáçåëI= ìëáåÖ= ÅäçëÉ= íç= UR=
ëÉÅìêáíó= ëéÉÅá~äáëíëK= qÜÉëÉ= ëéÉÅá~äáëíë=Ü~îÉ= äçåÖ=ÉñéÉêáÉåÅÉ= Ñêçã=ÄìáäÇáåÖ= ä~êÖÉ= ÅçãéìíÉê=
åÉíïçêâë=~åÇLçê=ìéJíçJÇ~íÉ=fq=ëÉÅìêáíó=ÅçãéÉíÉåÅÉK==
=
pÉÅçÇÉ=ÜÉäéë=Åçãé~åáÉë=~åÇ=çêÖ~åáò~íáçåë=Ö~áå= áåëáÖÜíI=ÅçãéÉíÉåÅÉ=~åÇ=íÜÉêÉÄó=Åçåíêçä=
çîÉê= íÜÉáê= çéÉê~íáçåë= Ñêçã= ~= ÅçãéäÉíÉ= fq= ëÉÅìêáíó= éÉêëéÉÅíáîÉK=tÉ= ÇÉäáîÉê= éêç~ÅíáîÉ= ~åÇ=
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`çåëìäíáåÖK=

prjj^ov=
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NK fkqolar`qflk=
=qÜáë=êÉéçêí=áë=Ä~ëÉÇ=çå=íÜêÉÉ=ã~áå=é~êíëX=qêÉ~í=äÉîÉäI=^äÉêí=pí~íáëíáÅ=~åÇ=cçÅìë=çÑ=íÜÉ=jçåíÜK==
=
qÜêÉ~í= äÉîÉä= áë= ~= éêÉëÉåí~íáçå= çÑ= î~êáçìë= íÜêÉ~íë= íÜ~í= çêÖ~åáò~íáçåë= ~êÉ= ÉñéçëÉÇ= íç= ïÜÉå=
ÅçååÉÅíÉÇ= íç= fåíÉêåÉíK= få= íÜáë= íÜêÉ~í= Éî~äì~íáçåI= êÉÅçåå~áëë~åÅÉ= ~íí~Åâë= Ñêçã= íÜÉ= fåíÉêåÉí=
íçï~êÇë=ÅìëíçãÉêë=çÑ=pÉÅçÇÉ=~êÉ=~å~äóòÉÇ=~åÇ=éêÉëÉåíÉÇK=
=
^äÉêí=pí~íáëíáÅ=áë=Ä~ëÉÇ=çå=~äÉêíë=Ñêçã=pÉÅçÇÉÛë=fap=~åÇ=fmp=íççäëK=^å=~äÉêí=~ééÉ~êë=ïÜÉå=~=
ëÉåëçê=êÉÅçÖåáòÉë=åÉíïçêâ=íê~ÑÑáÅ=íÜ~í=Ñáíë=íÜÉ=áãéäÉãÉåíÉÇ=ëáÖå~íìêÉëLÑáäíÉêëKfå=ëìÅÜ=Å~ëÉë=
íÜÉ= ~äÉêíë=ïáää= ÄÉ= íê~åëÑÉêêÉÇ= íç= pÉÅçÇÉ=pl`= EpÉÅìêáíó=léÉê~íáçå=`ÉåíÉêFK= ^ää= ~äÉêíëI= ÄçíÜ=
Ñ~äëÉ=~åÇ=ÖÉåìáåÉI=~êÉ=ã~åì~ääó=Ü~åÇäÉÇ=Äó=~å~äóëíë=~í=pÉÅçÇÉK==
=
cçÅìë=çÑ=íÜÉ=jçåíÜ=áë=~å=~êíáÅäÉ=íÜ~í=ÑçÅìëÉë=çå=êÉäÉî~åí=íçéáÅë=ïáíÜáå=fq=pÉÅìêáíóK=cçê=
Éñ~ãéäÉ=íçéáÅë=ÇáëÅìëëÉÇ=áå=ãÉÇá~I=áåÅáÇÉåíë=íÜ~í=Å~å=áåÑäìÉåÅÉ=íÜÉ=íÜêÉ~í=äÉîÉäI=çê=ÅÜ~åÖÉë=
áå=íÜÉ=~íí~Åâ=é~ííÉêå=Ñêçã=íÜÉ=fåíÉêåÉíK==
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OK qeob q̂=ibsbi==

aìÉ= íç= ÜáÖÜ= ~Åíáîáíó= äÉîÉäI= fåíÉêåÉí= ïçêãë= ~åÇ= ëé~ããáåÖ= ~êÉ= Ü~åÇäÉÇ= áå= ~= ëÉé~ê~íÉ=
ëìÄÅÜ~éíÉêX= “fåíÉêåÉí=ïçêãë= ~åÇ= pé~ãÒI= ~åÇ= ~êÉ= ÉñÅäìÇÉÇ= Ñêçã= íÜÉ= çíÜÉê= ÅÜ~êíë= áå= íÜáë=
ÅÜ~éíÉêK=

ob`lkk^fpp^k`b=^qq^`hp=ab`bj_bo=OMMS=

qÜÉ=ëí~íáëíáÅë=ÄÉäçï=ÖáîÉë=~å=çîÉêîáÉï=çÑ= íÜÉ=~îÉê~ÖÉ=åìãÄÉê=çÑ= êÉÅçåå~áëë~åÅÉ=~íí~Åâë=
éÉê=åÉíïçêâ=ìåÇÉê=ëìêîÉáää~åÅÉK=eçïÉîÉêI=íÜÉ=~Åíáîáíó=äÉîÉä=ã~ó=î~êó=Ñêçã=çåÉ=åÉíïçêâ=~êÉ~=
íç=~åçíÜÉêK=aÉëéáíÉ=íÜÉëÉ=î~êá~íáçåë=áå=íÜÉ=íçí~ä=~Åíáîáíó=äÉîÉäI=ïÉ=EãçëíäóF=êÉÖáëíÉê=íÜÉ=ë~ãÉ=
âáåÇ=çÑ=~íí~Åâë=áå=ÇáÑÑÉêÉåí=åÉíïçêâ=~êÉ~ëK=
=
=
 Reconnaissance attacks pr monitored C-Net 
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Reconnaissance attacks pr C-Net pr date 
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=
qÜÉ=íçí~ä=åìãÄÉê=çÑ=êÉÅçåå~áëë~åÅÉ=~íí~Åâë=Ü~ë=ëÜçïå=~=ëã~ää=ÇÉÅêÉ~ëÉ=ÇìêáåÖ=aÉÅÉãÄÉêK=
fí= áë= èìáíÉ= åçêã~ä= íç= ëÉÉ= ~= êÉÇìÅíáçå= áå= ã~äáÅáçìë= ~Åíáîáíó= ÇìêáåÖ= íÜÉ= `Üêáëíã~ë= ÜçäáÇ~óI=
ëçãÉíÜáåÖ= íÜ~í= éêçÄ~Ääó= áë= êÉä~íÉÇ= íç= íÜÉ= Ñ~Åí= íÜ~í=ã~åó= ~êÉ= çå= î~Å~íáçå= Ñêçã=ïçêâ= ~åÇ=
ëÅÜççäI= êÉëìäíáåÖ= áå= äÉëë=éÉçéäÉ=ìëáåÖ= íÜÉáê=ÅçãéìíÉêëK= få=OMMS= íÜÉêÉ= áë=çå= íÜÉ=çíÜÉê=Ü~åÇ=
çÄëÉêîÉÇ= ~å= áåÅêÉ~ëÉ= ~í= íÜÉ= ÉåÇ= çÑ= íÜÉ= ãçåíÜK= qÜáë= áåÅêÉ~ëÉ= áë= Å~ìëÉÇ= Äó= ëÉîÉê~ä=
êÉÅçåå~áëë~åÅÉ=~íí~Åâë=êÉä~íÉÇ=íç=íÜÉ=éìÄäáëÜáåÖ=çÑ=åÉï=îìäåÉê~ÄáäáíáÉëK==
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qvmb=lc=ob`lkk^fpp^k`b=^qq^`hp=

qÜÉ= Çá~Öê~ã= ÄÉäçï= Åçåí~áåë= ~= ëìãã~êó= çÑ= íÜÉ= ãçëí= Åçããçå= êÉÅçåå~áëë~åÅÉ= ~íí~Åâë=
ÇìêáåÖ= íÜÉ= ä~ëí= íïç=ãçåíÜëI= êÉÖ~êÇäÉëë= áÑ= íÜÉ= ëÅ~å= í~êÖÉíë= ~êÉ= ~= ëáåÖäÉ= ëÉêîáÅÉ= çê= ëÉîÉê~ä=
ëÉêîáÅÉëK=
 Average top 10 incidents pr C-Net
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=
qçï~êÇë=íÜÉ=ÉåÇ=çÑ=aÉÅÉãÄÉê=pÉÅçÇÉ=Ü~ë=çÄëÉêîÉÇ=~=ëáÖåáÑáÅ~åí=áåÅêÉ~ëÉ=áå=ëÅ~åë=Ñçê=íÅé=
éçêí= OVSTK= qÜáë= éçêí= áë= ìëÉÇ= Äó= póã~åíÉÅ= ^åíáîáêìë= ~åÇ= cáêÉï~ää= ëçÑíï~êÉK= pÉîÉê~ä=
îìäåÉê~ÄáäáíáÉë=ïÉêÉ=éìÄäáëÜÉÇ= áå= íÜÉëÉ=éêçÇìÅíë= ä~íÉ= áå=aÉÅÉãÄÉêI=~åÇ=ëÜçêíäó=~ÑíÉêï~êÇëI=
Éñéäçáí=ÅçÇÉ=ï~ë=~î~áä~ÄäÉ=~í=íÜÉ=fåíÉêåÉíK=fí=~äëç=ëÉÉãë=íç=ÄÉ=~=ïçêã=çìí=áå=íÜÉ=ïáäÇ=ã~âáåÖ=
ëÅ~åë=íçï~êÇë=éçêí=OVSTI=Äìí=íÜÉ=ëéêÉ~Ç=çÑ=íÜáë=ïçêã=áë=äáãáíÉÇI=~åÇ=ëç=Ñ~ê=áí=ÇçÉë=åçí=ëÉÉã=
~ë=íÜÉ=ïçêã=ïáää=áåÅêÉ~ëÉ=áå=ïáÇÉ=ÉñíÉåíK==
=
líÜÉêïáëÉ=áí=Ü~ë=åçí=ÄÉÉå=~åó=ä~êÖÉ=ÅÜ~åÖÉë=áå=ãçëí=Åçããçå=êÉÅçåå~áëë~åÅÉ=~íí~ÅâëK=qÜÉ=
kÉí_flp=pÉëëáçå=pÉêîáÅÉ= áë= ëíáää= ÑêÉèìÉåíäó=~íí~ÅâÉÇI=ïÜáäÉ= íÜÉ=çíÜÉê= ëÉêîáÅÉë= êÉã~áå=~í=~=
ãìÅÜ=äçïÉê=äÉîÉäK==
=



 

DENMARK • FINLAND • NORWAY • SWEDEN • THE NETHERLANDS 

www.secode.com  info@secode.com  Secode Råsundavägen 12 SE-169 67 Solna Sweden  Tel +46 8 564 875 00 

ob`lkk^fpp^k`b=^qq^`hp=mo=`lrkqov=

qÜÉ=ã~äáÅáçìë= ~Åíáîáíó= áå= íÜÉ= ëí~íáëíáÅ= ÄÉäçï= áë=ã~áåäó= ~ìíçã~íÉÇ=~íí~ÅâëI= çêáÖáå~íáåÖ= Ñêçã=
áåÑÉÅíÉÇ=ÅçãéìíÉêë=EÉKÖK=fåíÉêåÉí=ïçêãë=çê=îáêìëÉëFK=qÜáë=ãÉ~åë=íÜ~í=ãçëí=çÑ=íÜÉ=~íí~Åâë=~êÉ=
åçí=ÇáêÉÅíäó=~áãÉÇI=Äìí=~êÉ=ê~íÜÉê=~=ëÉÅçåÇ~êó=ÉÑÑÉÅíK==
=
 

Top 10 - Attacks pr country pr c-net
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=

=
qÜÉ=rp=áë=ëíáää=íÜÉ=ãçëí=~ÖÖêÉëëáîÉ=ëçìêÅÉ=çÑ=êÉÅçåå~áëë~åÅÉ=~íí~ÅâëI=íÜáë=ãçåíÜ=ÑçääçïÉÇ=
Äó=`Üáå~=~åÇ=kçêï~óK==
=
^ë=çÄëÉêîÉÇ=~äëç=éêÉîáçìë=ãçåíÜI=íÜÉ=ÇÉÅêÉ~ëáåÖ=~Åíáîáíó=Ñêçã=pçìíÜJhçêÉ~=ÅçåíáåìÉë=çìí=
aÉÅÉãÄÉêK==

fkqbokbq=tlojp=^ka=pm^j==

_ÉÅ~ìëÉ= çÑ= ~= ÜáÖÜ= äÉîÉä= çÑ= ~Åíáîáíó= ~Ö~áåëí= ÅÉêí~áå= ëÉêîáÅÉëI= íÜáë= íê~ÑÑáÅ= áë= éêÉëÉåíÉÇ= áå= ~=
ëÉé~ê~íÉ= ëí~íáëíáÅëK= qÜáë= ~ééäáÉë= Ñçê= íÜçëÉ= ëÉêîáÅÉë=ïÜáÅÜ=~êÉ=ãçëí= ÑêÉèìÉåíäó= í~êÖÉíÉÇ=Äó=
fåíÉêåÉí=ïçêãë=~åÇ=ëé~ããáåÖ=~ííÉãéíëK=
=
 

Activity pr port/sevice pr C-Net
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5000 (Bobax)

445 (Nachi/Sasser)

3127 (MyDoom)

1434 (SQL Slammer)

137 (opaSoft/BugBEar)

135 (Blaster/Nachi)

1029 ICQ/Msg SPAM

1028 ICQ/Msg SPAM

1027 ICQ/Msg SPAM

1026 ICQ/Msg SPAM

1025 ICQ/Msg SPAM

0 (Nachi.b)

=

^ë=Ñçê=íÜÉ=êÉëí=çÑ=íÜÉ=ã~äáÅáçìë=~ÅíáîáíóI=ïçêã=~Åíáîáíó=Ü~ë=~äëç=ÇÉÅêÉ~ëÉÇ=íÜÉ=ä~ëí=ãçåíÜK=fí=
áë= ëíáää= jáÅêçëçÑíJÇë= ~åÇ= jáÅêçëçÑí= pni= ëÉêîÉê= ïÜáÅÜ= ~êÉ= ãçëí= ÑêÉèìÉåíäó= ~íí~ÅâÉÇ= Äó=
ïçêãëK==
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PK ^iboq=pq̂ qfpqf`=

qÜáë=ÅÜ~éíÉê=ëìãã~êáòÉë=çÑ=~äÉêíë=Ñêçã=fapLfmp=ëÉåëçêëK=^ää=~äÉêíë=~êÉ=~å~äóòÉÇ=Äó=pÉÅçÇÉ=
pl`K=qÜÉ=ëí~íáëíáÅë=ëÜçïë=íÜÉ=ÇáëíêáÄìíáçå=çÑ=~äÉêíë=éÉê=åÉí=ëÉÖãÉåí=ìåÇÉê=ëìêîÉáää~åÅÉK==

e^kaiba=^iboqp=

qÜÉ= ëí~íáëíáÅë= ÄÉäçï= ëÜçïë= Ü~åÇäÉÇ= ~äÉêíë= ÇáëíêáÄìíÉÇ= ~í= íÜÉ= ÇáÑÑÉêÉåí= åÉíïçêâ= ëÉÖãÉåíë=
ïÜÉêÉ=pÉÅçÇÉÛë=ãÉ~ëìêáåÖ=éçáåíë=~êÉ=éä~ÅÉÇK=
=
qÜÉ=åÉíïçêâ=ëÉÖãÉåíë=~êÉ=ÇáîáÇÉÇ=áåíç=íÜÉ=ÑçääçïáåÖW=
 fåíÉêåÉíW=íÜÉ=ãÉ~ëìêáåÖ=éçáåí=áë=äçÅ~íÉÇ=çìíëáÇÉ=íÜÉ=ÑáêÉï~ää=çå=~=åÉíïçêâ=ÉñéçëÉÇ=íç=íÜÉ=

fåíÉêåÉí=
 ajwW= íÜÉ= ãÉ~ëìêáåÖ= éçáåí= áë= éä~ÅÉÇ= áåëáÇÉ= íÜÉ= åÉíïçêâ= ~åÇ= ãçåáíçêë= íê~ÑÑáÅ= ~Ö~áåëí=

ëÉêîáÅÉë=íÜ~í=~êÉ=ÉñéçëÉÇ=íç=fåíÉêåÉí=çê=çíÜÉê=ìåë~ÑÉI=ÉñíÉêå~ä=åÉíïçêâë=
 fåíê~= i^kW= íÜÉ= ãÉ~ëìêáåÖ= éçáåí= áë= éä~ÅÉÇ= áåëáÇÉ= íÜÉ= åÉíïçêâ= ~åÇ= ãçåáíçêë= íê~ÑÑáÅ=

ÄÉíïÉÉå=ÅäáÉåíëI=ëÉêîÉêë=~åÇ=çíÜÉê=åÉíïçêâ=ÉèìáéãÉåí=
 m~êíåÉê= i^kW= íÜÉ= ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áå= ~å= ÉåîáêçåãÉåí= íÜ~í= áë= ìëÉÇ= Ñçê=

ÅçããìåáÅ~íáçå=íçï~êÇë=ÉñíÉêå~ä=é~êíåÉêëK=qÜÉ=é~êíåÉê=i^k=áë=ïáíÜçìí=fåíÉêåÉí=~ÅÅÉëë=
 oÉëíêáÅíÉÇ=i^kW=íÜÉ=ãÉ~ëìêáåÖ=éçáåí=áë=äçÅ~íÉÇ=áå=~=äáãáíÉÇ=ÉåîáêçåãÉåí=ïáíÜ=~=îÉêó=ïÉää=

ÇÉÑáåÉÇ=íê~ÑÑáÅ=é~ííÉêå=~åÇ=ïáíÜçìí=fåíÉêåÉí=~ÅÅÉëë=

=

 
All alerts - false excluded
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18 %

31 %

1 %

40 %

DMZ

Internett

Intra LAN

Partner LAN

Restricted

=
qÜÉ=Çá~Öê~ã=~ÄçîÉ=ëÜçïë=íÜÉ=ÇáëíêáÄìíáçå=Ñçê=~ää=ÖÉåìáåÉ=~äÉêíëK==
=
 

Alerts with malicious intent

13 %0 %0 %

85 %

2 %
DMZ

Internett

Intra LAN

Partner LAN

Restricted

=
=
=
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=
=
=
=
qÜÉ=Çá~Öê~ã=~ÄçîÉ=ëÜçïë=íÜÉ=ÇáëíêáÄìíáçå=Ñçê=~ää=~äÉêíë=Å~ìëÉÇ=Äó=~Åíáîáíó=ïáíÜ=ã~äáÅáçìë=
áåíÉåíI=ïáíÜçìí=íÜÉ=ÅìëíçãÉê=åÉÅÉëë~êó=ÄÉáåÖ=îìäåÉê~ÄäÉK==
=
=
=
 

Alerts - severe
1 % 2 %1 %

96 %

DMZ

Internett

Intra LAN

Partner LAN

Restricted

=
qÜÉ=Çá~Öê~ã=~ÄçîÉ=ëÜçïë=íÜÉ=ÇáëíêáÄìíáçå=çÑ=~ää=~äÉêíë=Å~ìëÉÇ=Äó=~Åíáîáíó=ïáíÜ=ã~äáÅáçìë=
áåíÉåíI=~åÇ=ïÜÉêÉ=íÜÉ=ÅìëíçãÉê=ãáÖÜí=ÄÉ=îìäåÉê~ÄäÉ=çê=ÅçãéêçãáëÉÇK=

obmloqba=fk`fabkqp=

qÜÉ=ëí~íáëíáÅ=ÄÉäçï=ëÜçïë=ÇáëíêáÄìíáçå=çÑ=áåÅáÇÉåíë=êÉéçêíÉÇ=íç=ÅìëíçãÉêë=çÑ=pÉÅçÇÉ=íÜÉ=ä~ëí=
S=ãçåíÜëK==
=

Reported incidents last 6 month

21 %

1 %

59 %

19 %

DMZ

Internett

Intra LAN

Partner LAN

Restricted

=
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QK cl`rp=lc=qeb=jlkqe=Ó= q̂q̂ `h=qobkap=fk=OMMS=
lîÉê=íÜÉ=ä~ëí=óÉ~ê=ïÉ=Ü~îÉ=ëÉÉå=~=ÇÉîÉäçéãÉåí=çÑ=íÜÉ=~íí~Åâ=é~ííÉêåI=áå=íÜÉ=ëÉåëÉ=çÑ=åÉï=
~íí~Åâ=îÉÅíçêë=~åÇ=~=ÇÉîÉäçéãÉåí=çÑ=íÜÉ=ÉñáëíáåÖ=é~íÜë=çÑ=~íí~ÅâK=lêÖ~åáò~íáçåë=Ü~îÉ=åçï=
ãçêÉ=ìåáíë= íç=éêçíÉÅíI=~ë= Ñçê=Éñ~ãéäÉ=ma^=ìåáíëI=ïáêÉäÉëë=~ÅÅÉëëI=ãçÄáäÉ=éÜçåÉëI=ÉíÅK=^ää=
íçÖÉíÜÉêI=íÜáë=éêçîáÇÉë=Ü~ÅâÉêë=~å= áåÅêÉ~ëáåÖ=åìãÄÉê=çÑ=~íí~Åâ=í~êÖÉíë=~åÇ=ãçêÉ=ÅçãéäÉñ=
áåíÉêÑ~ÅÉë=íç=~íí~ÅâK==
=
aìêáåÖ=OMMS=íÜÉêÉ=Ü~ë=ÄÉÉå=~å=áåÅêÉ~ëÉ=áå=ÅäáÉåíJëáÇÉ=~íí~Åâë=~ë=Éñéäçáíë=áå=ïÉÄ=ÄêçïëÉêëI=
ÉJã~áä= ÅäáÉåíë= ~åÇ= áå= é~êíáÅìä~ê=lÑÑáÅÉ= ~ééäáÅ~íáçåëK=lÑÑáÅÉ= ÑáäÉë= ~êÉ= éçéìä~ê= ~íí~Åâ= îÉÅíçêë=
ÄÉÅ~ìëÉ= ëìÅÜ= ÑáäÉë= ~êÉ= çÑíÉå= åçí= ÄäçÅâÉÇ= Äó= ~åó= ëÉÅìêáíó= ãÉÅÜ~åáëãë= ~åÇ= ìëÉêë= ~êÉ=
~ääçïÉÇ= íç= Ççïåäç~Ç= ~åÇ= çéÉå= íÜÉëÉ= ÑáäÉëK= ^å= áåÑÉÅíÉÇ= lÑÑáÅÉ= ÇçÅìãÉåí= áë= íÜÉêÉÑçêÉ= ~=
å~íìê~ä=ï~ó=íç=~íí~Åâ=~ë=íÜÉêÉ=áë=~=ÖêÉ~í=ÅÜ~åÅÉ=íÜ~í=áí=ïáää=êÉ~ÅÜ=íÜÉ=ÉåÇ=ìëÉê=ìåãçÇáÑáÉÇ=Äó=
ëÉÅìêáíó=ãÉÅÜ~åáëãëK==
=
pÉÅçÇÉ=áë=çÑ=íÜÉ=çéáåáçå=íÜ~í=ÄçíÜ=çêÖ~åáò~íáçåë=~åÇ=éêáî~íÉ=éÉêëçåë=áå=ÖÉåÉê~ä=Ü~îÉ=ÄÉÅç=
ãç~êÉ= ~ï~êÉ= çÑ= ëÉÅìêáíó= áëëìÉëK= qÜáë= áë= êÉÑäÉÅíÉÇ= Äó= íÜÉ= Ñ~Åí= çÑ= äáãáíÉÇ= ïçêã= ~åÇ= îáêìë=
éêçé~í~íáçå=áå=OMMSK==
=
^ë=~=ëÉÅìêáíó=ÉÑÑçêíI=ëçãÉ=çêÖ~åáò~íáçåë=~êÉ=ãçîáåÖ=~ï~ó=Ñêçã=jáÅêçëçÑí=éêçÇìÅíëK=_ìí=~ë=~=
ÅçìåíÉêãÉ~ëìêÉI=ëç=ÇçÉë=íÜÉ=~íí~ÅâÉêëK=

m^qe=lc=^qq^`hp=

mÜáëÜáåÖ= áë= Äó= åçï= ~=ïÉääJâåçïå=éÜÉåçãÉåçåI= Äìí= áå= OMMS= íÜÉêÉ= Ü~ë= ÄÉÉå= ~= ëáÖåáÑáÅ~åí=
áãéêçîÉãÉåí= áå=íÜÉ=ï~ó=íÜÉëÉ=~íí~Åâë=~êÉ=Å~êêáÉÇ=çìíK=mÜáëÜáåÖ= áë=~=ÅçãÄáå~íáçå=çÑ=ëçÅá~ä=
ÉåÖáåÉÉêáåÖ=~åÇ= íÉÅÜåáÅ~ä= ~íí~ÅâëI=ïáíÜ=~å=ÉóÉ= íç= äìêÉ=éÉçéäÉ=~åÇ=ìåàìëíáÑáÉÇ=ÖÉí= ÜçäÇ=çå=
íÜÉáê= éÉêëçå~ä= Ç~í~K= mÜáëÜáåÖ= ~íí~Åâë= Ä~ëáÅ~ääó= Åçåëáëí= çÑ= ÑççäáåÖ= éÉçéäÉ= íç= îáëáí= ~= ÄçÖìë=
ïÉÄëáíÉ= íÜ~í=é~ëë= áíëÉäÑ=çÑÑ= ~ë= Ñçê=Éñ~ãéäÉ=~å= fåíÉêåÉí=Ä~åâáåÖ=ëÉêîáÅÉK=cççäáåÖ=éÉçéäÉ= íç=
îáëáí= íÜÉ= ïÉÄëáíÉ= Å~å= ÄÉ= éÉêÑçêãÉÇ= Äó= ~= ëéççÑÉÇ= ÉJã~áäI= ~= Ñ~äëÉ= äáåâ= çê= íÜêçìÖÜ= akp=
Üáà~ÅâáåÖ= çê= éçáëçåáåÖK= qÜÉ= Åä~áã= êÉÖ~êÇáåÖ= íÜÉ= áãéêçîÉãÉåí= çÑ= éÜáëÜáåÖ= ~íí~Åâë= ÇìêáåÖ=
OMMS=~êÉ=Ä~ëÉÇ=çå=íÜÉ= Ñ~Åí= íÜ~í= íÜÉ=ÄçíÜ= íÜÉ=ëéççÑÉÇ=ÉJã~áä=~åÇ=ÄçÖìë=ïÉÄëáíÉ=åçï=~êÉ=
áãéêçîÉÇ= áå= íÜÉ= ï~ó= íÜÉó= ~êÉ= ÅêÉ~íÉÇK= mÜáëÜáåÖ= ~êÉ= ~äëç= ÖÉííáåÖ= ãçêÉ= í~êÖÉíÉÇ= Äó=
çÄàÉÅíáîÉëI=ãÉ~åáåÖ=íÜ~í=íÜÉ=ëéççÑÉÇ=Éã~áäë=~êÉ=åçí=åÉÅÉëë~êó=ëé~ããÉÇ=çìí=íç=ãáääáçåë=çÑ=
éÉçéäÉI=Äìí=~êÉ=ëÉåí=íç=ÑÉï=í~êÖÉíëK==
=
qÜÉ=ëí~íáëíáÅ=ÄÉäçï=ëÜçïë=éÜáëÜáåÖ=êÉéçêíë=áå=íÜÉ=éÉêáçÇ=Ñêçã=lÅíK=MR=íç=lÅíK=MS=
=

=
pçìêÅÉWïïïK~åíáéÜáëáåÖKçêÖ=
=
aÉåá~äJçÑJpÉêîáÅÉ= EaçpF=~íí~Åâë=ã~âÉ=~=ëáÖåáÑáÅ~åí=~åÇ=ëÉîÉêÉ= íÜêÉ~í= íç=çêÖ~åáò~íáçåë= íÜ~í=
~êÉ= ÇÉéÉåÇÉÇ= çå= íÜÉáê= fåíÉêåÉí= ~î~áä~ÄáäáíóK= ^íí~ÅâÉêë= ~êÉ= åçï= áå= éçëëÉëëáçå= çÑ= ä~êÖÉ=
êÉëçìêÅÉëI=ã~áåäó= áå= Ñçêã=çÑ=Ä~åÇïáÇíÜ=~åÇ=~=ÜáÖÜ=åìãÄÉê=çÑ= áåÑÉÅíÉÇ=ÅçãéìíÉêë=ïçêäÇJ
ïáÇÉK=qÜÉëÉ=êÉëçìêÅÉë=ã~âÉ=íÜÉã=Å~é~ÄäÉ=íç=Ç~ã~ÖÉLí~âÉ=Ççïå=ä~êÖÉ=åÉí=ëÉÖãÉåíëK=açp=
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~íí~Åâë=~êÉ=Ü~êÇ=íç=éêçíÉÅí=ÑêçãK=aìêáåÖ=OMMS=áí=Ü~ë=ÄÉÉå=êÉéçêíÉÇ=çÑ=ëÉîÉê~ä=Å~ëÉë=ïÜÉêÉ=
ä~êÖÉ=çêÖ~åáò~íáçåë=~êÉ=ã~ÇÉ=ìå~î~áä~ÄäÉ=ÄÉÅ~ìëÉ=çÑ=~=açp=~íí~ÅâK=qÜÉëÉ=~íí~Åâë=Ü~îÉ=Üáí=
çêÖ~åáò~íáçåë=~ää=çîÉê=íÜÉ=ïçêäÇI=áåÅäìÇÉÇ=çêÖ~åáò~íáçå=áå=kçêï~ó=~åÇ=pïÉÇÉåK==
=
^= açp= ~íí~Åâ= Å~å= ëáãéäó= Åçåëáëí= çÑ= ~= ä~êÖÉ= åìãÄÉê= çÑ= ÅçãéìíÉêë= ã~âáåÖ= ëáãìäí~åÉçìë=
ÅçååÉÅíáçåë=íçï~êÇ=~=ïÉÄëáíÉK=fÑ=íÜÉ=ïÉÄ=ëÉêîÉê=Å~åÛí=Ü~åÇäÉ=íÜáë=ä~êÖÉ=~ãçìåí=çÑ=íê~ÑÑáÅI=áí=
ã~ó=Åê~ëÜK=
=
qêçà~åë= Ü~îÉ= ÄÉÅçãÉ= ~= ã~àçê= ÅçåÅÉêå= Ñçê= çêÖ~åáò~íáçåë= áå= OMMSK= qÜáë= ÇçÉëåÛí= ~ééäó= íç=
íÜçëÉ=qêçà~åë= íÜ~í=~êÉ=ã~ëëJã~áäÉÇ=çìí= íç=ãáääáçåë=çÑ= ÅçãéìíÉê=ìëÉêëI=Äìí= ê~íÜÉê= íÜÉ= ÑÉï=
ëéÉÅá~ä=~ÇàìëíÉÇ=qêçà~åëK=pìÅÜ=ëéÉÅá~ä=~ÇàìëíÉÇ=qêçà~åë=ã~ó=ÉKÖK= áåëí~ää=âÉóëíêçâÉ= äçÖÖÉêë=
~åÇ= çéÉå= íÜÉ= ÅçãéêçãáëÉÇ= ëóëíÉã= Ñçê= êÉãçíÉ= ~ÅÅÉëëK= qÜÉ= éìêéçëÉ= çÑ= ëìÅÜ= qêçà~åë= áë=
ã~áåäó= áåÇìëíêá~ä= Éëéáçå~ÖÉ= ~åÇ= Ñáå~åÅá~ä= ãçíáî~íÉÇ= ÅêáãÉK= pÉÅìêáíó= íÉÅÜåçäçÖó= çÑíÉå=
ÇÉíÉÅíë=~íí~Åâë=íÜ~í=~êêáîÉë=áå= ä~êÖÉ=ëÅ~äÉëI=Äìí=íÜÉ=ëã~ää=~åÇ=ëéÉÅá~ääó=Åê~ÑíÉÇ=qêçà~åë=~êÉ=
Ü~êÇÉê= íç=ÇÉíÉÅíK=tÜÉå=~ëâÉÇI=çêÖ~åáò~íáçåë=çÑíÉå=éçáåí=çìí= íÜÉëÉ= áåÑêÉèìÉåíäó=qêçà~åë=~ë=
çåÉ=çÑ=íÜÉáê=ã~áå=ÅçåÅÉêåëK==
=
wÉêçJÇ~óë=~íí~Åâ=áë=~=íÉêã=íÜ~í=ÑêÉèìÉåíäó=Ü~ë=~ééÉ~êÉÇ=áå=ãÉÇá~=ÇìêáåÖ=OMMSK=^ë=áå=É~êäáÉê=
óÉ~êI=OMMS=Ü~ë=~äëç=Ü~Ç= áíë=ëÜ~êÉ=çÑ=åÉï=îìäåÉê~ÄáäáíáÉëK=j~åó=Ü~îÉ=ÄÉÉå=ê~íÉÇ=~ë=ÅêáíáÅ~äI=
~åÇ=ëçãÉ=Ü~îÉ=ÄÉÉå=~=é~êí=çÑ=òÉêçJÇ~óë=~íí~ÅâëI=ãÉ~åáåÖ=íÜ~í=íÜÉ=îìäåÉê~Äáäáíó=áë=ÉñéäçáíÉÇ=
ÄÉÑçêÉ=~=é~íÅÜ=áë=~î~áä~ÄäÉK==
=
låÉ=Éñ~ãéäÉ=çÑ= íÜáë= íóéÉ=çÑ= ~íí~Åâ=ï~ë= íÜÉ=sji=îìäåÉê~Äáäáíó= Eáå= fåíÉêåÉí=bñéäçêÉêF=ïÜáÅÜ=
ï~ë= ÜáÖÜäó= ÉñéäçáíÉÇ= Ñçê= èìáíÉ= äçåÖ= ÄÉÑçêÉ= ~= é~íÅÜ= ï~ë= ã~ÇÉ= ~î~áä~ÄäÉK= ^í= íÜÉ= ÉåÇ= çÑ=
aÉÅÉãÄÉê= ~åçíÜÉê= òÉêçJÇ~ó= ~íí~Åâ= Öçí= ÑçÅìëI= íÜáë= íáãÉ= Ñçê= ÉñéäçáíáåÖ= ~å= ìåé~íÅÜÉÇ=
îìäåÉê~Äáäáíó=áå=tçêÇK=jáÅêçëçÑí=Ü~ë=~ë=ìëì~ä=ÄÉÉå=ìåÇÉê=~=äçí=çÑ=~íí~ÅâëI=Äìí=~äëç=^ééäÉ=Ü~ë=
ÉñéÉêáÉåÅÉÇ=Éñéäçáíë=çÑ=îìäåÉê~ÄáäáíáÉë=Ñçê=ïÜáÅÜ=íÜÉêÉ=~êÉ=åç=é~íÅÜÉëK=
=
wÉêçJÇ~ó=~íí~Åâë=~êÉ=Ü~êÇ=íç=ÇÉíÉÅí=ïáíÜ=ëáÖå~íìêÉ=Ä~ëÉÇ=ëìêîÉáää~åÅÉ=íÉÅÜåçäçÖáÉë=ÄÉÅ~ìëÉ=
~å=~íí~Åâ=Ü~ë=íç=ÄÉ=ÇáëÅçîÉêÉÇ=~í=äÉ~ëí=çåÉ=íáãÉ=íç=ã~âÉ=íÜÉ=ëÉÅìêáíó=ëìééäáÉê=~ÄäÉ=íç=ÅêÉ~íÉ=
~=ëìáí~ÄäÉ=ëáÖå~íìêÉK==
=
qÜÉ=áåÅêÉ~ëÉ=áå=òÉêçJÇ~óë=~íí~Åâ=áå=OMMS=Å~å=ëçãÉïÜ~í=ÄÉ=êÉä~íÉÇ=íç=íÜÉ=Ñ~Åí=íÜ~í=áí=áë=åçï=
É~ëáÉê=íç=ÇáëÅçîÉê=îìäåÉê~ÄáäáíáÉë=Äó=ìëÉ=çÑ=ÑìòòáåÖ=íççäë=EëçÑíï~êÉ=íÉëíáåÖ=íççäFK=pìÅÜ=ÑìòòáåÖ=
íççäë=Ü~îÉ=~äëç=ÄÉÉå=ìëÉÇ=áå=íÜÉ=ä~ëí=Ü~äÑJóÉ~êÛë=ãìÅÜ=ãÉåíáçåÉÇ=_ìÖJ^Ja~ó=éêçàÉÅíëK==

_rdJ^Ja^v=molgb`qp=

_ìÖJ^Ja~ó= éêçàÉÅíë= ~áã= íç= êÉäÉ~ëÉ= åÉï= ìåâåçïå= îìäåÉê~Äáäáíó= çå= Ç~áäó= Ä~ëáë= Ñçê= ~= ÖáîÉå=
éÉêáçÇ=çÑ=íáãÉK=få=gìäó=ïÉ=ÇÉëÅêáÄÉÇ=íÜÉ=_êçïëÉêÑìå=éêçàÉÅíI=ïÜáÅÜ=Ñçê=É~ÅÜ=Ç~ó=áå=~=ïÉÉâ=
éìÄäáëÜÉÇ=Éñéäçáí=ÅçÇÉ=Ñçê=ìåé~íÅÜÉÇ=îìäåÉê~ÄáäáíáÉë= áå=ÇáÑÑÉêÉåí=ÄêçïëÉêëK=páãáä~ê=ïÉ=Ü~îÉ=
ëÉÉå= jçåíÜ= çÑ= hÉêåÉä= _ìÖëI= ïÜáÅÜ= êÉäÉ~ëÉÇ= ~= âÉêåÉä= îìäåÉê~Äáäáíó= É~ÅÜ= Ç~ó= Ñçê= ~= ïÜçäÉ=
ãçåíÜK==

===
vÉ~ê=OMMT=Ü~ë=~äëç=ëí~êíÉÇ=çÑÑ=ïáíÜ=~=_ìÖJ^Ja~ó=éêçàÉÅíI= íÜáë= íáãÉ=ïáíÜ= íÜÉ=Åä~áã=íç=Ç~áäó=
éìÄäáëÜ=~å=Éñéäçáí=Ñçê=~=åÉï=îìäåÉê~Äáäáíó=áå=^ééäÉK==
=
qÜÉ=éìêéçëÉ=çÑ=_ìÖJ^Ja~ó=éêçàÉÅíë=áë=íç=ëÉí=ÑçÅìë=çå=îìäåÉê~ÄäÉ=ëçÑíï~êÉK=^éé~êÉåíäó=íÜÉ=
ãÉå=ÄÉÜáåÇ=íÜÉ=éêçàÉÅíë=é~êíäó=Çç=áí=~ë=~=éêçíÉëí=~Ö~áåëí=íÜÉ=ëçÑíï~êÉ=ëìééäáÉêëÛ=áÖåçê~åÅÉ=
íç=ëÉÅìêáíó=ÜçäÉëK==
=
^ë= ~= êÉëìäí= çÑ= íÜÉ= éìÄäáëÜáåÖ= çÑ= îìäåÉê~Äáäáíó= ÉñéäçáíëI= íÜÉêÉ= Ü~ë= ~äëç= ÄÉÉå= ~å= áåÅêÉ~ëÉ= áå=
~íí~Åâë=~Ö~áåëí= íÜÉ=ÅìêêÉåí=éêçÇìÅíëK=páãáä~êI=ÇìÉ= íç= íÜÉ=åÉï=_ìÖJ^Ja~ó=éêçàÉÅíI=pÉÅçÇÉ=
ÉñéÉÅí=íç=ëÉÉ=~=êáëÉ=áå=~íí~Åâë=íçï~êÇë=ÇáÑÑÉêÉåí=^ééäÉ=éêçÇìÅíë=áå=íÜÉ=åÉ~ê=ÑìíìêÉK===

=
 


